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Vool

* Speed
* Error detection (e.qg., checksum)
» Security and privacy



Why cryptographic hash functions?

* Unique identifier for an object
* Integrity of an object

» Digital signatures

» Passwords

* Proof of work




EXample

Input

Fox

cryptographic
hash
function

Digest

| DFCD 3454

696C 24D9

BBEA 788A
7009 ca99

751A
2D17

The red fox
jumps over
the blue dog

cryptographic
hash
function

| 0086 46BB

ACC7 6CD1

FB7D CRBE2
90B1 EEG6E

823C
3ABC

The red fox
jumps ouer
the blue dog

cryptographic
hash
function

| 8FD8 7558

76B1 79A9

7851 4F32
0DA4 AEFE

D1C6
4819

The red fox
jumps oevr
the blue dog

cryptographic
hash
function

| FCD3 7FDB

D401 cOa9

S5AF2 C6FF
7DO9A 46AF

915F
FB45

The red fox
jumps oer
the blue dog

cryptographic
hash
function

| 8ACA D682

1799 7D88

D588 4cC75
BCF8 92B9

4BF4
6A6C

By User:Jorge Stolfi based on Image:Hash_function.svg by Helix84 - Original work for Wikipedia, Public Domain,
https://commons.wikimedia.org/w/index.php?curid=5290240




What makes a hash function
cryptographic?

* One-way function

* Deterministic (same input, same output)

* Infeasible to find message that digests to specific
nash value

 Infeasible to find two messages that digest to the
same hash

* Avalanche effect (small change in message leads to
big changes in digest---digests seemingly
uncorrelated)

* Quick




Algorithms

 MD5: 128-bit digest, seriously broken

 SHA-1: 160-bit digest, not secure against well-
funded adversaries

 SHA-3: 224 to 512 bit digest, adopted in August of
2015

 CRC32: not cryptographic, very poor choice




Example from the Citizen Lab
report....




roperty #1

* Pre-image resistance

 Given h, it should be infeasible to find m such that
h = hash(m)




roperty #/

* Second pre-image resistance

« Given a message m;,, it should be infeasible to find
another message m, such that...
hash(m;) = hash(m.)




Property #3

 Collision resistance

It should be infeasible to find two messages, m;
and m, such that...
hash(m;) = hash(m.)




Attacks

* Pre-image attack
* Collision attack

* Chosen-prefix collision attack
* Birthday attack




Chosen-prefix collision attack

» Given two prefixes p; and p,, find m; and m, such
that hash(p;||m,)=hash(p,||m.)

* pl and p2 could be domain names in a certificate,
Images, PDFs, etc. ... any digital image.

* This is one of the two ways MD5 is broken (other is
plain old collision resistance), and is how we
generated the two images with the same MD5
sum for the example from the Citizen Lab report




Birthday attack

* Probability of collision is 1 in 2n, but the expected
number of hashes until two of them collide is
Sqrt(Zn) =n/2

- Why? Third try has two opportunities to collide, fourth
has three opportunities, fifth has six, and so on...




24 people, same birthday?

Aldrin
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Mitchell : Evans
Sep 17 . Nov 10
MattinN . Gordon
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https://commons.wikimedia.org/wiki/File:Birthday_attack_vs_paradox.svg




Think of a "random” 4-digit number

* [g(9999) is about 14, so a 14-bit number
» sqrt(214)=27=128
* You're going to say it out loud

- We’ll go around the room, go fast
- Don’t use your bank PIN, etc.

- Raise your hand and yell if someone says your
number
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