
  1

Diffie-Hellman, Elliptic Curve Diffie Hellman 
(ECDH) and asymmetric crypto primitives

CSE 539
jedimaestro@asu.edu



To prepare for this lecture...
● https://www.youtube.com/watch?v=YEBfamv-_do
● https://www.youtube.com/watch?v=wXB-V_Keiu8

https://www.youtube.com/watch?v=YEBfamv-_do
https://www.youtube.com/watch?v=wXB-V_Keiu8
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Outline

● Historical context
● Diffie Hellman
● ECDH
● Asymmetric crypto primitives and possibilities
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Darknet Diaries, Episode 83
https://darknetdiaries.com/transcript/83/

● “There was no concept of doing anything cryptographic in 
terms of software back in the late 80s.  I say this, I’m in 
contact with a fellow alumni from the InfoSec organization and 
people that were there years before I was, and I’ve asked.  To 
the best that I have been able to figure out, what we ended up 
producing which was half paper pad, half key on a floppy, and 
a computer program that would do the encryption and 
decryption.  That was the first foray into software-based 
cryptography that NSA produced.”

--Jeff Man
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Couple of footnotes

● Diffie-Hellman-Merkle?
● Who was first?

● Diffie-Hellman conceived and then published 1976
● GCHQ version conceived 1969, published 1997
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Basics...

● https://en.wikipedia.org/wiki/Diffie
%E2%80%93Hellman_key_exchange
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The paper...
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https://faculty.nps.edu/dedennin/publications/Denning-CryptographyDataSecurity.pdf
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Asymmetric crypto

● Some people use “public key crypto” to generally refer to all of 
asymmetric crypto

● Goes beyond Diffie-Hellman and RSA
● E.g., elliptic curve crypto
● Quantum resistant

● Goes well beyond encryption, authentication, non-repudiation 
(signatures), and key exchange

● Oblivious transfer, secure multiparty computation, cryptocurrencies, identity-
based encryption, secret sharing, zero-knowledge proof, private information 
retrieval, cryptocounters, subliminal channels, ransomware, deniable 
encryption, off-the-record, forward secrecy, future secrecy, ...



Elliptic Curve Cryptography (ECC)



Why ECC?
● We already know how to do encryption (AES, RSA), signatures (RSA), 

and key exchange (DH), but...
– ECC can do all three

● More efficient
– Lower number of bits in key

● 224 bits for ECC vs. 2048 bits for RSA
– Less power, computation, and time

● Less susceptible to side channels, chosen ciphertext attacks?
– Is susceptible to quantum computers



Resources
● https://en.wikipedia.org/wiki/Elliptic-curve_cryptography
● https://blog.cloudflare.com/a-relatively-easy-to-understand-prim

er-on-elliptic-curve-cryptography/
● https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
● https://cseweb.ucsd.edu/classes/fa22/cse207B-a/lectures/13-ec

c.pdf

https://en.wikipedia.org/wiki/Elliptic-curve_cryptography
https://blog.cloudflare.com/a-relatively-easy-to-understand-primer-on-elliptic-curve-cryptography/
https://blog.cloudflare.com/a-relatively-easy-to-understand-primer-on-elliptic-curve-cryptography/
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
https://cseweb.ucsd.edu/classes/fa22/cse207B-a/lectures/13-ecc.pdf
https://cseweb.ucsd.edu/classes/fa22/cse207B-a/lectures/13-ecc.pdf


ECC background
● “The use of elliptic curves in cryptography was 

suggested independently by Neal Koblitz[7] and 
Victor S. Miller[8] in 1985. Elliptic curve 
cryptography algorithms entered wide use in 2004 
to 2005.” -- Wikipedia

● SSL/TLS, Signal, LINE, WhatsApp, Viber, SSH, 
Matrix, WireGuard, Tor, I2P, ProtonMail, … use it 



y2 = x3 + ax + b



Following figures are from…
https://blog.cloudflare.com/a-relatively-easy-to-un
derstand-primer-on-elliptic-curve-cryptography/

https://blog.cloudflare.com/a-relatively-easy-to-understand-primer-on-elliptic-curve-cryptography/
https://blog.cloudflare.com/a-relatively-easy-to-understand-primer-on-elliptic-curve-cryptography/




O is point at infinity, serves as identity

https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication#/media/File:ECClines.svg



How to calculate “C = A + B”?





How to calculate?
● C = -A (negation)
● C = 2A (doubling)

– Or, C = A + A
● C = nA

– What if n is some astronomically large number?



O is point at infinity, serves as identity

https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication#/media/File:ECClines.svg



How to calculate?
● C = -A (negation)
● C = 2A (doubling)

– Or, C = A + A
● C = nA

– What if n is some astronomically large number?
● Double and add (like “square and multiply” for modular 

exponentiation) … Trap door function!



More figures stolen from…
https://blog.cloudflare.com/a-relatively-easy-to-un
derstand-primer-on-elliptic-curve-cryptography/

https://blog.cloudflare.com/a-relatively-easy-to-understand-primer-on-elliptic-curve-cryptography/
https://blog.cloudflare.com/a-relatively-easy-to-understand-primer-on-elliptic-curve-cryptography/














ECDH
● https://en.wikipedia.org/wiki/Elliptic-curve_Diffie

%E2%80%93Hellman

https://en.wikipedia.org/wiki/Elliptic-curve_Diffie%E2%80%93Hellman
https://en.wikipedia.org/wiki/Elliptic-curve_Diffie%E2%80%93Hellman


Can also do...
● Elliptic Curve Digital Signature Algorithm 

(ECDSA)
– PlayStation 3 signing key leak

● Elliptic Curve Integrated Encryption Scheme 
(ECIES)



https://en.wikipedia.org/wiki/Crypto_AG#/media/File:Hagelin_CX-52-IMG_0568-white.jpg
https://malicious.life/crypto-ag-the-greatest-espionage-operation-ever-part-1/

https://en.wikipedia.org/wiki/Crypto_AG#/media/File:Hagelin_CX-52-IMG_0568-white.jpg
https://malicious.life/crypto-ag-the-greatest-espionage-operation-ever-part-1/


https://matthewdgreen.files.wordpress.com/2013/09/b9dec-dual_ec_diagram.png



https://upload.wikimedia.org/wikipedia/commons/f/fb/Classification_guide_for_Project_BULLRUN.pdf



https://upload.wikimedia.org/wikipedia/commons/e/e1/NSA-diagram-001.jpg



Main takeaways about ECC
● Common choice because it’s more efficient, 

does key exchange and signatures
– Not 100% immune to side channels or padding 

issues
– Not quantum resistant



If you’re interested in more…

https://www.youtube.com/watch?v=CPHLvx6jbOc

https://www.youtube.com/watch?v=CPHLvx6jbOc
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Other examples of asymmetric crypto...
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Crypto is more than just sending messages
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A sampling of topics

● Zero Knowledge Proofs
● Commitment scheme
● Secret sharing
● ThreeBallot
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Zero Knowledge Proofs

● “a method by which one party (the prover) can prove to 
another party (the verifier) that a given statement is true 
while the prover avoids conveying any additional 
information apart from the fact that the statement is 
indeed true”

● https://en.wikipedia.org/wiki/Zero-knowledge_proof (also the 
source of the following images and examples)

https://en.wikipedia.org/wiki/Zero-knowledge_proof
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Some definitions

● “Completeness: if the statement is true, an honest verifier 
(that is, one following the protocol properly) will be 
convinced of this fact by an honest prover.

● Soundness: if the statement is false, no cheating prover 
can convince an honest verifier that it is true, except with 
some small probability.

● Zero-knowledge: if the statement is true, no verifier learns 
anything other than the fact that the statement is true.”
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Example with discrete log

● gx mod p = y
● Peggy wants to prove she knows x

● Each round, Peggy computes C = gr mod p
● She generates r randomly

● In each round, Victor can ask for…
● r    --or--
● (x + r) mod (p – 1)

g(x + r) mod (p – 1) mod p = gxgr mod p = Cy mod p
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Applications

● Signal’s anonymous credentials
● Blockchain
● Voting: verify your vote without revealing who you voted 

for
● Finance: verify your income is in a certain range
● Many more...
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Commitment scheme

● Bob and Alice are getting a divorce (Coin Flipping by 
Telephone, Manual Blum)…

● Hash(randomnumber, “heads”)
● Can enforce randomness of bits

● Mental poker

Moving in the direction of oblivious transfer and secure multiparty 
computation…
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Oblivious Transfer

● How to exchange secrets with oblivious transfer, Rabin 
1981

● Wikipedia: “an oblivious transfer (OT) protocol is a type of 
protocol in which a sender transfers one of potentially 
many pieces of information to a receiver, but remains 
oblivious as to what piece (if any) has been transferred.”

● “given an implementation of oblivious transfer it is 
possible to securely evaluate any polynomial time 
computable function without any additional primitive”

https://en.wikipedia.org/wiki/Oblivious_transfer
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Secret sharing

https://en.wikipedia.org/wiki/Secret_sharing

https://en.wikipedia.org/wiki/Secret_sharing
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ThreeBallot 
(https://en.wikipedia.org/wiki/ThreeBallot)

● Proposed by Ron Rivest in 2006
● Voting principles in the U.S.

● You should be able to verify your vote was counted correctly
● You should not be able to prove to anybody who you voted 

for
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ThreeBallot

● All three ballots must be checked for compliance
● Should vote twice for candidate you like, once for candidates you 

don’t
● After this check, the entire stack of ballots should be shuffled

● The voter gets to track one ballot
● 1/3 chance tampering with votes is detected by each voter
● Number of votes that cancel out should be equal to the number of 

voters
● The voter can’t prove to anybody how they actually voted
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To prepare for the next lecture...
● https://jedcrandall.github.io/courses/cse539spring2023/Rs

apaper.pdf

https://jedcrandall.github.io/courses/cse539spring2023/Rsapaper.pdf
https://jedcrandall.github.io/courses/cse539spring2023/Rsapaper.pdf
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