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Prepare for this lecture...

https://www.youtube.com/watch?v=fZ1R9RliM1w

https://www.youtube.com/watch?v=fZ1R9RliM1w


  

Outline

● Why stream ciphers?
● WEP

– IVs reused because of birthday principle
● WPA2

– IVs reused because of key re-installation (KRACK attacks)
● ShadowSocks

– Redirection attack due to malleability
● Other examples



  
https://commons.wikimedia.org/wiki/File:Stream_cipher.svg



  

Good things about stream ciphers

● Can pre-compute key material, encryption/decryption is just 
XOR

● Can send small bursts without wasting space on padding
● More modular implementation in hardware

– IV and key are only inputs
● Some stream ciphers that are not based on block ciphers are 

very fast
– E.g., RC4



  

Playing with fire?

● You should NEVER reuse key material
– Harder than it sounds

● Handshake protocols, etc. might have replay attacks
● APIs, education
● Downgrade attacks

● You should NEVER assume that successful decryption is the 
same as authentication
– Even worse to assume this than it is for block ciphers



  

A theme we saw in asymmetric cryptography…

 Crypto protocols and network protocols 
sometimes don’t play nicely together.

(Messages can be lost, modified, replayed, 
dropped, etc.)



  

WEP

● IV is only 24 bits
● No real authentication

– CRC is not a cryptographic hash function
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WEP encryption

“Wired Equivalent Privacy”
-Have to be physically in a building to plug in, have to know the passphrase to join 
WiFi (or do you?)

RC4, 40-bit key, 24-bit IV

Following are from: 
https://jedcrandall.github.io/courses/cse468fall2022/wep/198fbe890b6
92e5296fcf7ad1b015e653ec9.pdf

https://jedcrandall.github.io/courses/cse468fall2022/wep/198fbe890b692e5296fcf7ad1b015e653ec9.pdf
https://jedcrandall.github.io/courses/cse468fall2022/wep/198fbe890b692e5296fcf7ad1b015e653ec9.pdf
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rc4-3.py

Possible to create statistical biases in the Key Scheduling 
Algorithm (KSA)

More info:
https://www.youtube.com/watch?v=2o3Hs-JDWLs

https://www.youtube.com/watch?v=2o3Hs-JDWLs
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Crack WEP key in minutes…



  

WPA2

● IV is 48 bits (128-bit key with AES in a special counter mode 
called CCMP)

● SHA1 HMAC for authentication (called a MIC)
– 160 bits



  

https://papers.mathyvanhoef.com/ccs2017.pdf

KRACK
attacks



  

ShadowSocks

● Let’s the user choose between non-AEAD and AEAD ciphers, 
with many options for each
– AEAD = Authenticated Encryption with Associated Data
– Most implementations don’t support AEAD

● No authentication of messages

Following is from… https://www.idcoffer.com/wp-
content/uploads/2020/02/Redirect-attack-on-

Shadowsocks-stream-ciphers.pdf



  



  

What is ShadowSocks?



  



  
IVs are chosen randomly, transmitted in plaintext.



  



  



  

Many other stream cipher fails...



  
https://en.wikipedia.org/wiki/Enigma_machine#/media/File:Enigma_(crittografia)_-_Museo_scienza_e_tecnologia_Milano.jpg



  

https://en.wikipedia.org/wiki/Type_B_Cipher_Machine#/media/File:Photograph_of_RED_cryptographic_device_-_National_Cryptologic_Museum_-_DSC07863.JPG



  
https://www.blackhillsinfosec.com/gsm-traffic-and-encryption-a5-1-stream-cipher/



  

Content Scramble System (CSS)

Content Scramble System



  

High-bandwidth Digital Content Protection

https://commons.wikimedia.org/wiki/File:Apple_TV,_1st_generation_-_mainboard_-_Silicon_Image_SiI1930CTU-3215.jpg



  

This work is licensed under a Creative Commons 
Attribution-ShareAlike 3.0 Unported License.

It makes use of the works of Mateus Machado Luna.
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