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Syllabus in a nutshell
● Attendance not recorded
● Plan to record lectures

– Only me, the class, and the TA will have access
● Midterm and final are in-person
● Check both Canvas and the course website



  

A bit about me…
● Associate Professor, SCAI and Biodesign Center for 

Biocomputation, Security, and Society
● Research is about Internet Freedom, including:

– Internet censorship (measurement and evasion)
– Machine-in-the-middle attacks, adversarial networking, 

VPNs
– Privacy, forensics, and a few other things



  



  



  

https://commons.wikimedia.org/wiki/File:Apple_II_typical_configuration_1977.png



  
https://archive.org/details/debian_1.1



  

UNIX, C, and the Internet...
● UNIX was developed to run on anything

– Bell Labs, 1969 (Thompson and Ritchie)
– Contrast with TOPS10

● C provides direct access to hardware, virtually no 
runtime environment
– Bell Labs, 1972-1973 (Ritchie)
– Contrast with COBOL



  

UNIX example...



  



  



  

TOPS10 example...



  
https://www.slideshare.net/bhlarsen/the-pdp-10-and-me



  
https://commons.wikimedia.org/wiki/File:DECSystem10-KI10.JPG



  https://commons.wikimedia.org/wiki/File:CP%E2%81%84M_Ad,_InfoWorld,_November_29,_1982.jpg



  



  

C example...



  



  

COBOL example...



  

https://medium.com/@yvanscher/7-cobol-examples-with-explanations-ae1784b4d576



  

What does all this mean?

The Internet is more like UNIX and C than it is like TOPS-
10 or COBOL.  This means the smarts are in the end 

hosts, not the internal routing nodes, and it’s really hard 
to tell what two machines are saying to each other even if 

you know the protocol.



  

What to expect this semester
● You should be able to look at any PCAP and critically analyze 

it w.r.t. network security and privacy
– So, we need to study crypto and physics (and build a quantum 

computer)
– We need to understand the ways in which our tools (e.g., 

Wirseshark) can be wrong
● E.g., overlapping IP fragments

– We need to think critically about what can make a bit pattern 
“malicious”



  
https://commons.wikimedia.org/wiki/File:Arpanet_logical_map,_march_1977.png



  

Postel’s Law
● “be conservative in 

what you do, be 
liberal in what you 
accept from others”

● https://en.wikipedia.org/wiki/
Robustness_principle



  

End-to-end principle
● Put the smarts in the 

end nodes (security, 
reliability, QoS, etc.)

● https://en.wikipedia.org/
wiki/End-to-end_principle

https://commons.wikimedia.org/wiki/File:ARPANET_first_router_2.jpg



  

Example: Congestion control
● Congestion collapse
● Van Jacobson
● TCP Tahoe, Reno, 

Vegas, CUBIC…
● Random Early 

Detection (RED)
https://alchetron.com/Sally-Floyd



  

Good design, w/ consequences...
● Every device on the Internet is basically “doing 

its own thing” w.r.t. what packets it sends and 
how it interprets the packets it receives. (Postel’s 
Law)

● State is kept in many places without any explicit 
synchronization mechanisms. (End-to-end 
principle)



  

Why all this matters today...



  https://commons.wikimedia.org/wiki/File:Firewall.png



  

https://censoredplanet.org/throttling



  
https://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/more_isp_maps.html



  



  



  

[Cypherpunks want] “a guarantee -- with physics and 
mathematics, not with laws -- that we can give ourselves 
real privacy of personal communications.”

“We are literally in a race between our ability to build and 
deploy technology, and their ability to build and deploy 
laws and treaties. Neither side is likely to back down or 
wise up until it has definitively lost the race.”

--John Gilmore



  

Think about this over the weekend, and feel free to
Google around for an answer if you like...

Why does light “bend” when it goes through a 
medium (like a glass of water)?
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