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A bit about me and the course

● Bias is towards Internet freedom rather than 
traditional network security
– Math and technical details are all the same

● Emphasis on the underlying math of crypto and 
network protocol analysis
– Necessary because…

● I learned to program on one of these...



  



  

Susan O’Connor (1946-2025)



  



  

Take out your phone or laptop...

● Is it safe to use the network you’re connected to?  
Is your Internet traffic encrypted to keep it safe?  
Will the crypto last 10 years?

● What are the apps you couldn’t live without?  How 
easily could your Internet Service Provider (ISP) 
take them away?

● Do you use good passwords?  Are your accounts 
safe?  Could there be malware on your phone?



  

Network security and old French dudes 
who died in the early 1830s…



  

“How many of you have broken no laws 
this month? That's the kind of society I 
want to build. I want a guarantee - with 
physics and mathematics, not with 
laws - that we can give ourselves real 
privacy of personal communications.”

John Gilmore



  

My goal: no cop outs in the way I 
teach this class…
● If there are bits set in a particular way for 

cybersecurity reasons in a packet capture (PCAP), I 
hope to explain the math and physics behind why.
– Especially if it’s all about to change.

● If I say that a Deep Packet Inspection (DPI) machine 
can’t handle a specific rate of traffic, I should be able 
to back that up with math and science.

● If I claim that you can’t write a program to detect all 
possible malware, you should expect me to prove it.



  

Close your eyes and imagine that you’re 
still in your bed, sleeping, and haven’t 
woken up and come to class yet...



  

https://www.youtube.com/watch?v=Mookr_VrhyU

https://www.youtube.com/watch?v=Mookr_VrhyU


  



  

The kinds of things 
we’re going to learn 
about this semester 
have gotten people 
imprisoned, tortured, 
and killed.



  

https://en.wikipedia.org/wiki/Nicolas_L%C3%A9onard_Sadi_Carnot
https://en.wikipedia.org/wiki/Carnot_heat_engine

https://en.wikipedia.org/wiki/Nicolas_L%C3%A9onard_Sadi_Carnot
https://en.wikipedia.org/wiki/Carnot_heat_engine


  

Entropy

● Statistical foundation by Clausius, Gibbs, 
Boltzmann, Maxwell, Planck, etc.

● Directly inspired the name of entropy in Shannon’s 
information theory:



  

https://en.wikipedia.org/wiki/%C3%89variste_Galois

https://en.wikipedia.org/wiki/%C3%89variste_Galois


  



  



  

https://en.wikipedia.org/wiki/Joseph_Fourier

https://en.wikipedia.org/wiki/Joseph_Fourier


  

Coincidence?

● Carnot died in 1832, aged 36
● Gallois died in 1832, aged 20
● Fourier died in 1830, aged 62



  

https://en.wikipedia.org/wiki/Hedy_Lamarr

https://en.wikipedia.org/wiki/Hedy_Lamarr


  

https://en.wikipedia.org/wiki/Hadamard_transform

https://en.wikipedia.org/wiki/Hadamard_transform


  

https://en.wikipedia.org/wiki/Rosetta_Stone

https://en.wikipedia.org/wiki/Thomas_Young_(scientist)

https://en.wikipedia.org/wiki/Rosetta_Stone
https://en.wikipedia.org/wiki/Thomas_Young_(scientist)


  

https://en.wikipedia.org/wiki/Emmy_Noether

https://en.wikipedia.org/wiki/Marie_Curie

https://en.wikipedia.org/wiki/Emmy_Noether
https://en.wikipedia.org/wiki/Marie_Curie


  

Lectures given 1983 through 1986...

“Another similar problem deals with 
factorization: I give you a number m, and 
tell you that it is the product of two primes, 
m=pq. … It is possible to build our 
ignorance of the general solution of this 
mathematical problem into a ciphering 
message. … The moment some clever guy 
cracks it … we’d better find another one.” 
(page 91)

“What can be done, in these reversible 
quantum systems, to gain the speed 
available by concurrent operation has not 
been studied here.” (page 210)



  

https://en.wikipedia.org/wiki/Shor%27s_algorithm

https://en.wikipedia.org/wiki/Shor%27s_algorithm


  

The semester is just getting started...
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Read the syllabus

● Three exams + final (check dates)
– 4 * 20% = 80% of the grade
– Simple (non-scientific) calculator and pen/pencil only

● Six digital artifacts, three homeworks, and an essay
– 20% of the grade

● No curve or way to get out of the final



  



  

This work is licensed under
a Creative Commons Attribution-ShareAlike 3.0 Unported License.

It makes use of the works of
Kelly Loves Whales and Nick Merritt.
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