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What is a field?

● “In mathematics, a field is a set on which addition, subtraction, 
multiplication, and division are defined and behave as the corresponding 
operations on rational and real numbers do.” 

--Wikipedia

● In cryptography, we often want to “undo things” or get the same result two 
different ways
– Math!

● On digital computers the math you learned in grade school is not good 
enough
– Suppose we want to multiply by a plaintext, and the plaintext is 3. Great!
– Now the decryption needs the inverse operation.  Crap!
– 1/3 is not easy to deal with (not even in floating point or fixed point)



Field

● Commutative
a + b = b + a

a * b = b * a

● Associative
(a + b) + c = a + (b + c)

(a * b) * c = a * (b * c)

● Identity
0 != 1, a + 0 = a, a * 1 = a 

● Inverse
a + -a = 0

a * a-1 = 1

● Distributive
a * (b + c) = (a * b) + (a * c)



Arithmetic modulo a prime is a finite field

6 + 4 = 3 (mod 7)
3 – 6 = 4 (mod 7)
5 * 2 = 3 (mod 7)
5 * 3 = 1 (mod 7)

3 * 5-1 = 3 * 3 = 2 (mod 7)

This is called GF(7)



GF(2)

0 + 0 = 0 (mod 2)
0 + 1 = 1 (mod 2)
1 + 0 = 1 (mod 2)
1 + 1 = 0 (mod 2)

How to subtract?
Where have you seen this before?



GF(2)

0 * 0 = 0 (mod 2)
0 * 1 = 0 (mod 2)
1 * 0 = 0 (mod 2)
1 * 1 = 1 (mod 2)

Where have you seen this before?



GF(2)                      XOR
● K + K = 0
● (P + K) + K = P
● (A + K) + (B + K) = A + B
● 0 + K = K

● K  K = 0⨁
● (P  K)  K = P⨁ ⨁
● (A  K)  (B  K) = A ⨁ ⨁ ⨁  B⨁
● 0  K = K⨁



How to use GF(2) to achieve what we want?

● Want to define a field over 2k possibilities for a k-bit number
● 2 is prime, all other powers of 2 are not

– Need to use irreducible polynomials



https://jedcrandall.github.io/courses/
cse548spring2024/miniaesspec.pdf
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Basics of crypto...

● Symmetric encryption
● Assumes two parties wishing to communicate already have a 

shared secret
● Asymmetric encryption

● Makes different assumptions (e.g., that everybody knows the 
public key or that the eavesdropper is passive)

● Quantum computers break current algorithms that are used in 
practice

● Secure hash functions and message authentication



  16

Symmetric Crypto

● Confidentiality
● Integrity
● Availability
● Authentication
● Non-repudiation
● A way to distribute the shared secret keys
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Terminology

● Plaintext – before encryption, easy to read
● Ciphertext – after encryption, hopefully indecipherable 

without the key
● Key – the shared secret, typically just bits that were 

generated with a high entropy process



Eve or
Mallory

Alice Bob

WiFi, electric path, or optical… Eve or Mallory get their own copy!
So how to Alice and Bob exchange a key?
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A nice video about Diffie-Hellman

● https://www.youtube.com/watch?v=YEBfamv-_do

Diffie-Hellman is asymmetric crypto

https://www.youtube.com/watch?v=YEBfamv-_do
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Darknet Diaries, Episode 83
https://darknetdiaries.com/transcript/83/

● “There was no concept of doing anything cryptographic in 
terms of software back in the late 80s.  I say this, I’m in 
contact with a fellow alumni from the InfoSec organization and 
people that were there years before I was, and I’ve asked.  To 
the best that I have been able to figure out, what we ended up 
producing which was half paper pad, half key on a floppy, and 
a computer program that would do the encryption and 
decryption.  That was the first foray into software-based 
cryptography that NSA produced.”

--Jeff Man
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Couple of footnotes

● Diffie-Hellman-Merkle?
● Who was first?

● Diffie-Hellman conceived and then published 1976
● GCHQ version conceived 1969, published 1997



  25

Basics...

● https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_
key_exchange

https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
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The paper...
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https://faculty.nps.edu/dedennin/publications/Denning-CryptographyDataSecurity.pdf
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RSA vs. DH

● Diffie-Hellman (1976)
● Key exchange
● Both sides get to choose something random

● RSA (1977)
● Encryption
● Signatures



Multiplication is polynomial time in number 
of digits (O(n2) or O(n log n))



Modular exponentiation

153189 (mod 251)

Naive way: multiply 153 times itself 189 times.
Won’t work for, e.g., 2048-bit numbers in the 

exponent



Better way (all mod 251)
1530 = 1
1531 = 153
1532 = 66
1534 = 89

1538 = 140 
15316 = 22
15332 = 233
15364 = 73
153128 =  58



1. Repeated squaring

2. Don’t forget the modulus



Better way
● 189 in binary is 0b10111101
● 189 = 1*27 + 0*26 + 1*25 + 1*24 + 1*23 + 1*22 + 0*21 + 1*20

● 153189 (mod 251) = 153(128+0+32+16+8+4+0+1) (mod 251)
 = 153128 * 15332 * 15316 * 1538 * 1534 * 1531 (mod 251)

 = 58 * 233 * 22 * 140 * 89 * 153 (mod 251)

 = 73







153189 = 73 (mod 251)
189 = log153 73 (mod 251)



153??? = 73 (mod 251)
??? = log153 73 (mod 251)

This is called the discrete logarithm, and there is no known algorithm for 
solving it in the general case that is polynomial in the number of digits.



153189 = 73 (mod 251)
15364 = 73 (mod 251)



153189 ≡ 73 (mod 251)
15364 ≡ 73 (mod 251)



153189 ≡ 15364 ≡ 73 (mod 251)



An example…
● 317 mod 31
● 17 = 16 + 1
● 16 = 24 , (((32)2)2)2=316

● All mod 31…
– 31=3, 32=9, …
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An example…
● 317 mod 31
● 17 = 16 + 1
● 16 = 24 , (((32)2)2)2=316

● All mod 31…
– 31=3, 32=9, 34=19, 38=20, 316=28…





An example…
● 317 mod 31 = 31631 mod 31 = 22 
● 17 = 16 + 1
● 16 = 24 , (((32)2)2)2=316

● All mod 31…
– 31=3, 32=9, 34=19, 38=20, 316=28…



17 in binary is 0b10001



  

Cryptography Engineering by Ferguson et al.
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