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e Some of these slides are from

e See also


https://community.torproject.org/training/resources/
https://community.torproject.org/onion-services/setup/
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https://en.wikipedia.org/wiki/Onion_routing
https://theconversation.com/tor-upgrades-to-make-anonymous-publishing-safer-73641

Why are we learning about Tor?

* Brings together many concepts from the course

- Encryption, anti-censorship and NIDS evasion,
privacy, anonymity, etc.

* A basic network security tool that many people
use for many different things

- l.e., a “critical infrastructure”



Introduction
to Tor

Tor



Connecting through HTTP

http://example.com/page
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Connecting through HTTPS

https://eff.org/deeplinks )

https://eff.org/deeplinks
https://eff.org/ n ) https://eff.org/ ) ' i

Image source: eff.org
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Connecting through Tor
.
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Image source: eff.org
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Who can see
your activity
through HTTPS

and what can
they see?

---------------
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Different ways of defining Tor

Tor = free software created at NRL starting 2001/2.

Tor = an open network of ~9,500 nodes - anyone can

join!

Tor = a browser that connects you to the Tor network.

Tor = a US non-profit formed in 2006.

Tor = a community of volunteers, researchers,

developers, trainers, advocates from all over the world.

torproject.org T@) '



Fighting the Internet’s original sins

It's Tor (not capitalized).

The goal is to have a way to use the internet with as much privacy as
possible:

a. by routing traffic through multiple nodes; and

b. by encrypting traffic multiple times - hence the term “onion routing”.
@® Tor provides anonymity, which mitigates against both surveillance and

censorship.

torproject.org T@) '



It’s traffic

analysis
resistance!
Governments
A
It’s privacy! It’s reachability!
Private . .
ers ) Activists

citizens

Y

Businesses

It's network
security!

torproject.org




We kill people
based on
metadata

Director of the NSA and CIA
General Michael Hayden
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Two sides of the same coin

Censorship and surveillance go hand-in-hand.

In order to block access to an online service, censors
need to spot when users want to access said service.

® Anonymity grants protection from surveillance and

censorship.

torproject.org T@) '



What is Tor Browser?

® Just like any other browser (Chrome, Firefox,

Safari, Yandex) except it does not expose
traffic.

Traffic is encrypted and bounces through Browse Privately
three random volunteer-run nodes called Explore Freely.

Defend yourself against tracking and surveillance. Circumvent

relays.

When using Tor Browser, we don’t know who

you are or what you’re visiting.

torproject.org T@) '



Tor Browser on Android
Developed by the Tor Project
https://www.torproject.org/download

Onion Browser on iOS
Developed by the Guardian Project
https://onionbrowser.com/

® mHevV

Q a Search or enter address @ @

Q. search or enter address

TOr | Browser ONION BROWSER

Explore.
Privately.

9 Donate to Onion Browser »

B4 Subscribe to Tor Newsletter »

torproject.org


https://www.torproject.org/download/
https://www.torproject.org/download/
https://onionbrowser.com/

A growing network of relays

Number of relays

@® Tor relays and bridges are run by volunteers
from around the world, including
individuals, NGOs, and companies.

® They form the backbone of the Tor network. ...

® Today we count: 7000+ relays and 2660+ //J
bridges.

torproject.org T@) '



Bypassing censorship of the Tor

network

® Direct access to Tor may be blocked by some —
Internet Service Providers and governments. Qs

@ Tor Browser includes circumvention tools for U
getting around these blocks called bridges.

@® Bridges are relays that are private and harder

to block: https://bridges.torproject.org/

@ Tor Browser Support

Bridges

Bridges help you access the Tor Network in places where Tor is blocked. Depending on where
you are, one bridge may work better than another. Learn more

You can keep one or more bridges saved, and Tor will choose which one to use when you

connect. Tor will automatically switch to use another bridge when needed.

Add a New Bridge

Choose from one of Tor Browser’s built-in bridges Select a Built-In Bridge...
Request a bridge from torproject.org Request a Bridge...
Enter a bridge address you already know Add a Bridge Manually...
Advanced

Configure how Tor Browser connects to the internet Settings...
View the Tor logs View Logs...

torproject.org



https://bridges.torproject.org/

Secure whistleblowing

@® SecureDrop and Globaleaks are tools for

whistleblowers to communicate securely @ SEimbnce REMEIS]

. First time submitting to our Already have a code
ALJAZEERA SecureDrop? Start here. for replies or submit
n

with journalists. o - [
® Newsrooms around the world have set up

H H - (@ Povered by SecureDrop 2.4.0.
elr own wnistieplowing platrorms to Fiosssnoe:Sharing sonliv domants may sy t i, aven whom sing Toran SecuraDr
SecureDroj sct of Freedom of the Press Foundation

receive leaks securely.

torproject.org



https://securedrop.org/
https://www.globaleaks.org/

Anonymous peer-to-peer
messaging

® Ricochet Refresh is an instant messenger

that routes all messages through Tor.

Ricochet Refresh is an open-
® Nobody knows who you're talking to, or source project to allow

, : private and anonymous
what you're talking about. instant messaging

@® Supported by Blueprint for Free Speech:
https://www.blueprintforfreespeech.net

torproject.org T@) '


https://www.blueprintforfreespeech.net/

Introduction
to Onion
Services
(.onion)

Tor
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® Onion Services are online services that are || /pvone

only available through the Tor network. rt "4

® An Onion Service connects to a rendez-vous I‘-—)\ .
node/relay inside the Tor network; and the r- /I--_)
user wanting to connect to it does the same. I--_)\

@® As a user, you never leave the Tor network . %’
when visiting an Onion Service. | 3

® Onion Services provide end-to-end N \‘|i)
encryption: both visitor and website use Tor /
(without HTTPS). ":::::::“ A

torproject.org T@) '



Visiting the Intercept’s site on Tor Browser vs. visiting the

Intercept’s onion service

Site information for theintercept.com

@ Connection secure >

@ Tor Circuit
—_—
This browser

Canada 198.50.238.128 Guard
United Kingdom 54.36.166.86

Canada 209.209.9.109, 2602:ffd5:1:222::1

theintercept.com

Your Guard node may not change. Learn more

New Circuit for this Site

torproject.org

Site information for

27m3p2uv7igmj6kvd4ql3cctSh3sdwrsajovkkndeufumzyfhifev4qd.onion

& Connection secure >

© Tor

Circuit

This browser

Canada 198.50.238.128 Guard

Germany 89.58.4.238, 2a03:4000:5e:d48:946a:a4ff:fe2a:5f03
Netherlands 5.255.97.133

Relay

Relay

Relay

27m3p2u...fevdqd.onion

Your Guard node may not change. Learn more

New Circuit for this Site




.onion addresses

@® Just like any other website, you need to know b,
— Imtercept_

the address of an onion service in order to

https://27m3p2uv7igmjkvdaqi3cctShasdwrsajovkkndeufumzyfhife

reach it. o -

— -
. . . coﬂfs;;uucat'sﬂ NEW o i
@® The .onion address is automatically generated, B N T30 k01T R S

_ _ WAR IN YEMEN
so there is no need to purchase a domain.

. An Onion address iS a String Of 56 ra ndom POLITICS JUSTICE NATIONAL SECURITY WORLD TECHNOLOGY ENVIRONMENT [
letters and numbers followed by ".onion". Top Stories

torproject.org T@) '



Censorship resistance

® Both location and IP address of an Onion Service
are hidden, making it difficult to censor or
identify who runs the service. Used to be called O ~
“hidden services”.

@® Tor exit nodes can block websites (rare), Onion

Services never exit the Tor network.

@® It's the most censorship-resistant
technology available out there as long as the

Tor network is reachable.

torproject.org T@) '



Metadata obfuscation and

elimination

® When you use the Tor network to browse the web you are
not sending any information by default of who you are or
where you are connecting from.

@® The Onion Services use the Tor network to eliminate
information about where they are situated.

® Using them eliminates all metadata that may be

associated with the service otherwise.

torproject.org T@) '
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Popular Onion Services

E%ercept_ B|B|C] 1 PROPUBLICA €lhe New Pork Eimes G l'}‘ ahl‘edian

P Ri EUP facebook s 4 J brave Proton

s FREEDOM OF THE
mmmm PRESS FOUNDATION

jERONT LINE (©debian () SECUREDROP
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Benefits of Onion Services

1. Censorship resistance as long as the user has access
to Tor.

End-to-end encryption between user and website.
Contributing to the decentralization of the web.

Tor network sustainability.

Protection of sources, whistleblowers, and journalists.

Opportunity to educate users about privacy by design.

=oen s N

Metadata obfuscation and elimination.

torproject.org T@) '



Comparison

torproject.org

Regular Website Website Over Tor Onion Service

Censorship Poor Good Very good

Resistance: Website can easily be Censorship still possible via | Accessible as long as Tor is
censored exit nodes reachable, address not

censorable

Privacy Very poor Good Very good

Safeguards: Minimal safeguards: HTTPS, | Data correlation is not an End-to-end encryption for
no tracking, hosting eliminated risk user and service, anonymity
jurisdiction, etc. for both

Metadata Poor Good Very good

Elimination: Data about online activity Data about online activity Metadata logging eliminated
recorded by websites and can be recorded by website | on both ends, but website

can record data if user logs

N




Now some slides from...


https://community.torproject.org/onion-services/overview/
https://community.torproject.org/onion-services/overview/

The onion service (SecureDrop)
hides and protects itself behind
the Tor network by enly allowing
access through three Introduction
Points that it connects to through
athree-hop Tor circuit

The onion service just looks like

any other client (or Tor Browser

user) from the outside — just an-
other within the Tor network.




DIRECT-
ORY

INTRO
3

INTRO 1
"‘ INTRO 2
INTRO 3
& _SIGHATURE




LAPTOP

. J/PHONE

You find the onion address
for the newspaper’s Se-
cureDrop from a public
website or friend.

DIRECT-
ORY

INTRO 1

. INTRO 2

INTRO 3
A _STCHATURE




LAPTOP

. JPHONE

The only way to connect to
an onion service is through
the Tor netwerk, using a
client (like Tor Browser)
where all connections are
protected by Tor relays.

DIRECT-
ORY




The onion addressis also a
cryptographic key that can
be used to verify the au-
thenticity of the received
descriptor. That's why it's
so long and random!

E.g. ProPublica SecureDrop
lvtuemheéddeynqcxtd2mse-
gfkm7g2iuxviobbyzpgx2-
jt427zvdTn3ad.onion
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b. /PHONE

—

SECRET STRING
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Switching gears... Why do you need
something like Tor, a VPN, or ShadowSocks
to evade censorship?
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3

(Encrypted Client Hello, or ECH, is a way to hide the Server Name Indicator, or
OO SNl

:H:
o O
OO0
OO

In November 2024, Russia began blocking Cloudfiare’s implementation of
Encrypted Client Hello (ECH). a privacy-focused extension of the TLS protocol.
“This technology is a means of circumventing restrictions on access to
information banned in Russia. Its use violates Russian law and is restricted by
the Technical Measure to Combat Threats (TSPU)," the statement by the Russian
Internet regulator read.

9g® 0gg7 @

88
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https://adguard-dns.io/en/blog/encrypted-client-hello-misconceptions-future.html

OONI

* Open Observatory of Network Interference:
https://ooni.torproject.org

* Country-level reports of specific censorship tools
In use on certain websites

* View their reports: https://explorer.ooni.org/

* Or use your own OONI Probe to test websites:
available in App Store and Google Play.



https://ooni.torproject.org/

If you get past SNI filtering (e.g., with a VPN or
Tor), can encryption hide which apps and
platforms you’re using, or hide the fact that
you’re using a VPN or Tor?

47



What do you do when

Tor is blocked?




| downloaded Tor Browser, but it

won’t connect

If this screen
takes a long

Establishing a Connection tl m e a n d d Oe S
Tor Browser routes your traffic over the Tor Network, run by thousands of volunteers around the world. N Ot conne Ct,
Always connect automatically y O u m a y n e e d
a bridge or
pluggable
transport

torproject.org



Bridges and pluggable transports

Bridges are relays that are not listed publicly
Get bridges directly from Tor Browser (moat)

Or from the website https://bridges.torproject.org
or send an email to bridges@torproject.org from
a Gmail, or Riseup.net account

Or get a bridge address from a trusted person

Pluggable transports can be used like bridges to
disguise Tor traffic (also called “built-in bridges”)



https://bridges.torproject.org/

Bridges and pluggable transports

Connect to Tor 3¢ Options

C | © Tor Browser ofine %7 Q # = C' @ TorBrowser about:preferences#tor ofine ¥¥| O #. =

~

2 Find in Options

Connect to Tor LF General
Tor Browser routes your traffic over the Tor Network, run by thousands of Quickstart
volunteers around the world. Q Home Quickstart allows Tor Browser to connect automatically.

+/| Always connect automatically

Q Search

a Privacy & Security

Always connect automaticall

Tor Network Settings Bridges

@ Tor Bridges help you access the Tor Network in places where Tor is blocked. Depending on where you
are, one bridge may work better than another. Learn More

/| Use a bridge

@ Select a built-in bridge v

Request a bridge from torproject.org Reques

Provide a bridge

Enter bridge information from a trusted source.

& Extensions & Themes

@ Tor Browser Support

torproject.org




'!} Options x I — (]

about:preferences#tor Offine ' 110%  t¥ O . =

~

Request =n
a bridge | _

ﬁ General

ﬁ Home Bridges
Q S h Bridges help you access the Tor Network in places where Tor is blocked. Depending on
earc|
where you are, one bridge may work better than another. Learn More
& Privacy & Security | Use a bridge
Select a built-in bridge ~
@ Tor
® Request a bridge from torproject.org Request a New Bridge...

Provide a bridge

Enter bridge information from a trusted source.

#& Extensions & Themes
@ Tor Browser Support Advanced

Configure how Tor Browser connects to the internet.

torproject.org




Or select a built-in bridge

torproject.org

Bridges
Bridges help you access the Tor Network in places where Tor is blocked. Depending on where you

are, one bridge may work better than another. Learn More

/| Use a bridge

® Select a built-in bridge v
obfs4
Request a bridge from torproject.org Reql
meek-azure
snowflake

Provide a bridge

Enter bridge information from a trusted source.



Pluggable transports

« obfs4: makes Tor traffic look random; works in
many situations including China (if not, try meek).

 meek-azure: makes it look like Microsoft traffic;
works in China.

 snowflake: proxies traffic through temporary
proxies using WebRTC (under development).
https://snowflake.torproject.org




obfs4 = ScrambleSuit, basically

ScrambleSuit: A Polymorph Network
Protocol to Circumvent Censorship

Philipp Winter Tobias Pulls Juergen Fuss

Karlstad University Karlstad University Upper Austria University of
Applied Sciences


https://arxiv.org/pdf/1305.3199.pdf

[ obfsproxy [ obfsproxy |
. ScrambleSuit l.' m
: ¢_ Censor # d i
E I Torclient | E i |Torbridge| |

Figure 2: ScrambleSuit is a module for obfsproxy
which provides a SOCKS interface for local applica-
tions. The traffic between two obfsproxy instances
is disguised by ScrambleSuit.



Client Server
[ Ti|| P || MAC(T: || P || E)

o Enck (ke [[ Tor) T |

- Enci, (Data) >

Figure 4: The client redeems a valid session ticket T;
containing the master key k;. The server responds
by issuing a new ticket 7;,, for future use. Both
parties then exchange application data.



Payload By encrypting all ScrambleSuit traffic, we elimi-
nate all payload fingerprints such as Tor's TLS cipher
list [12].

Packet length distribution Among other things, we seck
to get rid of Tor's characteristic 586-byte packets [16,
36]. We do so by morphing Tor’s packet length distri-
bution to a randomly chosen distribution.

Inter arrival times Similar to the packet length obfusca-
tion, we camouflage the inter arrival times by employ-
ing small and random sleep intervals before writing
data on the wire.



Empirical CDF

Empirical CDF
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meek

* “Domain fronting”

e Use a Content Distribution Network the censor
won't block
- Costs money

— Censors have a business relationship with CDNs



https://snowflake.torproject.org/

; dormern Leonted
offer

SNOWFLAKE
PROXIES


https://snowflake.torproject.org/

Packet size

1500

1250 -

1172

1098 -

StegoTorus: A Camouflage Proxy for the Tor Anonymity
System

Zachary Weinberg.* Jeffrey Wang® Vinod Yegneswaran?® Linda Briesemeister?
Steven Cheung? Frank Wang? and Dan Boneh?

'Carnegie Mellon University SRl International ~ ?Stanford University

Not Tor (63,518 flows) Tor (67 flows)
. . [T T T T T T R R I )
* L I B B S AL
HNEEEEEL T TR EE N
' % of col.
o 20%
o 40%
QO0@e oo o o
® 30%
o |®
| | I | |
) 10 15 20 1 5 10 15 20
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*apps and platforms” — “protocols”



Two approaches

* Try to look nothing like the banned
protocol that you are

* Try to look like a protocol that
everyone Is using that is not banned



Fingerprinting Obfuscated Proxy Traffic with Encapsulated TLS Handshakes

Diwen Xue* Michalis Kallitsis" ~Amir Houmansadr * Roya Ensafi*

*University of Michigan "Merit Network, Inc. ¥ University of Massachusetts Amherst

USENIX Security 2024

# # + ' ]
TLS-over-TLS : vmess/ L Payload, HTTP
(o, mvmovrmens. 07| T | oo | gty | SppcaenS |
over-ws-over-tls) B trojan - P | blocked.com
# # +
TLS-over-HTTP i : vmess/ - Payload, HTTP
(o5, mpevermess 107 SO HTP | W02, | v | Jpvcton S |7t
over-websocket) S trajan : | blocked.com
# +
TLS-over-Unknown vmess/
Application TLS  « Payload, HTTP
{e.g., https-over- TCP| shadowsocks L2 .
vmess) (fully encrypted) SNi=blocked.com Host: blocked.com

[ # '| Layers Targeted in Previous Attacks on Circumvention Tools Layer Targeted in This Paper

= | Layer Targeted in Website Fingerprinting Attacks (Encapsulated TLS handshakes)
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' — ymess over TLS flows
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0.0 -
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Number of round trips within first 15 packets after TLS handshake
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Detecting VPN Traffic through Encapsulated TCP Behavior
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e 3WHS: The presence of a three-way SYN, SYN-ACK, ACK
handshake to open the connection (RFC 9293, Section 3.5).

e 500MsACK: The presence of an ACK packet generated with-
in 500 ms of the arrival of a data segment (RFC 9293, Section
3.8.6.3).

e 2RMSS: The presence of an ACK packet generated after
the receival of 2xRMSS bytes of data, where RMSS is the
maximum segment size (MSS) specified by the TCP endpoint
receiving the segments (RFC 9293, Section 3.8.6.3).
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Figure 1: Classifier Results (t = 1.00,0.90,0.80; W = 100).
The TPR against the FPR of our classifier (broken down by traffic
category) and alternative VPN detection methods. Our protocol-
agnostic classifier achieves a FPR an order of magnitude lower than
ML detection techniques.



The Discriminative Power of Cross-layer RTTs

in Fingerprinting Proxy Traffic
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Proxied Connections
(e.g., SOCKS, trojan, shadowsocks, Tor)

Direct Connections
Fig. 2: Protocol layerings in Direct vs. Proxied Connections.
In proxied connections, transport sessions terminate at the proxy,
whereas the application layer connection remains end-to-end. ¢
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https://witestlab.poly.edu/blog/tcp-congestion-control-basics/
https://witestlab.poly.edu/blog/tcp-congestion-control-basics/

Does the DPI need to be nearly perfect
w.r.t. false positives and false negatives?

Can shut down VPNs at critical times
Can collect data about connections over a long period of time

- correlate with other data (like financial or social graph information)?
Can use laws as a deterrent

Can perform active probing, forensic analysis of confiscated devices,
etc.

- E.g., in Brazil: daily fine of fifty thousand reals (US$9,104) for users who
bypass the ban with a VPN


https://censorbib.nymity.ch/pdf/Wails2024a.pdf

OpenVPN is Open to VPN Fingerprinting

Diwen Xue, Reethika Ramesh, and Arham Jain, University of Michigan;

Michalis Kallitsis, Merit Network, Inc.; ). Alex Halderman, University of Michigan;

Jedidiah R. Crandall, Arizona State University/Breakpointing Bad; Roya Ensafi,
University of Michigan

https://www.usenix.org/conference/usenixsecurity22/presentation/xue-diwen
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Figure 2: Framework Deployment on Merit Steps: (1) Client connects to VPN servers. (2) VPN connections, along with passing traffic, are

being mirrored to the Filter. (3) Filter forwards server IP of suspected connections to the probing system. (4) Targets are sent to each dedicated
Probers. (5) Probers send probes asynchronously. (6) Connections confirmed by probing are logged.



Online Website Fingerprinting: Evaluating Website
Fingerprinting Attacks on Tor in the Real World
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Websites vs. webpages

* Website fingerprinting is knowing that you're
going to , webpage
fingerprinting Is knowing that you're going to

* Device fingerprinting, browser fingerprinting,
etc. are also an issue for VPNs and Tor.


https://en.wikipedia.org/
https://en.wikipedia.org/wiki/Operation_Sundevil
https://en.wikipedia.org/wiki/Operation_Sundevil

Takeaways

 You should check out Tor
- Also check out OONI

e Tor hidden services are cool

e Designing privacy, anonymity, and anti-
censorship tools is a fascinating research
problem
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