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First, a bit about me...
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  6https://archive.org/details/debian_1.1

https://archive.org/details/debian_1.1


  7https://en.wikipedia.org/wiki/PRIMOS

https://en.wikipedia.org/wiki/PRIMOS
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https://ensa.fi/papers/tspu-imc22.pdf

https://ensa.fi/papers/tspu-imc22.pdf
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What are you hoping to learn this semester?
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Close your eyes, rest your head.  Imagine it’s the 
middle of the night and you’re not even thinking 
about CSE 468 or the beginning of the semester...



  

https://www.youtube.com/watch?v=Mookr_VrhyU

https://www.youtube.com/watch?v=Mookr_VrhyU


  



  

We’re fortunate to be in a place and 
time where it’s okay to explore the 
things we’ll explore this semester.



  14



  15

What we’ll cover this semester

● Crypto
● Hash functions, symmetric, asymmetric, quantum, etc.

● Network attacks and defenses
● ARP poisoning, WiFi security, DNS security, etc.

● Network Intrusion Detection and related topics
● NIDS evasion, information controls, malware, etc.
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1789

1991

The foundations of what we’ll learn this semester were mostly 
invented...

...here... ...or here...

...in history; mostly by criminals, political dissidents, and 
other misfits.
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The specifics of what we’ll learn this semester are public 
knowledge and you shouldn’t get in trouble for learning them 
in an academic context, but... 

https://www.bbc.com/news/world-latin-america-39930772
https://www.frontlinedefenders.org/en/case/rona-wilson-arrested

https://www.whistleblowers.org/members/edward-snowden/https://walledculture.org/remembering-aaron-swartz-who-died-on-this-day-a-victim-of-the
-copyright-system/

https://www.bbc.com/news/world-latin-america-39930772
https://www.frontlinedefenders.org/en/case/rona-wilson-arrested
https://www.whistleblowers.org/members/edward-snowden/
https://walledculture.org/remembering-aaron-swartz-who-died-on-this-day-a-victim-of-the-copyright-system/
https://walledculture.org/remembering-aaron-swartz-who-died-on-this-day-a-victim-of-the-copyright-system/
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“Computation” in the ancient world

● Continued fractions, decimal approximation, irrational 
numbers, etc.

● Babylonian Root Extraction (1800 BCE)
● Hippasus of Metapontum (450 BCE)
● Heron’s Method (1st Century CE)
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“Computation” in the ancient world

● Fun with integers
● Rhind Mathematical Papyrus (1650 BCE)
● Abacus (1200 BCE)
● Euclid’s algorithm (~300 BCE)
● Diophantus of Alexandria (~250 CE)

● Polynomials with whole numbers
● Post-quantum crypto

● Chinese Remainder Theorem (3rd—5th century CE)
● Used in crypto implementations today
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“Computation” in the ancient world

● Harmonics, bit reversal permutations (i.e., butterfly pattern), 
etc.

● Pythagoras and musical chords (530–500 BCE)
● Shrimad Rajchandra and Jain Mathematicians (Tracing back to the 

4th Century BCE)
● Babylonian astronomers (300–50 BCE)
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https://en.wikipedia.org/wiki/Eratosthenes

https://www.britannica.com/biography/Eratosthenes
276 – 194 BCE

https://en.wikipedia.org/wiki/Eratosthenes
https://www.britannica.com/biography/Eratosthenes


  

https://en.wikipedia.org/wiki/Deferent_and_epicycle

Giordano Bruno

https://en.wikipedia.org/wiki/Deferent_and_epicycle
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Computation continued

● Logarithm-based or analog: Antikythera Mechanism (150–100 
BCE), Al-Biruni’s Geared Calendar Computer (~1000), Al-
Jazari’s Castle Clock (1206), Napier’s bones (1617) 

● Jacquard Loom (1804) → Babbage’s Difference Engine 
(1821) and Analytical Engine (1834)

● Hollerith cards (1890)
● ENIAC (1945), Colossus (1943), etc.
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Communication Networks

● Mail systems and smoke signals (ancient Chinese and 
Romans, for example)

● Relays in the Mongolian Empire (13th and 14th century)
● Optical Telegraph, or Semaphore (invented in France in 1792)
● Electric telegraph, developed in the 1830s and 1840s
● Telephone networks, starting in the 1870s
● Packet switch data networks in the early 1960s
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https://www.darpa.mil/node/2092

https://www.darpa.mil/node/2092
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https://www.rickcrandall.net/assets/media/uploads/pdf/3%20SDS%20940%20and%20Internet.pdf

https://www.rickcrandall.net/assets/media/uploads/pdf/3%20SDS%20940%20and%20Internet.pdf


  27
https://commons.wikimedia.org/wiki/File:DEC_PDP-10_%28DECsystem_10%29_mainframe_computer_system_at_Living_Computer_Museum_%28strongly_edited_image%29.jpg

https://commons.wikimedia.org/wiki/File:DEC_PDP-10_%28DECsystem_10%29_mainframe_computer_system_at_Living_Computer_Museum_%28strongly_edited_image%29.jpg
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By Joe Mabel, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=31996455

https://commons.wikimedia.org/w/index.php?curid=31996455
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https://commons.wikimedia.org/wiki/File:IBM_System_360_model_30_profile.agr.jpg

https://commons.wikimedia.org/wiki/File:IBM_System_360_model_30_profile.agr.jpg
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https://www.computerhistory.org/revolution/networking/19/407/2086

https://www.computerhistory.org/revolution/networking/19/407/2086
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https://www.computerhistory.org/collections/catalog/102646707/

https://www.computerhistory.org/collections/catalog/102646707/


  32

Birth of the Internet

● December 9th, 1968 – “Mother of all demos”
● Douglas Engelbart presented hypertext, windows, a mouse, 

teleconferencing, networked computers, GUIs, etc.
● October 29th, 1969 – ARPANET comes online
● January 1st, 1983 – ARPANET switches to TCP/IP
● May 9th, 1990 – Operation SunDevil raids
● August 6th, 1991 – Tim Berners-Lee posts a summary of the 

World Wide Web project on the alt.hypertext USENET 
newsgroup
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https://www.britannica.com/technology/netting

https://www.britannica.com/technology/netting


  34https://en.wikipedia.org/wiki/Joseph_Marie_Jacquard

https://en.wikipedia.org/wiki/Joseph_Marie_Jacquard
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● Jacquard loom built in 1804
● Arrested in 1805, taken to Paris

● Appeared before Napoleon and 
a mathematician named Lazare 
Carnot

● Given a pension and royalties
● Thrown into a river by silk 

workers in Lyon
● Inspired Babbage’s Analytical 

Engine (1837)
● Improvement over Difference 

Engine
● Ada Lovelace and the first 

computer program (1843)

https://www.historytoday.com/archive/months-past/jacquard-patents-his-first-loom

https://www.historytoday.com/archive/months-past/jacquard-patents-his-first-loom


  36

https://en.wikipedia.org/wiki/Note_G

https://en.wikipedia.org/wiki/Note_G
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Lazare Carnot

● Military mobilization
● Side note: René Carmille

● Father of Sadi Carnot
● Carnot engine → “entropy”

→ information theory
● Tables du Cadastre (1792 to 

1801)
● In the elite "Section 1" 

alongside other legendary 
minds like Legendre

https://en.wikipedia.org/wiki/File:Lazare_Carnot,_1948_Issue.jpg

https://en.wik
ipedia.org/wi
ki/Carnot_en
gine_explana
tion#/media/
File:Sadi_Ca
rnot.jpeg

https://www.youtube.com/watch?v=7FL_DsUjWlc

https://en.wikipedia.org/wiki/File:Lazare_Carnot,_1948_Issue.jpg
https://en.wikipedia.org/wiki/Carnot_engine_explanation#/media/File:Sadi_Carnot.jpeg
https://en.wikipedia.org/wiki/Carnot_engine_explanation#/media/File:Sadi_Carnot.jpeg
https://en.wikipedia.org/wiki/Carnot_engine_explanation#/media/File:Sadi_Carnot.jpeg
https://en.wikipedia.org/wiki/Carnot_engine_explanation#/media/File:Sadi_Carnot.jpeg
https://en.wikipedia.org/wiki/Carnot_engine_explanation#/media/File:Sadi_Carnot.jpeg
https://en.wikipedia.org/wiki/Carnot_engine_explanation#/media/File:Sadi_Carnot.jpeg
https://en.wikipedia.org/wiki/Carnot_engine_explanation#/media/File:Sadi_Carnot.jpeg
https://www.youtube.com/watch?v=7FL_DsUjWlc
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Tables du Cadastre

https://en.wikipedia.org/wiki/Gaspard_de_Prony

https://en.wikipedia.org/wiki/Adrien-Marie_Legendre

https://en.wikipedia.org/wiki/French_Academy_of_Sciences
Gaspard de Prony

Adrien-Marie Legendre

https://en.wikipedia.org/wiki/Gaspard_de_Prony
https://en.wikipedia.org/wiki/Adrien-Marie_Legendre
https://en.wikipedia.org/wiki/French_Academy_of_Sciences
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Others in the French Academy of Sciences

https://en.wikipedia.org/wiki/Pierre-Simon_Laplace

Pierre-Simon Laplace

https://en.wikipedia.org/wiki/Andr%C3%A9-Mari
e_Amp%C3%A8re

André-Marie Ampère Leonhard Euler

https://en.wikipedia.org/wiki/Leonhard_Euler

https://en.wikipedia.org/wiki/Pierre-Simon_Laplace
https://en.wikipedia.org/wiki/Andr%C3%A9-Marie_Amp%C3%A8re
https://en.wikipedia.org/wiki/Andr%C3%A9-Marie_Amp%C3%A8re
https://en.wikipedia.org/wiki/Leonhard_Euler
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Others in the French Academy of Sciences

https://en.wikipedia.org/wiki/Joseph-Louis_Lagrange

Joseph-Louis Lagrange

https://en.wikipedia.org/wiki/Sim%C3%A9on_De
nis_Poisson

Siméon Denis Poisson Joseph Fourier

https://en.wikipedia.org/wiki/Joseph_Fourier

https://en.wikipedia.org/wiki/Joseph-Louis_Lagrange
https://en.wikipedia.org/wiki/Sim%C3%A9on_Denis_Poisson
https://en.wikipedia.org/wiki/Sim%C3%A9on_Denis_Poisson
https://en.wikipedia.org/wiki/Joseph_Fourier
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https://en.wikipedia.org/wiki/Rosetta_Stone

https://en.wikipedia.org/wiki/Thomas_Young_(scientist)

https://en.wikipedia.org/wiki/Rosetta_Stone
https://en.wikipedia.org/wiki/Thomas_Young_(scientist)
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People NOT in the French Academy of Sciences

https://en.wikipedia.org/wiki/%C3%89variste_Galois

Évariste Galois

https://en.wikipedia.org/wiki/Sophie_Germain

Sophie Germain Émilie du Châtelet

https://en.wikipedia.org/wiki/%C3%89m
ilie_du_Ch%C3%A2telet

https://en.wikipedia.org/wiki/%C3%89variste_Galois
https://en.wikipedia.org/wiki/Sophie_Germain
https://en.wikipedia.org/wiki/%C3%89milie_du_Ch%C3%A2telet
https://en.wikipedia.org/wiki/%C3%89milie_du_Ch%C3%A2telet
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In the French Academy of Sciences?

https://en.wikipedia.org/wiki/Emmy_Noether

Emmy NoetherNiels Bohr

https://en.wikipedia.org/wiki/Niels_Bohr

https://en.wikipedia.org/wiki/Marie_Curie

Marie Curie

https://en.wikipedia.org/wiki/Emmy_Noether
https://en.wikipedia.org/wiki/Niels_Bohr
https://en.wikipedia.org/wiki/Marie_Curie
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https://www.flickr.com/photos/feuilllu/46700983592

https://www.flickr.com/photos/feuilllu/46700983592
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https://en.wikipedia.org/wiki/Shor%27s_algorithm

https://en.wikipedia.org/wiki/Shor%27s_algorithm
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Diffie-Hellman – 1976
RSA – 1977

OAEP (Bellare and Rogaway) – 1994

The Internet, telephone system, and packet switch networks 
were largely unencrypted until the early 1990s*.

What was that like?

*also early 1990s: www and Operation Sundevil
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https://www.youtube.com/watch?v=BkeXk9rBBrs

parmaster

https://www.youtube.com/watch?v=BkeXk9rBBrs


  51

https://www.paulgraham.com/bluebox.html

https://www.paulgraham.com/bluebox.html
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https://sites.psu.edu/thedeepweb/2015/09/17/captain-crunch-and-his-toy-whistle/

https://sites.psu.edu/thedeepweb/2015/09/17/captain-crunch-and-his-toy-whistle/
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https://en.wikipedia.org/wiki/X.25

https://en.wikipedia.org/wiki/X.25
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https://www.listennotes.com/podcasts/the-gray-wolf/john-corrupt-lee-aka-john-j1qyldK5V4o/

John “Corrupt” Lee

https://www.listennotes.com/podcasts/the-gray-wolf/john-corrupt-lee-aka-john-j1qyldK5V4o/
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https://en.wikipedia.org/wiki/VAX_8000

https://supratim-sanyal.blogspot.com/2020/04/vaxvms-47-with-decnet-link-to-hecnet.html

https://en.wikipedia.org/wiki/DIGITAL_Command_Language

https://en.wikipedia.org/wiki/VAX_8000
https://supratim-sanyal.blogspot.com/2020/04/vaxvms-47-with-decnet-link-to-hecnet.html
https://en.wikipedia.org/wiki/DIGITAL_Command_Language


  56https://bigthink.com/articles/the-confessions-of-cyber-public-enemy-number-one/

Kevin Mitnick

https://bigthink.com/articles/the-confessions-of-cyber-public-enemy-number-one/
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https://www.cs.swarthmore.edu/~chaganti/cs88/f22/labs/projects/mitnick/mitnick-attack.html

https://www.cs.swarthmore.edu/~chaganti/cs88/f22/labs/projects/mitnick/mitnick-attack.html
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● Leslie Lynne Doucette, Electra, Tony the Trashman, Dr. Ripco, etc.

https://restincode.com/memorial.html?name=bruceesquibel

https://www.lvswitches.com/product/ip-pbx-8000-IPPBX-systems.html

https://www.soundofdata.com/pbx-ip-pbx-and-virtual-pbx-what-is-what/

https://restincode.com/memorial.html?name=bruceesquibel
https://www.lvswitches.com/product/ip-pbx-8000-IPPBX-systems.html
https://www.soundofdata.com/pbx-ip-pbx-and-virtual-pbx-what-is-what/
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Learn a secret PIN one 
digit at a time...

562_ ... 

https://en.wikipedia.org/wiki/Dumpster

https://en.wikipedia.org/wiki/Dumpster
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What we’ll cover this semester

● Crypto
● Hash functions, symmetric, asymmetric, quantum, etc.

● Network attacks and defenses
● ARP poisoning, WiFi security, DNS security, etc.

● Network Intrusion Detection and related topics
● NIDS evasion, information controls, malware, etc.
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What we’ll cover this semester

● Crypto
● Hash functions, symmetric, asymmetric, quantum, etc.

● Network attacks and defenses
● ARP poisoning, WiFi security, DNS security, etc.

● Network Intrusion Detection and related topics
● NIDS evasion, information controls, malware, etc.

Foundations come from Galois, Fourier, Germain, Carnot 
(the son), Châtelet, and others who lived through the 
French revolutionary period.
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What we’ll cover this semester

● Crypto
● Hash functions, symmetric, asymmetric, quantum, etc.

● Network attacks and defenses
● ARP poisoning, WiFi security, DNS security, etc.

● Network Intrusion Detection and related topics
● NIDS evasion, information controls, malware, etc.

Dr. Who, parmaster, the Legion of Doom, Masters of 
Deception, etc. used similar tricks in the wild long before 
network security research was a thing in academia.
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What we’ll cover this semester

● Crypto
● Hash functions, symmetric, asymmetric, quantum, etc.

● Network attacks and defenses
● ARP poisoning, WiFi security, DNS security, etc.

● Network Intrusion Detection and related topics
● NIDS evasion, information controls, malware, etc.

Kevin Mitnick, Corrupt, and others (e.g., Legion of Doom and 
Masters of Deception) were doing things like connection 
hijacking and “getting root through the CPU” long before there 
was any academic research on these topics.
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https://en.wikipedia.org/wiki/Drawing_Hands

“Four hostile newspapers are more to be feared 
than a thousand bayonets.”

– Napoleon Bonaparte

https://en.wikipedia.org/wiki/Drawing_Hands
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https://en.wikipedia.org/wiki/Data_General_Walkabout

“Where there’s a shell there’s a way.”                   

– 20th Century proverb
(based on a 17th Century English proverb)

https://en.wikipedia.org/wiki/Data_General_Walkabout
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“It doesn't matter how beautiful your guess is. It 
doesn't matter how smart you are, who made the 
guess, or what his name is—if it disagrees with 
experiment, it is wrong.”

– Richard Feynman



  67
https://phrack.org/issues/43/6

https://phrack.org/issues/43/6


https://www.underground-book.net/download.php3

https://www.underground-book.net/download.php3
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