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TLS key exchange works just like we’ve learned, 
with AES and Diffie-Hellman (basically)...



  



  



  

But there is also a certificate for authentication 
and non-repudiation...



  



  

How do you know who you’re talking to when you 
do encryption?

Authentication and non-repudiation

What if your private key gets stolen?

Forward secrecy and future secrecy



  



  



  



  



  

We need (1) a signature algorithm (like RSA), (2) a secure hash 
function (like SHA-256), and (3) some notion of semantic security (like 
PKCS #1).
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Field

● Commutative

a + b = b + a

a * b = b * a

● Associative

(a + b) + c = a + (b + c)

(a * b) * c = a * (b * c)

● Identity

0 != 1, a + 0 = a, a * 1 = a 

● Inverse

a + -a = 0

a * a-1 = 1

● Distributive

a * (b + c) = (a * b) + (a * c)
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RSA

● Security is based on the hardness of integer 
factorization



  



  

n = pq
● p and q are primes, suppose p = 61, q = 53
● n = 3233
● Euler's totient counts the positive integers up to n that are 

relatively prime to n
● (61 – 1)(53 - 1) = 3120

● Carmichael’s totient function = lcm(60, 52)
● 52,104,156,208,260,312,364,416,468,520,572,624,676,728,780
● 60,120,180,240,300,360,420,480,540,600,660,720,780

● Choose 1 < e < 780 coprime to 780, e.g., e = 17
● d is the modular multiplicative inverse of e, d = 413
● 413 * 17 mod 780 = 1
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● Public key is (n = 3233, e = 17)
● Private key is (n = 3233, d = 413)
● Encryption: c(m = 65) = 6517 mod 3233 = 2790

● What if m is a multiple of 61 or 53?
● Decryption: m = 2790413 mod 3233 = 65
● But, signatures are a more important application of RSA...

● Signature: s = 100413 mod 3233 = 1391
● Verification: 100 = 139117 mod 3233

● Fast modular exponentiation is the trick
● Also need extended Euclidean algorithm

● Using RSA for key exchange or encryption is often a red flag, more 
commonly used for signatures
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“Relatively prime”

● 9 is not prime, 9 = 32

● 13 is prime
● 10 is not prime, 10 = 5*2
● 9 and 10 are relatively prime, gcd(9,10) = 1
● 5 and 10 are not relatively prime, gcd(5,10) = 5
● Also called “coprime”



  



  

Euler's totient function

● https://en.wikipedia.org/wiki/Euler%27s_totient_function



  



  



  



  

(About 665 bits, 2048 or 4096 are standard today)



  

https://en.wikipedia.org/wiki/Jacobi_symbol

https://en.wikipedia.org/wiki/Jacobi_symbol


  



  

Extended Euclidean Algorithm



  



  

= about 665 bits



  



  



  



  



  

Side notes

● GCHQ claims to have invented RSA in 1973, and 
declassified this info in 1997

● In my own research (e.g., looking for amateurish crypto 
in Android apps) using RSA for key distribution is often a 
red flag

● An authenticated version of Diffie-Hellman is better, most 
common thing these days is ECDH (Elliptic Curve Diffie-
Hellman)



  



  



  



  



  



  



  



  



  



  



  



  

Spirograph takeaways

● Don’t try to encrypt/sign multiples of p or q with RSA
● n = pq
● We never actually worry about this, because it’s astronomically 

unlikely.  Why?
● Composite makes all the difference

● DH has no trap door
● RSA has no primitive root, or guarantee of a multipliciative inverse

● If you know the order of gx mod n, you can break RSA
● Guess what quantum computers are good at?  FFTs.



  

Cryptography Engineering by Ferguson et al.
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