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==Phrack Magazine==
Volume Four, Issue Forty-Three, File 6 of 27
-:[ Phrack Prophile ]:-

This issue our prophile features a hacker who has been around forever,
who's been there and done that, literally. His handle is Dr. Who.

Hacking is the art of esoteric quests, of priceless and worthless

secrets. 0dd bits of raw data from smashed machinery of intelligence
and slavery reassembled in a mosaic both hilarious in its absurdity
and frightening in its power.

https://phrack.org/issues/43/6


https://phrack.org/issues/43/6

In etfect, information only has
meaning in that it is subject
to interpretation.”

— Fred Cohen

Computer Viruses — Theory and Experiments (1984).
all.net/books/virus/part3.html

T4 virus infecting an E. coli bacterium

1. Find a cell 2. Explore the surface 3. Latch on 4. Send in instructions 5. Put the cell to work
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Surface exploration: Dreesens et al., Microbiology Spectrum (2025), doi:10.1128/spectrum.02509-25.




Information is

inevitably physical.”

— Rolf Landauer




Outline

Review: On-path vs. in-path vs. off-path

PAD-to-PAD (1980s and early 1990s, X.25 networks)

Other examples: ARP poisoning, BGP attacks, and ATIP
Dan Kaminsky’s DNS poisoning attack (2008) (concurrency)

Future lectures

~ Port scanning
— Side channel attacks (information theory)
* Example: Fragmentation and IPIDs
~— Solution: RSA signatures
* Important ingredient for signatures: extended Euclidean algorithm




Where do Internet standards
come from?

* IETF = Internet Engineering Task Force

* RFC = Request for Comments
-~ MUST, MUST NOT, SHOULD, SHOULD NOT, MAY (RFC 2119)

* “The onlg/ laws on the Internet are assembly and RFCs” --
Phrack 65

— Assembly is an abstraction

~ RFCs are not always followed
* Often ambiguous



In-Path, On-Path, and Off-Path Attackers

Bright route: Daniel LaRusso's legitimate packets to mr-miyagi.com
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On-path DNS attack (easy)

* Need to respond faster than the DNS server

- Not hard, tens of milliseconds is an eternity
- Maybe DoS the DNS server

* Need to get the TXID and source port correct in the response
— Trivial, just read them from the request packet



In-path DNS attack (even easier)

* Needto+respoendiasterthanthe BNSserver
B o il " .

- (just don’t forward the request, or do
forward it but change the response on the way back)

* Need to get the TXID and source port correct in the response
— Trivial, just read them from the request packet



Off-path attack

* Need to respond faster than the DNS server
~— DoS the DNS server
* Need to get the TXID and source port correct in the response

~ Not easy, being off path means you’re blind to these values
— Guessing might work (216 * 216 = 232)
* Side channels and birthday attacks can do even better
* Need to know what was queried and when

— Cache poisoning (you know these things because you caused it)



Shared Intermediary State Confusion

* Typically a way of going from off-path to in-path (e.g., DNS
cache poisoning)

— But you can also go from on-path to in-path (e.g., ARP cache
poisoning), or off-path to on-path (can’t think of an example, but ATIP
attacks go from off-path to blind in-path)

* “Shared Intermediary” ... attacker and victim share a DNS
resolver, layer 2 switch, BGP transit AS routing plane, VPN
server, X.25 PAD, etc.

* “State Confusion” ... a port assignment, prefix routing state, etc.
conflict happens, causing “wires to get crossed”



PAD-to-PAD as an example of Shared
Intermediary State Confusion...



PAD-to-PAD attack

Schematic map; numeric NUAs are fictional X.121-style examples, not assigned network addresses.

1. TRW employee dials into the public PAD. jote service site
he P I i \ : line 1
NUA Network User Address The PAD allocates a temporary local slot: line 12.

A numeric X.121 address: Host NUA
roughly a phone number

for a PAD, host, or port. 031104170042
4.3BSD UNIX

(alphalamp)

X.25 packet-switched network L LR
calls are routed by NUAs

Public PAD
NUA 031104170000

line 11 Parmaster's access site
[line 12
TRW employee R
temporary port slots Parmaster

ATDT 555-1832

CONNECT 1200
PUBLIC X.25 PAD
PORT 12 PAD>

PARMASTER PAD>

ready




PAD-to-PAD attack

Schematic map; numeric NUAs are fictional X.121-style examples, not assigned network addresses.

Remote service site
NUA network User Address

A numeric X.121 address: Host NUA
roughly a phone number

for a PAD, host, or port. 031104170042
4.3BSD UNIX

(alphalamp)

X.25 packet-switched network L LR
calls are routed by NUAs

Public PAD
NUA 031104170000

line 11
[ line 12

line 13 2. TRW employee is idle at the PAD prompt.
temporary port slots

The line is assigned, but no host NUA
ATDT 555-1832 has been Enter‘ec yet.
PUBLIC X.25 PAD
PORT 12
PAD>

Parmaster's access site

TRW employee

Parmaster

PARMASTER PAD>

ready




PAD-to-PAD attack

Schematic map; numeric NUAs are fictional X.121-style examples, not assigned network addresses.

Remote service site

NUA network User Address

A numeric X.121 address: Host NUA
rnu?hl}ff m“-mje |1|JJ11her 031104170042
for a PAD, host, or port.
4.3B5D UNIX
(alphalamp)
X.25 packet-switched network L LR

calls are routed by NUAs

Public PAD
NUA 0311041700

( ::”e 11 3. Parmaster calls the public PAD. jter's access site
TRW employee - ﬁ:lz ﬁ His request travels through the X.25 network
temporary port slots and reaches the exposed line 12. Parmaster

ATDT 555-1832

PUBLIC X.25 PAD
PORT 12
PAD>

PARMASTER PAD>

ready

C 031104170012




PAD-to-PAD attack

Schematic map; numeric NUAs are fictional X.121-style examples, not assigned network addresses.

Remote service site

NUA network User Address

A numeric X.121 address: Host NUA
rnu?hl}ff m“-mje |1|JJ11her 031104170042
for a PAD, host, or port.
4.3B5D UNIX
(alphalamp)
X.25 packet-switched network L LR

calls are routed by NUAs

Public PAD
NUA 031104170000

line 11
[Tine 12
line
Brary port slots Parmaster

armaster's access site

TRW employee

ATDT 555-1832

PARMASTER PAD=>
PAD> € 4. TRW employee types the
031104176042 destifation NUA. ready

Parmaster sees it on line 12. saw C 031104170042



PAD-to-PAD attack

Schematic map; numeric NUAs are fictional X.121-style examples, not assigned network addresses.

Remote service site
NUA network User Address

A numeric X.121 address:
roughly a phone number
for a PAD, host, or port.

Host NUA

031104170042

4.3BSD UNIX

(alphalamp)

X.25 packet-switched network L LR
calls are routed by NUAs

S5a. Request: Parmaster calls the host NUA.

He fetches the expected login banner.

Public PAD
NUA 031104170000

line 11 Parmaster's gcess site
[line 12
TRW employee R
temporary port slots Parmaster

ATDT 555-1832

PAD> C

PARMASTER PAD>
031104170042

ready

C 031104170042




PAD-to-PAD attack

Schematic map; numeric NUAs are fictional X.121-style examples, not assigned network addresses.

Remote service site

NUA network User Address

A numeric X.121 address: Host NUA
faughlyf pf‘-m:e I'Iuﬂl'ﬂiile.F 031104170042
for a PAD, host, or port.
4.3B5D UNIX
(alphalamp)
X.25 packet-switched network L LR

calls are routed by NUAs

Public PAD
NUA 031104170000

line 11
[Tine 12
line 13

naster's geeess site

5b. Response: Parmaster gets the banner.

He relays it through the public PAD to the employeg.
port slots Parmaster

TRW employee

ATDT 555-1832

4.3BSD UNIX PARMASTER PAD=>

ready

(alphalamp)

tty@7 login: RX: 4.3B5D UNIX



Step 6: crack your knuckles



PAD-to-PAD attack

Schematic map; numeric NUAs are fictional X.121-style examples, not assigned network addresses.

7. TRW employee types credentials. jote service site

NUA Network User Address They travel geographically toward Parmaster's access site.

A numeric X.121 address: Host NUA

roughly a phone number = : ;

for a PAD, host, or port. 031104170042
4.3B5D UNIX
(alphalamp)

X.25 packet-switched network ttyd7 login:

calls are routed by NUAs

Public PAD
NUA 031104170000

line 11
[Tine 12
line 13

¥ port slots Parmaster

armaster's access site

TRW employee

ATDT 555-1832

4.3BSD UNIX PARMASTER PAD=>

(alphalamp) ready

;t}fE}? 13912i*3::~:81 captured: trwll [ *¥¥¥xx



PAD-to-PAD attack

Schematic map; numeric NUAs are fictional X.121-style examples, not assigned network addresses.

NUA network User Address

A numeric X.121 address:
roughly a phone number
for a PAD, host, or port.

TRW employee

ATDT 555-1832

Remote service site

Host NUA

031104170042
4.3BSD UNIX
(alphalamp)

X.25 packet-switched network L LR

calls are routed by NUAs

Public PAD
NUA 031104170000

line 11 Parmaster's access site
[Tine 12 ]
line 13
temporary port slots Parmaster

What changed? PARMASTER PAD>
TRW employee thought line 12 connected to 031104170042, ready

The PAD's shared state instead made Parmaster the endpoint.

All traffic to/from the TRW employee passes through the public PAD.




ARP cache poisoning, BGP attacks, and ATIP as
examples of Shared Intermediary State
Confusion...



ARP cache state before poisoning

Wi-Fi / Ethemet LAN 10.0.0.0/24: correct MAC bindings

Victim host

Default gateway
10.0.0.23

10.0.0.1
MAC 23 MAC 00:00:00:01
default gw 10.0.0.1 normal L2 path ff LAN

Victim ARP cache Wi-Fi AP Gateway ARP cache
10.0.0.1 00:00:00:01 802711 bridge 10.0.0.23 aa:aa:aa:23
10.0.0.66 ee:ee:ee:66 10.0.0.66 ee:ee:ee:66

Attacker Attacker idle

no forged ARP replies

not in the data path

Outside network

routed IP

Remote server

93.184.216. 34

HTTP / SSH / etc.

Technical state to point at
Victim: gateway -= 00:00:00:01
Gateway: victim -> aa:aa:aa:23
No poisoned cache entries

Traffic bypasses attacker



ARP cache poisoning

Wi-Fi / Ethemet LAN 10.0.0.0/24

. g Outside network
Victim host
Default gateway
10.8.0.23 10.0.0.1 routed IP Remote server
MAC aa:aa:aa:23 MAC 00:00:00:01
default gw 10.0.0.1 rc-rm*u path ff LAN 93.184.216. 34
- " cc .
N - - ys HTTP / SSH / etc.

\
Victim ARP cache

Wi-Ei AP Garew@ ARP cache

gy ,
10.0.0.1 ce:ee:ee:66 802711 bridge yooges ce:ee:ee:66

10.0.0.66 ee:ee:ee:bb pe:ee:ee:66

Technical state to point at

ARP requests first

who-has 10.0.0.17

who-has 10.0.0.237 Poisoned rows bind peers
to attacker MAC

ARP maps IPv4 -> Ethernet MAC

Forged ARP ,—ep“es MITM works if attacker forwards

10.0.0.1 is-at ee:ee:ee:66
can forward packets 10.0.0.23 is-at ee:ee:ee:66



BGP route state before hijack

Legitimate /23 only; no attacker /24s

Forwarding table at remote ISP o o
Victim origin

' 203.0.112.0/23 next AS65010
Transit A [ ] AS65010
ASB64500 203.0.112.0/24 no entry 203.0.1 120;23
learmns /23 203.0.113.0/24 no entry

traffic to 203.0.113.42

Remote ISP .
Internet routing

A.564512 . BGP UPDATEs + forwarding tables
client traffic

Transit B
fadl Attacker origin
] no /24s learned
What to point at AS65066
Only the /23 exists idle

No more-specific no UPDATEs

attacker routes



BGP more-specific prefix hijack

Longest-prefix match makes the more-specific routes win

Forwarding table at remote ISP o o
Victim origin

' 203.0.112.0/24 next AS65066
Transit A [ ] AS65010
P\.5645DD [ 203.0.113.0/24 next AS65066 ] 203 D 112 DDB
> .0. :
learmns /23 [ 203.0.112.0/23 next AS65010 ]
traffic to 203.0.113.42 P
-
-~
”
Remote ISP . <
Internet routmg'
el BGP UPDATES +f8rwarding rables
client traffic -
-~ ” longest-prefix route
-
-
-
Transit B .7
R UPDATE 203.0.112.0/24
AS64501 Attacker origin
) leamns /24s

What to point at AS65066
Two /24s cover the /23 UPDATE 203.0.113.0/24 claims two /24s
Longest matching L

prefix wins



ATIP before port shadow

Ais only an adjacent VPN peer; no colliding row exists yet

Public side + VPN server

Target B VPN server N
public 3.3.3.3:53144 public 2.2.2.2:1194
VPN not started —_———— e

nn shadow collision
future handshake would reach N

no 10.0.0.3 yet

VPN server conntrack + NAT entries

A first VPN tunnel

orig 1.1.1.1:40001 -> 2.2.2.2:1194
reply 2.2.2.2:1194 -> 1.1.1.1:40001
action: ordinary VPN control flow

No port shadow row

inside orig not present

reply match not present

action: handshake would go to VPN process

B VPN tunnel

orig not present yet

reply not present yet

action: target has not connected

Ref: Mixon-Baca et al., Attacking Connection Tracking Frameworks as used by VPNs, PoPETs 2024; CVE-2021-

outer VPN tunnel

i_

A control packet

ct state

ESTABLISHED

ABSENT

ABSENT

3773.

Attacker A

public 1.1.1.1:40001
private 10.8.0.2
idle; adjacent only

Technical state to point at
Only A's tunnel exists
Mo row for B's public port

Handshake would hit VPN process

A remains adjacent only



ATIP middle: port shadow primed

A has created the inside-orig row; target has not started the VPN handshake yet

Public side + VPN server

Target B . - VPN server N outer VPN tunnel Attacker A
argetiale
public 3.3.3.3:53144 TTL-limited probe publ IE » iz 2 lgﬂ;: -‘_ public 1.1.1.1:400801
y conntrack row exists . am A A A
VPN not started g . private 10.8.0.2
RLELOL e waiting for handshake tunneled packet cends TTL-limited orot
o ¥ Jd. 3 (=] sendas - (=X ] =]
no 8.9 > ye TTL expires before B SEenas imited pro
VPN server conntrack + NAT entries ct state
A first VPN tunnel
orig 1.1.1.1:40001 -> 2.2.2.2:1194 ESTABLISHED
reply 2.2.2.2:1194 -> 1.1.1.1:40001
action: ordinary tunnel for A Primed shared state
PORT SHADOW NAT ROW (primed) NEW / UNREPLIED Inside-orig row already exists

inside orig 10.0.0.2:1194 -> 3.3.3.3:53144
reply match 3.3.3.3:53144 -= 2.2.2.2:1194 Reply tuple will match B

NAT action: dst 2.2.2.2:1194 -> 10.0.0.2:1194 .
Probe dies before target

B VPN tunnel ABSENT Next handshake hits NAT first
orig not present yet .
reply not present yet Proto must match listener

action: target has not connected

Ref: Mixon-Baca et al., Attacking Connection Tracking Frameworks as used by VPNs, PoPETs 2024; CVE-2021-3773.



ATIP after port shadow

A primes conntrack so the target's VPN handshake collides and routes through A

Public side + VPN server

Target B VPN handshake VPN server N

public 2.2.2.2:1194
conntrack checked first
port collision wins

public 3.:

private 1

thinks N is upstream

VPN server conntrack + NAT entries

A first VPN tunnel

orig 1.1.1.1:40001 -> 2.2.2.2:1194
reply 2.2.2.2:1194 -> 1.1.1.1:40001
action: ordinary tunnel for A

PORT SHADOW NAT ROW

inside orig 10.0.0.2:1194 -= 3.3.3.3:53144
reply match 3.3.3.3:53144 -> 2.2.2.2:1194
MAT action: dst 2.2.2.2:1194 -> 10.0.0.2:1194

A second VPN tunnel

orig 1.1.1.1:53144 = 2.2.2.2:1194
reply 2.2.2.2:1194 -> 1.1.1.1:53144
action: relay target handshake as A

Ref: Mixon-Baca et al., Attacking Connection Tracking Frameworks as used by VPNs, PoPETs 2024; CVE-2021-3773.

A first tunnel
N DMNATs to A

—_— >
i_

Arelaysto N
ct state

ESTABLISHED

ESTABLISHED REPLY

ESTABLISHED

Attacker A

public 1.1.1.1
two VPN tunnels

now blind in-path

Shared-state confusion

Reply tuple matches handshake
N translates dst to 10.0.0.2:1194
VPN process is bypassed first

A becomes in-path via relay

Intermediary: conntrack table



DNS cache poisoning as an example of Shared
Intermediary State Confusion...



DNS poisoning: attacks and defenses

Four recurring failure modes in DNS cache poisoning
TXID: 16 bits since 1983 [1]. Match the question and endpoints before applying cache trust rules (2009 [4]).

Time advances within each row Attack Defense — Mitigation / response - ==+ Later bypass of an earlier defense
2002 [3] 2002 advisory [3] 2025 [3] 2025/26 fixes + guidance [3]
More Sacramento’s Query coalescing RebirthDay ECS checks + caps
chances birthday attack — One upstream query per --+ ECS splits aggregation. ~ — Check reply subnet.
Concurrent queries  Many identical questions. guestion / server. Replies reopen matching. Restore safe aggregation.
Many IDs can match.
1997-2007 [4] 2008 [5] 2020/21 + 2024 [6,7] 2025 disclosure / 2026 paper [8]
Match TXID prediction Kaminsky SAD DNS + TuDoor . BIND PRNG attack
secrets Sequential / weak IDs --+ Fresh names evade TTL. --+ ICMP / malformed replies  : Predict both the TXID
DNS IDs + UDP ports ~ expose the next query. orge zone delegation. reveal the query’s port. . and the source port.
Random IDs / PRNG fixes Random ports (July 2008) ---,____Ifg_rp_e_l_/_[ggp_l\_n_a_r_p?gc_:[l_e_s_ Crypto PRNG (Oct 2025)
2012 preprint / 2013 paper [9] 2010s hardening [9] 2019 [10] 2020/ 2025 [11]
Fragment Herzberg & Shulman IPID hardening Palmer & Somers Avoid fragmentation

replacement  Replace a later fragment. — Separate / randomize IDs. --+ Shared Linux counters — Small UDP, then TCP.

Reassembly below DNS  Keep real TXID + port. RFC 7739 (2016). leak IPv4 / IPv6 IDs. Drop DNS fragments.
1993-97 [2] 1990s onward [2] 2020 /2023 [12] 2020-23 fixes [12]
Cache Extra-record injection Bailiwick + credibility Troubled Forwarders Correct cache scope
admission Schuba / Kashpureff: — Restrict zone / glue scope. --+ MaginotDNS — Bind checks to query zone.
Authority + relevance  stuff unrelated records. Rank record trust. Wrong forwarding scope. Fix forwarding + CNAME.
One cache for both modes.
Other 0x20 (Mar 2008) [13] Cookies (2016/21) [14] TCP fallback [4,15] BCP38 + ACLs [16] Protected peers [17]
defenses Random letter case. 64-bit cookie challenge. 2009: spoof detection. 2000: filter spoofed IPs. TSIG, DoT, DoH.
Check exact echo. Needs both endpoints. 2025: POPS (research). Limit recursive clients. Authenticate each link.
DNSSEC (1997 / 2005) [18] Authenticate signed data through a trust chain

Unsigned zones / glue and implementation flaws still need the defenses above.
[1] RFC 883 [2] Vixie 1995 / RFC 2181 [3] Sacramen to 2002 / RebirthDay 2025 [4] RFC 9414 / 5452 (5] CERT 800113 [6] Man 2020/21 [7] TuDoor 2024 [8] Ben-Simhon / Klein 2026
[9] Herzberg / Shulman, RFC 7739 [10] Palmer / Somers 2019 [11] RFC 9715 [12] Zheng 2020 / MaginotDNS 2023 [13-18] IETF RFCs / POPS 2025. Full links in companion source notes.



DNS poisoning: attacks and defenses

Four recurring failure modes in DNS cache poisoning
TXID: 16 bits since 1983 [1]. Match the question and endpoints before applying cache trust rules (2009 [4]).

2025/26 fixes + guidance [3]
ECS checks + caps

Time advances within each row Attack Defense — Mitigation / response - ==+ Later bypass of an earlier defense
2002 1 20092 adyjsory [3] 2025 [3]
More Sac These SlideS' y coalescing RebirthDay
chances birtl ) --+ ECS splits aggregation.  — Check reply subnet.

Concurrent queries Manf
Many IUS cdlil Hiduwtl.

1997-2007 [4]
Match TXID prediction

secrets Sequential / weak IDs

DNS IDs + UDP ports  expose the next query.
Random IDs / PRNG fixe

2012 preprint / 2013 paper [9]
Fragment Herzberg & Shulman

Replies reopen matching.

2008 [5]
Kaminsky

--+ Fresh names evade TTL. -

orge zone delegation.
Random ports (July 200

2020/21 + 2024 [6,7]
SAD DNS + TuDoor

ICMP / malformed replies

reveal the query’s port.
- ' Kernel / resolver patches

2019 [10]

IP Palmer & Somers

Restore safe aggregation.

2025 disclosure / 2026 paper [8]
. BIND PRNG attack

Predict both the TXID

and the source port.
Crypto PRNG (Oct 2025)

2020 /2025 [11]
Avoid fragmentation

replacement  Replace a later fragment. — Separate / randomize IDs. --+ Shared Linux counters — Small UDP, then TCP.

Reassembly below DNS  Keep real TXID + port. RFC 7739 (2016). leak IPv4 / IPv6 IDs. Drop DNS fragments.
1993-97 [2] 1990s onward [2] 2020 /2023 [12] 2020-23 fixes [12]
Cache Extra-record injection Bailiwick + credibility Troubled Forwarders Correct cache scope
admission Schuba / Kashpureff: — Restrict zone / glue scope. --+ MaginotDNS — Bind checks to query zone.
Authority + relevance  stuff unrelated records. Rank record trust. Wrong forwarding scope. Fix forwarding + CNAME.
One cache for both modes.
Other 0x20 (Mar 2008) [13] Cookies (2016/21) [14] TCP fallback [4,15] BCP38 + ACLs [16] Protected peers [17]
defenses Random letter case. 64-bit cookie challenge. 2009: spoof detection. 2000: filter spoofed IPs. TSIG, DoT, DoH.
Check exact echo. Needs both endpoints. 2025: POPS (research). Limit recursive clients. Authenticate each link.
DNSSEC (1997 / 2005) [18] Authenticate signed data through a trust chain

Unsigned zones / glue and implementation flaws still need the defenses above.
[1] RFC 883 [2] Vixie 1995 / RFC 2181 [3] Sacramento 2002 / RebirthDay 2025 [4] RFC 9414 / 5452 5] CERT 800113 [6] Man 2020/21 [7] TuDoor 2024 [8] Ben-Simhon / Klein 2026
[9] Herzberg / Shulman, RFC 7739 [10] Palmer / Somers 2019 [11] RFC 9715 [12] Zheng 2020 / MaginotDNS 2023 [13—18] IETF RFCs / POPS 2025. Full links in companion source notes.



DNS poisoning: attacks and defenses

Four recurring failure modes in DNS cache poisoning
TXID: 16 bits since 1983 [1]. Match the question and endpoints before applying cache trust rules (2009 [4]).

Time advances within each row Attack Defense — Mitigation / response - ==+ Later bypass of an earlier defense
2002 [3] 2002 advisory [3] 2025 [3] 2025/26 fixes + guidance [3]
More Sacramento’s Query coalescing RebirthDay ECS checks + caps
chances birthday attack — One upstream query per --+ ECS splits aggregation. ~ — Check reply subnet.
Concurrent queries  Many identical questions. guestion / server. Replies reopen matching. Restore safe aggregation.
Many IDs can match.
1997-2007 [4] 200° =1 nnnni2q + 2024 [6,7] 2025 disclosure / 2026 paper [8]
Match TXID prediction Ke Future Sl ides- ) DNS + TuDoor . BIND PRNG attack
secrets Sequential / weak IDs --=> Fre ) ed replies ! Predict both the TXID
DNS IDs + UDP ports  expose the next query. Fo al the quer . and the source port.
Random IDs / PRNG fixes Random ports (July 20084  Kernel / resolver patSy Crypto PRNG (Oct 2025)
2012 preprint / 2013 paper [9] 2010s hardening [9] 2019 [10] 2020 /2025 [11]
Fragment Herzberg & Shulman IPID hardening Palmer & Somers Avoid fragmentation
replacement  Replace a later fragment. —> Separate / randomize ¥s. --+ Shared Linux counters Small UDP, then TCP.
Reassembly below DNS  Keep real TXID + port. RFC 7739 (2016). leak IPv4 / IPv6 IDs. Drop DNS fragments.
1993-97 [2] 1990s onward [2] 0 /2023 [12] 2020-23 fixes [12]
Cache Extra-record injection Bailiwick + credibility arders Correct cache scope
admission Schuba / Kashpureff: — Restrict zone / glue scope. --+ MaginotDNS — Bind checks to query zone.
Authority + relevance  stuff unrelated records. Rank record trust. Wrong forwarding scope. Fix forwarding + CNAME.
One cache for both modes.
Other 0x20 (Mar 2008) [13] Cookies (2016/21) [14] TCP fallback [4,15] BCP38 + ACLs [16] Protected peers [17]
defenses Random letter case. 64-bit cookie challenge. 2009: spoof detection. 2000: filter spoofed IPs. TSIG, DoT, DoH.
Check exact echo. Needs both endpoints. 2025: POPS (research). Limit recursive clients. Authenticate each link.
DNSSEC (1997 / 2005) [18] Authenticate signed data through a trust chain

Unsigned zones / glue and implementation flaws still need the defenses above.
[1] RFC 883 [2] Vixie 1995 / RFC 2181 [3] Sacramento 2002 / RebirthDay 2025 [4] RFC 9414 / 5452 [5] CERT 800113 [6] Man 2020/21 [7] TuDoor 2024 [8] Ben-Simhon / Klein 2026
[9] Herzberg / Shulman, RFC 7739 [10] Palmer / Somers 2019 [11] RFC 9715 [12] Zheng 2020 / MaginotDNS 2023 [13—18] IETF RFCs / POPS 2025. Full links in companion source notes.
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IPID - IP header (layer 3)
“IP identifier”

“Source port” - UDP header (layer 4)
TXID —» DNS request and response

(layer 7)
“Transaction identifier”



meituan.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN A@ BIRE Q&% ASE DEENE

|I |udp5tream eq 2

No. Time Source Destination

81.285718287 10.42.0.14 10.42.0.1 Standard query 0x2b9f A hlx.meituan.com
734.510742303 10.42.0.1 10.42.0.14 Standard query response 0x2b9f A hlx.meituan

» Frame 8: 75 bytes on wire (600 bits), 75 bytes captured (600 bits) on interface wlx6c5ab00ee69e, id 0°
»Ethernet II, Src: d2:4c:cf:57:fe:a7 (d2:4c:cf:57:fe:a7), Dst: TP-Link _0Oe:e6:9e (6c:5a:b0:0e:e6:9¢e)
» Internet Protocol Version 4, Src: 10.42.0.14, Dst: 10.42.0.1
-User Datagram Protocol, Src Port: 63826, Dst Port: 53

Source Port: 63826

Destination Port: 53

PR - A A

0000 6c 5a b0 Oe e6 9e d2 4c cf 57 fe a7 08 00 45 00 1z L W ---E:
0010 00 3d 63 56 40 00 40 11 c2 f7 Ga 2a 00 Oe Oa 2a =cv@-@- ---*---F
0020 0600 01 00 35 00 29 9d a6 2b 9f 01 00 00 01 ES) IR T
0030 00 00 OO OO0 00 00 03 68 6C 78 07 6d 65 69 74 75 - - - - h 1x-meitu

0040 61 6e 03 63 6f 6d 00 G0 01 00 01 an-com- -

@ 7 source Port (udp.srcport), 2 bytes Packets: 45595 - Displayed: 2 (0.0%) Profile: Default




File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN A@ BIRE Q&% ASE DEENE

[I|udp5tream eq 2 HE '] +

Destination Info Protocol Length

10.42.0.1 Standard query 0x2b9f A hlx.meituan.com
10.42.0.14 Standard query response 0x2b9f A hlx.meituan.com A 101.236.9.105 A..DNS 107

»User Datagram Protocol, Src Port: 63826, Dst Port: 53
-Domain Name System (query)

» Flags: 0x0100 Standard query

Questions: 1

Answer RRs: 0

0000 6c 5a bo e e6 9e [FIIJME] 57 fe a7 08 00 45 00  1Z. . . o E
0010 ©0 3d 63 56 40 00 40 11 c2 f7 Ga 2a 00 Ge Ga 2a -=cV@ @ - * - *
0020 00 01 f9 52 00 35 00 29 9d a6 2b 9f 01 80 00 @1 - R:-5:) - #. ...
0030 00 00 00 60 00 0O 03 68 6¢ 78 07 6d 65 69 74 75 ... ... h 1x-meitu

0040 61 6e 03 63 6f 6d 00 G0 01 00 01 an-com- -

Identification of transaction (dns.id), 2 es. Packets: 45595 - Displayed: 2 (0.0% Profile: Default
@ 7 Identification of ion (dns.id}), 2 b ki isplayed: 2 (0.0%) file: Defaul




File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN A@ BIRE Q&% ASE DEENE

[I|udp5tream eq 2 HEd -+

Destination Info Protocol Length

10.42.0.1 Standard query 0x2b9f A hlx.meituan.com DNS
10.42.0.14 Standard query response 0x2b9f A hlx.meituan.com A 101.236.9.105 A..DNS

» Ethernet II, Src: TP-Link_Oe:e6:9e (6c:5a:b0:0e:e6:9e), Dst: d2:4c:cf:57:fe:a7 (d2:4c:cf:57:fe:a7)
» Internet Protocol Version 4, Src: 10.42.0.1, Dst: 10.42.0.14
-User Datagram Protocol, Src Port: 53, Dst Port: 63826

Source Port: 53

Destination Port: 63826

Length: 73

1 »

0020 00 Ge 00 35 [EJEE 00 49 a3 4c 2b of 81 80 00 61 .- S I L+ ...
0030 00 02 00 G0 00 00 03 68 6C 78 07 6d 65 69 74 75 ... .. h 1x meitu
0040 61 6e 03 63 6f 6d 00 00 01 00 01 cO Oc 00 01 OO an-Com: - -« -
0050 01 00 00 60 78 00 04 65 ec 09 69 cO Oc 00 01 OO - -X--€ --i----.

OO60 01 00 00 00 78 00 04 65 ec 41 22 ceoexoce CA"

@ 7 Destination Port {udp.dstport), 2 bytes Packets: 45595 - Displayed: 2 (0.0%) Profile: Default




meituan.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN A@ BIRE Q&% ASE DEENE

|I|udp‘stream eq 2 [X] =] '} +

Destination Info Protocol Length

10.42.0.1 Standard query 0x2b9f A hlx.meituan.com DNS
10.42.0.14 Standard query response 0x2b9f A hlx.meituan.com A 101.236.9.105 A..DNS

» Frame 73: 107 bytes on wire (856 bits), 107 bytes captured (856 bits) on interface wlx6cb5ab0@ee69e, i
» Ethernet II, Src: TP-Link_Oe:e6:9e (6c:5a:b0:0e:e6:9e), Dst: d2:4c:cf:57:fe:a7 (d2:4c:cf:57:fe:a7)

» Internet Protocol Version 4, Src: 10.42.0.1, Dst: 10.42.0.14

»User Datagram Protocol, Src Port: 53, Dst Port: 63826

-Domain Name System (response)

Transaction ID: Ox2b9f i

0020 00 Ge 00 35 f9 52 00 49 a3 4c FJELj 81 80 00 61 .- .5.R-I -LGH -
0030 00 02 00 G0 00 00 03 68 6¢C 78 07 6d 65 69 74 75 ... .. h 1x meitu
0040 61 6e 03 63 6f 6d 00 00 01 00 01 cO Oc 00 01 OO an-Com: - -« -
0050 01 00 00 60 78 00 04 65 ec 09 69 cO Oc 00 01 OO - -X--€ --i----.

OO60 01 00 00 00 78 00 04 65 ec 41 22 ceoexoce CA"

@ 7 Identification of transaction (dns.id), 2 bytes Packets: 45595 - Displayed: 2 (0.0%) Profile: Default




jedi@tortuga: ~

:~$ dig 98.8.8.8 ns meituan.com | head -n 21

; <<>> DiG 9.18.39-0ubuntu0.22.04.2-Ubuntu <<>> ©8.8.8.8 ns meituan.com
: (1 server found)

;; global options: +cmd

;7 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 59326

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

s+ OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
;3 QUESTION SECTION:

smeituan.com. IN

»» ANSWER SECTION:
meltuan.com. 21600 IN ns3.dnsv5.com.
meituan.com. 21600 IN ns4.dnsv5.com.

;; Query time: 1029 msec

++ SERVER: 8.8.8.8#53(8.8.8.8) (UDP)
»» WHEN: Mon Feb 02 09:58:19 MST 2026
»» MSG SIZE rcvd: 82

:~$ D




jedi@tortuga: ~

:~$ dig 28.8.8.8 ns hlx.meituan.com | head -n 21

; <<>> DiG 9.18.39-0ubuntu0.22.04.2-Ubuntu <<>> 98.8.8.8 ns hlx.meituan.com
: (1 server found)

;; global options: +cmd

;7 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 30382

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512

;3 QUESTION SECTION:
;hlx.meituan.com. IN

;3 ANSWER SECTION:
hlx.meituan.com. CNAME bi-hreport.vip.meituan.com.

;3 AUTHORITY SECTION:
meltuan.com. 180 IN SOA ns3.dnsv5.com. enterprise3dnsadm
in.dnspod.com. 1770016267 3600 180 1209600 180

;; Query time: 45 msec
-+ SERVER: 8.8.8.8#53(8.8.8.8) (UDP)

1~$ D




jedi@halfdome: ~

:~$ dig www.wikipedia.org A

; <<>> DiG 9.20.24-1ubuntu0.3-Ubuntu <<>> www.wikipedia.org A

;3 global options: +cmd

;5 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 12073

;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494
;3 QUESTION SECTION:
;www.wikipedia.org. IN

;; ANSWER SECTION:

www.wikipedia.org. 169 IN CNAME dyna.wikimedia.org.
dyna.wikimedia.org. 169 IN A 198.35.26.224

;3 Query time: 0 msec

;3 SERVER: 127.0.0.53#53(127.0.0.53) (UDP)
;3 WHEN: Sat Oct 10 09:45:08 MST 2026

;3 MSG SIZE rcvd: 91

T |




What stops me from saying www.wikipedia.org IS
a common name for www.breakpointingbad.com?
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The primary goal of bailiwick checking is to prevent a malicious
nameserver authoritative for example.com from providing (and a

resolver from caching) records for other-example.net, or worse, for
TLDs or the root zone.

Introduced in the mid 90’s

44


https://datatracker.ietf.org/doc/draft-qiu-dnsop-enhanced-bailiwick/#:~:text=The%20primary%20goal%20of%20bailiwick,TLDs%20or%20the%20root%20zone

Birthday
Attacks

https://www.kb.cert.org/vuls/id/457
2002

If the attacker
has to guess...

TID only (16bits)
TID only (16bits)
TID only (16bits)
TID only (16bits)

TID and port (32
bits)

TID and port (32
bits)

TID and port (32
bits)

TID and port (32
bits)

...and is limited to the following

number of open requests...

4
200

unlimited

200

unlimited

-.it will take the following number of
packets to achieve a 50% success rate

{includes both reguests and responses)

327k (2'9)
10.4 k
427

426

2.1 billion (231

683 million

15 million

109 k

Table 1: Number of packets required to reach 50% success probability for various numbers of open

queries


https://www.kb.cert.org/vuls/id/457875

https://en.wikipedia.org/wiki/Birthday attack

(1)

Young

Worden SeP 24

Feb 7

Swigert
Aug 30

Stafford
Sep 17,

Shepard
Mov 18

Scott |
Jun 6

Schmitt
Jul 3

Roosa

Aug 16 t

Mitchell

Aldrin

Jan 20

oy \

Mattingly .

Mar 17

Lowvell
Mar 25

Irwin
Mar 17

Anders

Oct 17

Haise
Mov 14

Armsirong
Aug 5

Bean
Mar 15

Borman
Mar 14

\Gernan
Mar 14

, Collins
Oct 31

'Conrad
Jun 2

(2) good

gooD
goOd
goOD
good
gOoD
good
gooD
Good
GooD
Good
GoOD
Good
G0oD
Good
GOOD

(77) -«
(5a) -
(29)-
(15)-
(f9) -
(cd)-
(ce)-
(69)
(c9)-
(06)
(d6)
(11)-
(99)“

- (b5)
- (87)
- (61)
*(c4)
-(93)
+(16)
+(87)
- (d4)
*(50)
‘(f2)
*(b7)
*(e5)
*(33)
s (1a)

{131——.

(27)°

(22)
‘(a4)

evil
evil
evIil
evIL
evil
eVilL
evVIl
eVIL
Evil
Evil
EvI1l
EvIL
Evil
EVil
EVI1
EVIL
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Solution to the specific birthday attack on DNS
above... Don’t allow multiple queries for the same
domain at the same time.
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Dan Kaminsky’s attack (2008)

* https://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-Kami
nsky/BlackHat-Japan-08-Kaminsky-DNSO08-BlackOps.pdf
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https://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-Kaminsky/BlackHat-Japan-08-Kaminsky-DNS08-BlackOps.pdf
https://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-Kaminsky/BlackHat-Japan-08-Kaminsky-DNS08-BlackOps.pdf

DNS is distributed

« Three possible answers to any question
— "Here's your answer”

— "Go away”
— "l don’t know, ask that guy over there”

* This is delegation. You start with a request, and then get
bounced around all over the place.

« 13 root servers: “www.foo.com? | don’t know, go ask the
com server, its at 1.2.3.4"

« Com server: “www.foo.com? | don’'t know, go ask the
foo.com server, it's at 2.3.4.5"

« Foo.com server. “www.foo.com? Yeah, that's at 3.4.5.6."




jedi@tortuga: ~

:~$ dig www.breakpointingbad.com

; <<>> DiG 9.18.39-0ubuntu0.22.04.2-Ubuntu <<>> www.breakpointingbad.com
;; global options: +cmd

;3 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33334

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494
;; QUESTION SECTION:
;www.breakpointingbad.com. IN

;; ANSWER SECTION:
www.breakpointingbad.com. 1799 1IN .28.240.117

;; Query time: 58 msec

:: SERVER: 127.0.0.53#53(127.0.0.53) (UDP)
;3 WHEN: Mon Feb 02 10:21:40 MST 2026

ss MSG SIZE rcvd: 69

:~$ ]




jedi@halfdome: ~

:~$ dig www.wikipedia.org A

; <<>> DiG 9.20.24-1ubuntu0.3-Ubuntu <<>> www.wikipedia.org A

;3 global options: +cmd

;5 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 12073

;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494
;3 QUESTION SECTION:
;www.wikipedia.org. IN

;; ANSWER SECTION:

www.wikipedia.org. 169 IN CNAME dyna.wikimedia.org.
dyna.wikimedia.org. 169 IN A 198.35.26.224

;3 Query time: 0 msec

;3 SERVER: 127.0.0.53#53(127.0.0.53) (UDP)
;3 WHEN: Sat Oct 10 09:45:08 MST 2026

;3 MSG SIZE rcvd: 91

T |




If the bad guy can reply 100 times before the good guy
returns, that 65536 to 1 advantage drops to 655 to 1.

— Alas...still long odds. And when he loses, he has to wait

the TTL. That could be 655 days — almost 2 years!
— Or maybe not.
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Finally, the bad guy doesn’t actually
need to wait to try again.

« |f the bad guy asks the name server to look up v D0.com ten
times, there will only be one race with the good guy

— The first race will be lost (most likely), and then the other nine
will be suppressed by the TTL
* No new races on this name for one more day! Here, use
the answer from a while ago
* S0, can we race on other names?

If the bad guy asks the name server to look up 1.foo.com,
2 .foo.com, 3.foo.com, and so on, for ten names, there will be 10

races with the good guy
— TTL only stops repeated races for the same name!

Eventually, the bad guy will guess the right TXID before the good
guy shows up with it
— And now...the bad guy is the proud spoofer of ... 83.foo.com
— S07 He didn’t want to poison 83.foo.com. He wanted
www.foo.com




Bait and Switch

« Is it possible for a bad guy, who has won the race for
83.foo.com, to end up stealing 00.com as well?

— He has three possible replies that can be associated with
correctly guessed TXID

— 1) "Here’s your answer for 83.foo.com —it's 6.6.6.6"
— 2) “l don’t know the answer for 83.foo.com.”

— 3) "83.foo.com? | don’t know, go ask the
server, it's at 6.6.6.6”

* This has to work — it's just another delegation
— 13 root servers: “83.foo.com? | don’t know, go
ask the com server, it's at 1.2.3.4"

— Com server: “83.foo.com? | don’t know, go ask
the foo.com server, it's at 2.3.4.5"

— Foo.com server: “83.foo.com? | don’'t know, go
ask the www.foo.com server, it's at 6.6.6.6"




Does bailiwick checking save us?



Does bailiwick checking save us?

No! The only “authentication” is the soure IP address
(attacker can spoof), source port, and TXID!



Kaminsky DNS cache poisoning

A client asks for 1.foo.com; the victim resolver opens matching state.

1. A client behind the victim resolver asks for 1.foo.com. DNS site

The resolver's pending slot now says Q=1.foo.com.
employee access network The employee can still be idle; the shared cache is the target.

Real foo.com NS

foo.com zone file
www.foo.com A 3.4.5.6
no 1/2/83.foo rows
Internet
UDP DNS queries and replies

DoS pressure
Victim resolver

employee access network recursive DNS cache

Employee cache already has:

www.foo.com A 3.4.5.6 off-path attacker's network

waiting

Attacker

pending query slot

Q=1.foo.com TXID=0x24d2
port=53010

dnsrake> ready

Trigger client

DNS? 1.foo.com




Kaminsky DNS cache poisoning

The attacker races 1.foo.com with TXID guesses and loses.

authoritative DNS site

employee access network

Real foo.com NS

foo.com zone file

www.foo.com A 3.4.5.6

no 1/2/83.foo rows
Internet

UDP DNS querj

- z : DoS pressure
Victim resolver

employee access network recursive DNS cache

Employee cache already has:

www.foo.com A 3.4.5.6 uesses off-path attacker's network

TXID 0x2401

waiting

TXID 0x2400

Attacker

pending query slot

Q=1.foo.com TXID=0x24d2
attacker misses

d4aft miss: 0x24d2

2. The attacker races that exact QNAME and loses.

Tri T t Forged replies sweep TXIDs for Q=1.foo.com.
rigger ciien No forged TXID matches before this race closes.

So the attacker tries another fresh sibling name.




Kaminsky DNS cache poisoning

Next query: 2.foo.com; the resolver state changes with it.

3. Same mechanism, new name: 2.foo.com. tive DNS site

The resolver's pending slot changes to Q=2.foo.com.
employee access network This is why random siblings give many independent races.

Real foo.com NS

foo.com zone file
www.foo.com A 3.4.5.6
no 1/2/83.foo rows
Internet
UDP DNS queries and replies

DoS pressure
Victim resolver

employee access network recursive DNS cache

he already has:
w.foo.com A 3.45.6 off-path attacker's network

Employee

waiting

Attacker

pending query slot

Q=2.foo.com TXID=0x51c4
port=53011

dnsrake> ready

Trigger client

DNS? 2.foo.com




Kaminsky DNS cache poisoning

The attacker races 2.foo.com with different TXID guesses and loses.

authoritative DNS site

employee access network
Real foo.com NS

foo.com zone file
www.foo.com A 3.4.5.6

no 1/2/83.foo rows

Internet

UDP DNS querj
7 g DoS pressure
Victim resolver

employee access network recursive DNS cache »”

Employee cache already has:

www.foo.com A 3.4.5.6 uesses off-path attacker's network

TXID 0x5160 TXID 0x5101

waiting

Attacker

pending query slot laa miss: 0x51c4

Q=2.foo.com TXID=0x51c4
attacker misses

4. The attacker races 2.foo.com and loses again.

Different resolver state, different target TXID.
The diagram only shows representative guesses.
The loop continues with 3.foo.com, 4.foo.com, ...

Trigger client




Kaminsky DNS cache poisoning

. yada yada yada ... at 83.foo.com the forged reply wins.
authoritative DNS site

employee access network
Real foo.com NS

foo.com zone file

Forged DNS response

Question: 83.foo.com A
Answer: 83.foo.com CNAME www,

www.foo.com A 3.4.5.6

Authaority: 83.foo.com
Additional glue:

Inte

UDP . Header

q
= 3 spC
Victim resolver

employee access network recursive DNS cache

poisoned cache RRsets:

Employee

ME: 83.foo.com
ww.foo.com

walting yw.foo.com -> 6.6.6.6

pehding query slot
Q=83.foo.com TXID=0x7a3cC
forged reply wins

Trigger client
DNS? 3.foo.com

DNS? 83.foo.com

TXID Ox7a00

»”1 MO 1/2/83.foo rows

es: TXID Ox7a3c, port 53012 ‘,"

5. ... yada yada yada ... 83.foo.com wins.

This time a forged TXID matches the pending slot.
The CNAME RRset and A/glue RRset are cached separately.
Resolution can now chain from one cached RRset to the other.

erT o

TXID 0x7a01

M hit: 0x7a3c

Attacker

dnsrake> ready

83.foo.com TXIDs

winner: forged glue




Kaminsky DNS cache poisoning

Now www.foo.com resolves from poisoned cache state.

6. Now the employee finally asks for www.foo.com. ve DNS site

The resolver follows its poisoned cached RRsets.

employee access network This is the shared-intermediary confusion moment.

Real foo.com NS

foo.com zone file
www.foo.com A 3.4.5.6
no 1/2/83.foo rows
Internet
UDP DNS queries and replies

DoS pressure
Victim resolver

employee access network recursive DNS cache

poisoned cache RRsets:

Employee
off-path attacker's network

DNS? www.Tfoo.com
-> 6.6.6.6

A: www.foo.com -> 6.6.6.6

Attacker

dnsrake> ready

Trigger client




Kaminsky DNS cache poisoning

Traffic follows the poisoned answer toward the attacker-controlled host.

7. The employee is sent to the attacker-controlled host. [ritative DNS site

Same pattern as PAD-to-PAD: shared state now points at the attacker.
employee access network

Real foo.com NS

foo.com zone file
www.foo.com A 3.4.5.6
no 1/2/83.foo rows
Internet
UDP DNS queries and replies

DoS pressure
Victim resolver

employee access network recursive DNS cache

poisoned cache RRsets:

Emplo‘jee CMAME: 83 .foo.com

. -= www.foo.com
login: employee A TO T o

pa SSWO rd = Aok ook ok

off-path attacker's network

Attacker

dnsrake> ready

Trigger client fake www.foo.com

captured: employee / **




Kaminsky DNS cache poisoning

Same pattern: shared intermediary state binds to the attacker.

authoritative DNS site

employee access network

Real foo.com NS

foo.com zone file
www.foo.com A 3.4.5.6
no 1/2/83.foo rows
Internet
UDP DNS queries and replies

DoS pressure
Victim resolver

employee access network recursive DNS cache
Employee poisoned cache RRsets:
CNAME: 83.foo.com off-path attacker's network

-> www.foo.com

A: www.foo.com -> 6.6.6.6

Attacker

Shared intermediary state confusion

dnsrake> ready

Trigger client PAD-to-PAD: the PAD's line slot is captured by the wrong caller.
Kaminsky: the resolver's pending guery/cache state accepts the wrong reply.

Both attacks turn shared state toward the attacker.




Solution to the Kaminsky attack... OSes now
randomize source ports.

(Also, some other stuff, like 0x20 encoding:
BrEAkPoinTiNGBaD.COm )

Future slides: what if we didn’t have to guess the
TXID or source port?
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A real solution would be a real form of
authentication, like signatures...
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DNSSEC

Child zone

Bnsl.tld.

SOA nsl.tld. admin.tld.
RRSIG SOA 5 2 86400 20

Parent zone
‘ tld NS nsl.tld. |
tld.
tld.
‘ tld NS ns2.tld. |
/ tld.
‘ tld DS 5536 5 1 TED5A3CF |-< digest / tld.
ns.tld. A 1

0.1.1.1
ns2.tld A 10.2.1.1

DNSKEY 256 3 5 AwWEAAZg..
RRSIG DNSEEY 5 2 B6400 2

NS

nsl.tld.

RRSIG NS 5 2 86400 2011

NS

ns2.tld.

RRSIG NS 5 2 86400 2011

tld.
tld.
tld.
tld.

Resolver

DSHNEEY + DS record

v Key OK

RRSIG + DNSEEY

y Record OK
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https://ru.wikipedia.org/wiki/DNSSEC

jedi@tortuga: ~

:~$ dig fraunhofer.de 98.8.8.8 +dnssec | head -n 18

; <<>> DiG 9.18.39-0ubuntu0.22.04.2-Ubuntu <<>> fraunhofer.de @8.8.8.8 +dnssec
;; global options: +cmd

;3 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29859

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 512
;; QUESTION SECTION:

s fraunhofer.de. IN

;; ANSWER SECTION:

fraunhofer.de. 3593 IN A 192.102.162.236

fraunhofer.de. 3593 IN RRSIG A 8 2 3600 20260227143958 202601
28135244 57189 fraunhofer.de. SHIGBs5CC6hV+DigBXTsOwbBb2gQlnxLVhsVnIxU8Fd6xT/Pjl
zXL1zz r2H2QdP/rgmL60ITTC/hGvfsC8QF601h50VqSyQjwEMNKS46GXP2VHHL 4MvQAUMUABRNG63t+
pqSldpuYV00/2gjV6IDF09ne+qCj0OzxVraA4e2aY 3Po=

;; Query time: 20 msec
-+ SERVER: 8.8.8.8#53(8.8.8.8) (UDP)

:~$ D




More Info

* http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html
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