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Outline

● Review: On-path vs. in-path vs. off-path
● PAD-to-PAD (1980s and early 1990s, X.25 networks)
● Other examples: ARP poisoning, BGP attacks, and ATIP
● Dan Kaminsky’s DNS poisoning attack (2008) (concurrency)
● Future lectures

– Port scanning
– Side channel attacks (information theory)

● Example: Fragmentation and IPIDs
– Solution: RSA signatures

● Important ingredient for signatures: extended Euclidean algorithm



Where do Internet standards
come from?

● IETF = Internet Engineering Task Force
● RFC = Request for Comments

– MUST, MUST NOT, SHOULD, SHOULD NOT, MAY (RFC 2119)
● “The only laws on the Internet are assembly and RFCs” --

Phrack 65
– Assembly is an abstraction
– RFCs are not always followed

● Often ambiguous
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On-path DNS attack (easy)

● Need to respond faster than the DNS server
– Not hard, tens of milliseconds is an eternity
– Maybe DoS the DNS server

● Need to get the TXID and source port correct in the response
– Trivial, just read them from the request packet
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In-path DNS attack (even easier)

● Need to respond faster than the DNS server
– Not hard, tens of milliseconds is an eternity
– Maybe DoS the DNS server (just don’t forward the request, or do 

forward it but change the response on the way back)
● Need to get the TXID and source port correct in the response

– Trivial, just read them from the request packet



  

Off-path attack

● Need to respond faster than the DNS server
– DoS the DNS server

● Need to get the TXID and source port correct in the response
– Not easy, being off path means you’re blind to these values
– Guessing might work (216 * 216 = 232)

● Side channels and birthday attacks can do even better
● Need to know what was queried and when

– Cache poisoning (you know these things because you caused it)



  

Shared Intermediary State Confusion
● Typically a way of going from off-path to in-path (e.g., DNS 

cache poisoning)
– But you can also go from on-path to in-path (e.g., ARP cache 

poisoning), or off-path to on-path (can’t think of an example, but ATIP 
attacks go from off-path to blind in-path)

● “Shared Intermediary” … attacker and victim share a DNS 
resolver, layer 2 switch, BGP transit AS routing plane, VPN 
server, X.25 PAD, etc.

● “State Confusion” … a port assignment, prefix routing state, etc. 
conflict happens, causing “wires to get crossed” 



  

PAD-to-PAD as an example of Shared 
Intermediary State Confusion...



  



  



  



  



  



  



  

Step 6: crack your knuckles



  



  



  

ARP cache poisoning, BGP attacks, and ATIP as 
examples of Shared Intermediary State 

Confusion...



  



  



  



  



  



  



  



  

DNS cache poisoning as an example of Shared 
Intermediary State Confusion...



  



  

These slides:



  

Future slides:
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IPID → IP header (layer 3)
“IP identifier”

“Source port” → UDP header (layer 4)

TXID → DNS request and response
(layer 7)

“Transaction identifier”
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What stops me from saying www.wikipedia.org is 
a common name for www.breakpointingbad.com?
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https://datatracker.ietf.org/doc/draft-qiu-dnsop-enhanced-bailiwick/#:~:text=The%20primary%20goal%20of%20bailiwick,TLDs%20or%20the%20root%20zone.

Introduced in the mid 90’s

https://datatracker.ietf.org/doc/draft-qiu-dnsop-enhanced-bailiwick/#:~:text=The%20primary%20goal%20of%20bailiwick,TLDs%20or%20the%20root%20zone


  

Birthday 
Attacks

● https://www.kb.cert.org/vuls/id/457875

● 2002

https://www.kb.cert.org/vuls/id/457875
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https://en.wikipedia.org/wiki/Birthday_attack

https://en.wikipedia.org/wiki/Birthday_attack
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Solution to the specific birthday attack on DNS 
above… Don’t allow multiple queries for the same 

domain at the same time.
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Dan Kaminsky’s attack (2008)

● https://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-Kami
nsky/BlackHat-Japan-08-Kaminsky-DNS08-BlackOps.pdf

https://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-Kaminsky/BlackHat-Japan-08-Kaminsky-DNS08-BlackOps.pdf
https://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-Kaminsky/BlackHat-Japan-08-Kaminsky-DNS08-BlackOps.pdf
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Does bailiwick checking save us?

No! The only “authentication” is the source port and TXID!



  

Does bailiwick checking save us?

No! The only “authentication” is the soure IP address 
(attacker can spoof), source port, and TXID!
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Solution to the Kaminsky attack… OSes now 
randomize source ports.

(Also, some other stuff, like 0x20 encoding:
BrEAkPoinTiNGBaD.COm )

Future slides: what if we didn’t have to guess the 
TXID or source port?
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A real solution would be a real form of 
authentication, like signatures...
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DNSSEC

https://ru.wikipedia.org/wiki/DNSSEC

https://ru.wikipedia.org/wiki/DNSSEC
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More info

● http://unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html
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