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Capabilities

● Jerome Saltzer and Michael Schroeder’s 1975 seminal paper, 
"The Protection of Information in Computer Systems," defined 
the principle of least privilege:
– Users and programs should operate with the bare minimum 

privileges required to perform their jobs.

● Before Linux kernel version 2.2 it was root or nothing in Linux
– A lot of the info that follows about Linux capabilities is from…

● https://earthly.dev/blog/intro-to-Linux-capabilities/

https://earthly.dev/blog/intro-to-Linux-capabilities/


  

https://papers.agoric.com/assets/pdf/papers/capability-myths-demolished.pdf

https://papers.agoric.com/assets/pdf/papers/capability-myths-demolished.pdf


  

A little history...



  

Plessey System 250 (1969)

https://archive.org/details/plessey-system-250-general-introduction

https://retrocomputingforum.com/t/a-capability-based-computer-from-britain-early-1970s/2602/2

https://archive.org/details/plessey-system-250-general-introduction
https://retrocomputingforum.com/t/a-capability-based-computer-from-britain-early-1970s/2602/2


  

Cambridge CAP (1970 to 1977)
https://en.wikipedia.org/wiki/CAP_computer

https://en.wikipedia.org/wiki/CAP_computer


  

IBM System/38 (1978 to 1988)
https://en.wikipedia.org/wiki/IBM_System/38

https://en.wikipedia.org/wiki/IBM_System/38


  

IBM AS/400
https://en.wikipedia.org/wiki/IBM_AS/400

https://en.wikipedia.org/wiki/IBM_AS/400


  



  

IBM Power System i / iSeries

https://store.flagshiptech.com/ibm-power-system-i-iseries/?srsltid=AfmBOopJuDQbwA1x9vSHW9bXdiy9aGMGJcE8Op2vksJB8xVakQZZVJUU

https://store.flagshiptech.com/ibm-power-system-i-iseries/?srsltid=AfmBOopJuDQbwA1x9vSHW9bXdiy9aGMGJcE8Op2vksJB8xVakQZZVJUU


  

Intel iAPX 432
https://en.wikipedia.org/wiki/Intel_iAPX_432

https://en.wikipedia.org/wiki/Intel_iAPX_432


  



  

Elbrus E2K, etc.
https://www.tomshardware.com/news/russian-company-tapes-out-16-core-elbrus-cpu-20-ghz-16-tb-of-ram-in-4-way-system

https://www.tomshardware.com/news/russian-company-tapes-out-16-core-elbrus-cpu-20-ghz-16-tb-of-ram-in-4-way-system


  

OSes...

● KeyKOS / EROS
● SeL4

– In lots of cars as SkyOS-M

● CHERI with FreeBSD
● Capsicum

– Ships with FreeBSD to sandbox, e.g., tcpdump

● https://homes.cs.washington.edu/~levy/capabook/

https://homes.cs.washington.edu/~levy/capabook/


  

Linux capabilities



  



  



  



  



  



  



  



  



  



  



  



  

Info about a few of those processes...

● 1139 is systemd-logind running as root
● 1080 is dbus-broker running as user “messagebus”
● 1084 is accounts-daemon running as root
● 1223 is cupsd (printer) running as root
● 1270 is chronyd (NTP) running as user “_chrony” 



  

More uses of Linux capabilities

● Apache web server can bind to ports 80 and 443 without root 
privileges

● Docker/Kubernetes

Linux capabilities are not “real” 
capabilities, something more like 

Capsicum in FreeBSD is.



  



  

Ambient authority



  



  

Containers (e.g., Docker)



  



  

https://en.wikipedia.org/wiki/Cgroups

https://en.wikipedia.org/wiki/Cgroups


  

Namespaces
https://balaskas.gr/blog/2020/05/16/network-namespaces-part-three/

https://balaskas.gr/blog/2020/05/16/network-namespaces-part-three/


  

https://www.usenix.org/system/files/sec21_slides_tolley.pdf

https://www.usenix.org/system/files/sec21_slides_tolley.pdf


  



  



  



  

Landlock vs. AppArmor vs. SELinux

● Landlock: a process can put restrictions on itself, using the 
Linux Security Modules (LSM) framework

● AppArmor: An application can use the LSM framework to apply 
access controls specific to that app

● SELinux: system-wide policies, using the LSM framework



  



  



  



  



  



  



  



  



  



  

Other OSes have stuff, too...

● FreeBSD
– Jails
– TrustedBSD
– Capsicum

● Solaris
– Solaris Zones, Predictive Self-Healing (about robustness, not 

security), RBAC 



  

This work is licensed under a Creative Commons 
Attribution-ShareAlike 3.0 Unported License.

It makes use of the works of Mateus Machado Luna.
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