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GPS (Global Positioning System)
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GPS facts

 Altitude of satellites is approx. 12,550 miles

* Moving about 7,000 miles per hour
* At the equator, earth spins at about 1,000 miles per hour
« GPS signals reach earth in about 1/15" of a second

« Going about 670,616,629 miles per hour
* Every 1000 mph is about 0.000149116% error

* Who cares?



GPS facts

 Altitude of satellites is approx. 12,550 miles

* Moving about 7,000 miles per hour
* At the equator, earth spins at about 1,000 miles per hour
« GPS signals reach earth in about 1/15" of a second

« Going about 670,616,629 miles per hour
* Every 1000 mph is about 0.000149116% error

* Who cares?

0.000149116% of 12,550 miles is about 100 feet!



GPS corrections for velocities of satellites and
Earth’s spin?
* |f we're spinning 1000mph in one direction and the GPS
satellite is going 7000mph in the other direction, vs....

* we’re spinning 1000mph and the satellite is going in the
same direction at 7000mph (or orthogonal? an angle?)

* 1000 feet is a lot of error, compared to Coor classrooms
1000 feet away Is like Biodesign B

* Do you think the software in your phone accounts for
these errors?



GPS corrections

No correction for the velocities of satellites and the spin of the
Earth

* Einstein’s theory of relativity

Two corrections to the timers aboard the satellites combine
for (slowed by a net of 38 microseconds per day)

* Special relativity — satellites moving faster — time dillation - time
IS 7 microseconds per day slower

* General relativity - satellites farther from Earth’s gravity — time is
45 microseconds per day faster




https://byjus.com/physics/relativity/
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https://byjus.com/physics/relativity/

The universe is weird...

* Even the best clocks (e.g., atomic clocks) get out of
synch

« E.g., because of elevation
* Events are only only partially ordered

« Events are relative to an observer



Leslie Lamport

Microsoft Research

“winner of the 2013 Turing Award for imposing cleatr,
well-defined coherence on the seemingly chaotic
behavior of distributed computing systems”

Also... LaTeX, Lamport signatures, temporal logic, ...
https://en.wikipedia.org/wiki/Leslie _Lamport /2,

http:/lamport.org/


https://en.wikipedia.org/wiki/Leslie_Lamport
http://lamport.org/

Communications of the ACM_Volume 21, Issue 7 » July 1978

Operating E. Stockion Gaines
Svslems Editor

Time, Clocks, and the
Ordering of Events in
a Distributed System

Leslie Lamport
Massachusetts Computer Associates, Inc.

The concept of one event happening before another
in a distributed system is examined, and is shown to
define a partial ordering of the events. A distributed
algorithm is given for synchronizing a system of logical
clocks which can be used to totally order the events.
The use of the total ordering is illustrated with a
method for solving synchronization problems. The
algorithm is then specialized for synchronizing physical
clocks, and a bound is derived on how far out of
synchrony the clocks can become.

Key Words and Phrases: distributed systems,
computer networks, clock synchronization, multiprocess
Systems
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In a distributed system, it is sometimes impossible to
say that one of two events occurred first. The relation
“happened before” is therefore only a partial ordering
of the events in the system. We have found that problems
often arise because people are not fully aware of this fact
and its implications.

14



Another way of viewing the definition is to say that
a — b means that 1t is possible for event a to causally
affect event b. Two events are concurrent if neither can
causally affect the other. For example, events p3 and g3
of Figure 1 are concurrent. Even though we have drawn
the diagram to imply that g3 occurs at an earlier physical
time than ps, process P cannot know what process Q did
at g3 until it receives the message at p,. (Before event p,,
P could at most know what Q was planning to do at gs.)

15



This definition will appear quite natural to the reader
familiar with the invariant space-time formulation of
special relativity, as described for example in [1] or the
first chapter of [2]. In relativity, the ordering of events is
defined in terms of messages that could be sent. However,
we have taken the more pragmatic approach of only
considering messages that actually are sent. We should
be able to determine if a system performed correctly by
knowing only those events which did occur, without
knowing which events could have occurred.

16



“Correctness” is defined as a partial ordering in
distributed systems

A system must enforce ordering for correctness

What kinds of things can go wrong?

17



Race conditions (shared memory)

Thread #1 * Thread #2

X:=x+1 X =x+1

Move X into Register Move X into Register
Add 1 to Regqister Add 1 to Reqister
Move Register into x Move Register into x

18



An example from a more obviously distributed
system...

https://portswigger.net/web-security/race-conditions

19


https://portswigger.net/web-security/race-conditions

Redeeming gift card (5ms)

J
(1%]SHOP B

POST /gift/redeern HTTP/2 [ =N~} [

Host: ginandjuice_shop

code=3wRfzlkbNwNI | | | | |
------------------------------------------------------------




Time

Request 1 Request 2

Submit discount code

Code already used?
falee

" Apply discount

Setcode_already used = trus

Submit discount code

Code already used?

true

Rejected: Invalid code

21



Time

Request 1

Submit discount code

Code already used?
false

" Apply discount

Set code_already used = true

Request 2

Submit discount code

Code already used?
falase

" Apply discount

Setcode_already used = true

Race window

22
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Other examples you’ve experienced?

* Refunding movie theater tickets

24



https://en.wikipedia.org/wiki/Distributed shared _memory

Process Process Process
A A A
Invocation response response response
Invocation Invocation
Memory Memory Memory
manager manager manager

M

Shared Virtual memory

Distributed shared memory


https://en.wikipedia.org/wiki/Distributed_shared_memory

But, we need some notion of consistency...




https://en.wikipedia.org/wiki/CAP_theorem
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https://en.wikipedia.org/wiki/CAP_theorem

Consistency — Every read sees the most recent
write, or an error.

Avallability — Every request received by a non-
failing node In the system must result in a
response (not necessarily most recent).

Partition tolerance — The system continues to
operate despite an arbitrary number of messages
being dropped (or delayed).




Two choices when failures happen

* Cancel the operation, at the expense of availability

* Proceed, but risk inconsistency




Strict consistency...




https://shashankbaravani.medium.com/consistency-models-in-distributed-systems-d64c134f84ce

Pre Conditions

» Imagine Alex and Bob are two unrelated users browsing an e-commerce

website with the intention of making a purchase.

» There is a single Google Pixel 2 phone and a single case left in the

inventory
» The Google Pixel 2 product page lists both the phone and case together

» The case can be purchased either with the mobile or individually


https://shashankbaravani.medium.com/consistency-models-in-distributed-systems-d64c134f84ce

Strict consistency

(Read)R1 Alex arrives on Google Pixel 2 product page. He sees “Hurry
up. Only 1 left!”

[R2]. Bob arrives on mobile case product page. He sees “Hurry up.
Only 1 left!”

(Write) [W1] & [w2] Alex selects both the phone and the case and
clicks on pay button. An update request is fired to first ¥block”™ the
the mobile phone and then conditionally block the mobile case

[W3] Bob selects the case and clicks on pay button

[R3] Bob's blocking of mobile case is unsuccessful and he sees “Sorry
the item is unavailable”.

[R4] Alex’s blocking of mobile phone and the mobile case are
successful. Alex sees "Proceed to pay"



Strict consistency

N\ NN \

R1 W1 Wz R4
p o s Y R
Alex
Timeline
i RZ/ WB/ F%S/
Baob Ve rd rd

The total order of operations i.e. [R1, R2, W1, W2, W3, R3, R4] is preserved
for both Alex and Bob

N\ NN \

R4

Ri Wi We
7N f f ﬂ Sequence of operations i

As seen by all R2 wa R3
V4 V4 r



Example: Gmalil (spanner)

M Gmail Q, Search mail
o~ C
/ Compose
ASU Graduate College Mentoring Matters: Mentoring students
Inbox M
- m ASN - Tristan Rebe The ASU Graduate Writing Center is he
sr Starred
Advanced Placement . Compensated Opportunity for College
(O Snoozed
B> Sent Joshua LaBaer 2 Sun Devil Giving Day is THIS WEEK! - T¢



What happens if you create a draft on device #1,

edit the draft on device #2 but right after opening

the draft the device goes offline, then start over
again editing the draft on device #3

T LI L =1






https://en.wikipedia.org/wiki/CAP_theorem

\/

Availability & Tzf‘er:g'r“’é‘e


https://en.wikipedia.org/wiki/CAP_theorem

Sequential consistency...




Sequential consistency

(Read)R1. Alex arrives on Google Pixel 2 product page. He sees “Hurry
up. Only 1 left!”

[R2] Bob arrives on mobile case product page. He sees “Hurry up. Only
1 left!”

[W1] & [W2] Alex selects both the phone and the case and clicks on
pay button. An update request is fired to first “block™ the the
mobile phone and then conditionally block the mobile case

[W3] Bob selects the case and clicks on pay button. An update request
is fired to “block”™ the the mobile case

[R3] Bob's blocking of mobile case is successful and he sees "Proceed
to pay"

[R4] Alex’s blocking of mobile phone s successful but not the of
mobile case. Alex sees “Sorry the combination s unavailable”.



Sequential consistency

N\ N\ N

N N NN

| / h / | f Sequence of operations
R2 W3 R3
/! 7

!

As seen by all




https://en.wikipedia.org/wiki/Distributed shared _memory

Process Process Process
A A A
Invocation response response response
Invocation Invocation
Memory Memory Memory
manager manager manager

M

Shared Virtual memory

Distributed shared memory


https://en.wikipedia.org/wiki/Distributed_shared_memory

Current Mode |8 Writing to a Block/
Current Mode is Reading an unowned bloc k

Another Node
iz WWriting
to the Block

Current Node

Another Node is T,
i Writing to the Block
Reading the Block g

Another Mode |s Writing
to the Block

Current Mode is Reading Already Owned Block




What If a node fails to respond?




What if a node fails to respond?

A block of memory can simply become unavailable,
because the tradeoff is towards consistency and
partition tolerance.




https://en.wikipedia.org/wiki/CAP_theorem

X Partition
e Tolerance

UCP
Availability


https://en.wikipedia.org/wiki/CAP_theorem

What Iif we really care about availability and we
want partition tolerance? We have to relax
consistency.




Causal consistency

https://www.usenix.org/system/files/login/articles/08 lloyd 41-43 online.pdf

Consider this stream of posts:

Oh no! My cat just jumped out the window.
[a few minutes later] Whew, the catnip plant broke her fall.
[reply from a friend] I love when that happens to cats!

It looks a little weird if what shows up on someone else’s screen is:

Oh no! My cat just jumped out the window.
[reply from a friend] I love when that happens to cats!



https://www.usenix.org/system/files/login/articles/08_lloyd_41-43_online.pdf

Causal consistency

https://www.usenix.org/system/files/login/articles/08 lloyd 41-43 online.pdf

There are even better examples, widely used, when talking about
access control:

[Removes boss from friends list]

[Posts]: “My boss is the worst, I need a new job!”



https://www.usenix.org/system/files/login/articles/08_lloyd_41-43_online.pdf

_clock

https://en.wikipedia.org/wiki/Vector

Time



https://en.wikipedia.org/wiki/Vector_clock
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https://lamport.azurewebsites.net/pubs/time-clocks.pdf

With causal consistency we can have both
availability and partition tolerance.

T LI LI =1
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https://en.wikipedia.org/wiki/CAP_theorem

Untitled document +% & &

File Edit View Insert Format Tools Extensions Help

Q, Menus 5 2 & A ‘%’ 100% =~ Normal text ~

j|'|||

What if multiple people are editing a Google
Doc and editing each pther’s sentences?



&$#*ing Google Docs!

* “Deleted context”
— You take a long airplane ride, edit paragraph 3
- Someone on the ground deletes paragraph 3
- When you land and synch, your edits are just gone

e “Last-writer-wins”

— Two users on airplanes, one saves changes at 10:00am, another at
10:05am

— First user’s changes buried in “version history”




We also want eventual consistency.
(Need some kind of conflict resolution).

T LI I =1



Consistency models

* Strict consistency

— All reads and writes in the same order for every process
* Sequential consistency

— Reads and writes for a process in order, all writes in FIFO order
* Causal consistency

— Potentially causal writes seen in same order
— Concurrent writes can be in a different order

PRAM, many others...




But, let’s step back and look at a more simple
form of distributed computing...

RPC (Remote Procedure Calls)

T LI =1



Remote Procedure Calls

* Basic idea: use something programmers are already familiar
with (calling a procedure and it returning a value)

— Make distributed computation easy

— Not rocket science
At least not on the surface
- Heavily used in practice

— Caller or callee can crash, doesn’t break everything



https://jedcrandall.github.io/courses/cse536spring2024/birrell842.pdf

Implementing Remote Procedure Calls

ANDREW D. BIRRELL and BRUCE JAY NELSON
Xerox Palo Alto Research Center



https://jedcrandall.github.io/courses/cse536spring2024/birrell842.pdf



https://en.m.wikipedia.org/wiki/Xerox_Star
https://en.m.wikipedia.org/wiki/Xerox_Star

shared addresses. Our 1ntuition is that with our hardware the cost of a shared
address space would exceed the additional benefits.

A principle that we used several times in making design choices is that the
semantics of remote procedure calls should be as close as possible to those of
local (single-machine) procedure calls. This principle seems attractive as a way
of ensuring that the RPC facility is easy to use, particularly for programmers
familiar with single-machine use of our languages and packages. Violation of this
principle seemed likely to lead us into the complexities that have made previous
communication packages and protocols difficult to use. This principle has occa-
sionally caused us to deviate from designs that would seem attractive to those
more experienced in distributed computing. For example, we chose to have no
time-out mechanism limiting the duration of a remote call (in the absence of
machine or communication failures), whereas most communication packages
consider this a worthwhile feature. Our argument is that local procedure calls

have nn time-nnt machaniam and anr lanoniaocee infrlida mechaniame tn ahart an




Caller machine Network Callee machine

User User-stub RPCRuntime RPCRuntime  Server-stub Server

local TGK —) transmit ) receive %unpack —)call
lcall rgument NP argument ;l/
wait work

local npack pack
return éresult ié rec\elifa ( Result packet transmit eresult éreturn\l/

exporter

Call packet

importer exporter importer
interface interface




Terminology

* Marshaling (not in the paper, but implied).. packing and
unpacking (unmarshaling) the parameters

— Necessary because of differences in machines, representations
- Think XML, JSON, protobuf, ASN.1, ...
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Thus, the programmer does not need to build detailed communication-related
code. After designing the interface, he need only write the user and server code.
Lupine is responsible for generating the code for packing and unpacking argu-
ments and results (and other details of parameter/result semantics), and for
dispatching to the correct procedure for an incoming call in the server-stub.
RPCRuntime is responsible for packet-level communications. The programmer
must avoid specifying arguments or results that are incompatible with the lack
of shared address space. (Lupine checks this avoidance.) The programmer must
also take steps to invoke the intermachine binding described in Section 2, and to
handle reported machine or communication failures.




Caller machine Caliee machine

User RPC + Stub RPC + Stub Server
Call[CalllD, dispatcherHint, .

dispatcherlD, procedure, arguments ;
call J send call pkt o R ] >’ invoke proc % do call

await ack
or result

return send results retum

\l/ Result[CalllD, results
¢ K [ ] K-

Fig. 3. The packets transmitted during a simple call.



Where does the “this solves our concurrency and
race conditions problem” part come?




Redeeming gift card (5ms)

J
(1%]SHOP B

POST /gift/redeern HTTP/2 [ =N~} [

Host: ginandjuice_shop

code=3wRfzlkbNwNI | | | | |
------------------------------------------------------------




Time

Request 1 Request 2

Submit discount code

Code already used?
falee

" Apply discount

Setcode_already used = trus

Submit discount code

Code already used?

true

Rejected: Invalid code

68



Time

Request 1

Submit discount code

Code already used?
false

" Apply discount

Set code_already used = true

Request 2

Submit discount code

Code already used?
falase

" Apply discount

Setcode_already used = true

Race window

69



https://changlousys.github.io/CS4740/spring24/slides/Course5-RPC.pdf

Client ‘



https://changlousys.github.io/CS4740/spring24/slides/Course5-RPC.pdf

RPC semantics

 Atleast once
e At most once
* Exactly once

T L L a1



At least once

Client ‘ g Server

) Debft(a(;ct $70)
it $1
y ACK! (debit $10)
|:>@®0\> X /
/ﬂ/ (debit $10)
Time |

T LI =1



At most once

At-Most-Once Server Stub
if seen[xid]:
retval

old[xid]
else:
retval = handler()
old[xid] = retval
seen[xid] = true
return retval

4

T LI =1




to create the connection implicitly. When the connection is active (when there
is a call being handled, or when the last result packet of the call has not yet been
acknowledged), both ends maintain significant amounts of state information.
However, when the connection is idle the only state information in the server
machine is the entry in its table of sequence numbers. A caller has minimal state
information when a connection is idle: a single machine-wide counter is sufficient.
When initiating a new call, its sequence number is just the next value of this
counter. This i1s why sequence numbers in the calls from an activity are required
- only to be monotonic, not sequential. When a connection is idle, no process in
either machine is concerned with the connection. No ecommunications (such as




What about exactly once?

T LI LI =1



Two Generals' Problem

* https://en.wikipedia.org/wiki/Two Generals%27 Problem

Positions of the armies. Armies A1 and A2 cannot =
see one another directly, so need to communicate by
messengers, but their messengers may be captured
by army B.

76


https://en.wikipedia.org/wiki/Two_Generals%27_Problem

Two Generals' Problem

« Al and A2 need to agree on when to attack

« Same as A and B in our example unambiguously knowing the
state of their own connection (open, half-open, closed?), and
other state about the connection

77



SOME CONSTRAINTS AND TRADEOFFS
IN THE DESIGN OF
NETWORK COMMUNICATIONS™

E. A. Akkoyunlu
K. Ekanadham
R. V. Hubert
Department of Computer Science
State University of New York at Stony Brook

SOSP '75: Proceedings of the fifth ACM symposium on Operating systems principles » November 1975 » Pages 67-74

s https://doi.org/10.1145/800213.806523

78



APPENDIX: User Implemented Protocols

To show that no amount of user protocol can
solve the problem in a manner to dissipate the
anxiety of both parties as to the outcome of a
transaction, consider the following model.

A group of gangsters are about to pull off a
big job. The plan of action is prepared down to
the last detail; Some of the men are holed up in a
warehouse across town, awalting precise instruc-
tions. It is absolutely essential that the two

groups act with complete reliance on each other in

executing the plan.

79



O0—O Of course, they will never get around to put-
OO ting the plan into action, because the following
OO_  sequence of events is bound to take place.

O——0 1. A messenger is dispatched across town,
o—O with instructions from the boss.
EQ% 2. The messenger reaches his destination.
At this point both parties know the plan
O—0 P
o——=0 of action. But the boss doesn't know
:tHﬁ: that his message got through (muggings
o0 are a common occurrence). So the messen-
o—©O ger is sent back, to confirm the message.
O———0O 2 .
OO
OO
o—O

80



The messenger reaches the boss safely.
Now, everybody knows the message got
through. Of course, the men in the
warehouse are not aware that step 3
occurred, and must be reassured, Off
goes the messenger.

Now the men in the warehouse too know
that step 3 was successful, but unless
they communicate their awareness,...

81



Note that
sonable.

(1)
(2)

the needs of both parties are quite rea-

They simply want to reach a state where
The original message (i.e., the plan of
action) is successfully delivered, and
Both parties know that they are in
mutual agreement that (1) occurred.

82



Fact

Proof

The sequence cannot terminate successfully.

(a)

~(b)

be finite.

Clearly the sequence contains at least
one message of importance.

Assume that it is possible to reach the
desired state after a finite sequence
of messages. Then there must exist a
number n > 1 such that n is the length
of the shortest sequence which gets us
to this state. Since this is the short-
est sequence, the last message in it is
important: 1if the n'th message gets
lost, the desired state cannot be
reached. The sender of the n'th mes-
sage must receive acknowledgment.

This means that the sequence is at
least of length n + 1. The assumption
is contradicted and the sequence cannot

83



Note also that the sequence is infinite even when
none of the messages are actually lost.

At first glance it would seem that if the two
processes are in continuous communication, the
problem can be solved by including a sequence num-
ber [8] as part of each message. But this is not
really so: sequence numbers are analogous to the
step numbers in the above example. At any time
the process receiving the highest numbered message
knows the complete state while the other lives in
doubt, Thus in practice only sedquential events
can be controlled but simultaneity cannot be
achieved by this means.

84



RPC

 RPC is not rocket science
- But when you dig into the exact semantics, it is complicated
* However, it's how much of distributed computing is done...

- Java, Go, Python, Rust, .NET...

- NFS, SunRPC, D-Bus, SOAP, WCF, DCOM, Google’s protobufs,
Google Web toolkit




One of our hopes in providing an RPC package with high performance and low
cost 1s that it will encourage the development of new distributed applications
that were formerly infeasible. At present it is hard to justify some of our insistence
on good performance because we lack examples demonstrating the importance of
such performance. But our belief is that the examples will come: the present lack
is due to the fact that, historically, distributed communication has been incon-
venient and slow. Already we are starting to see distributed algorithms being
developed that are not considered a major undertaking; if this trend continues
we will have been successful.




Why not just use RPC all the time?




Disadvantages to RPC

* Multicast and broadcast are not well supported

» Caller blocks until they get a response, unless they fork a
thread but then they need to again think about concurrency

ISsues

* What if a process is physically moving?




Message passing as a distributed systems
concept...




Message Passing

STATION

iiiiii

STATION

CONTROL

STATION

https://dl.acm.org/doi/pdf/10.1145/151233.15124

0
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https://dl.acm.org/doi/pdf/10.1145/151233.151240
https://dl.acm.org/doi/pdf/10.1145/151233.151240

1t calculus

names X, Yy, 2, ...

action terms A ::= xz.P send 2 along x
xy.P receive any y along x
terms P = A  + .- + A, alternative action (n 2 0)
P | P composition
vyP restriction
P replication

(the occurrences of y are binding)

basic rule of computation xy.Plyl | Xz.P, - Pzl | P,

91




CARltalk, switch) = talk word. CAR(talk, switch)

switch + switch t. switch s. CARI(t, s)

92



CAP revisited

PACELC

Coming up next...

* Some more real-world examples

93
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