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Forensics and TOCTTOU are good ways to learn 
about filesystems...



  



  



  



  



  



  



  



  



  



  



  

Was a Windows laptop, but lets look at the ext4 
filesystem and UNIX data structures for 

filesystems...



  



  

Journal the metadata



  



  



  



  



  



  



  



  



  



  



  



  https://myaut.github.io/dtrace-stap-book/kernel/fs.htm
l

https://myaut.github.io/dtrace-stap-book/kernel/fs.html
https://myaut.github.io/dtrace-stap-book/kernel/fs.html


  

man lsof
man stat
man dd
man df

man losteup
man lsblk

man mkfs.ext4
man mount
man rm

man strings



  

https://msreekan.com/tag/block-device
/

https://msreekan.com/tag/block-device/
https://msreekan.com/tag/block-device/


  

Digital forensics

● According to Wikipedia, you could be looking for: attribution, alibis 
and statements, intent, evaluation of source, document authentication

● File carving (e.g., bifragment gap carving)
– Electron microscopes

● Memory forensics (Volatility)
● Network forensics (PCAPs, NetFlow records, NIDS logs)
● Database forensics
● Timestamps in document or log file analysis
● Steganography
● Digital forensic processes
● Benford's law



  

Forensics tools

● File carvers
– E.g., Scalpel and foremost

● Log parsers
● Parsers/viewers for different kinds of files

– SQLite, EXIF, etc.
● Linux commands that might be useful:

– file, exif, sqlite3, losetup, mount, dd, ssdeep, grep, 
strings



  

File carving

Alessio Sbarbaro User_talk:Yoggysot - Own work



  

Memory forensics



  



  

man netstat
cat /proc/NNN/maps

man pstree
man lsof



  



  



  

https://students.mimuw.edu.pl/ZS
O/Wyklady/06_memory2/BuddySl
abAllocator.pdf

Slides from…

https://students.mimuw.edu.pl/ZSO/Wyklady/06_memory2/BuddySlabAllocator.pdf
https://students.mimuw.edu.pl/ZSO/Wyklady/06_memory2/BuddySlabAllocator.pdf
https://students.mimuw.edu.pl/ZSO/Wyklady/06_memory2/BuddySlabAllocator.pdf


  



  

Buddy heap vs. slab allocator

● Buddy heap
– For grabbing 4KB pages at a time, contiguous

● Slab allocator
– For grabbing 4KB pages at a time for common data 

structures



  



  



  

https://unix.stackexchange.com/questions/385323/is-the-size-of-inodes-fixed

https://unix.stackexchange.com/questions/385323/is-the-size-of-inodes-fixed


  



  

Think about this if you read the BK16 report…

Suppose a process (Pegasus malware, VPN, Tor, etc.) wants 
to keep network activity from being logged to the hard drive.  

How hard is it to guarantee that?



  

Now let’s think about concurrency (as we did 
when we looked at Rowhammer and 

MELTDOWN)...



  

TOCTTOU

Time of Check to Time of Use



  

Race conditions

● Often called Time-of-Check-to-Time-of-Use 
(TOCTTOU)

if (!access(“/home/jedi/s”, W_OK))
{
  F = open(“/home/jedi/s”, O_WRITE);
  … /* Write to the file */
}
else
{
  perror(“You don't have permission to write to that file!”)
}



  

Werewolves race condition

touch moderatoronlylogfile.txt
chmod og-rw moderatoronlylogfile.txt
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Filesystem TOCTTOU is a type of 
race condition

https://jedcrandall.github.io/courses/cse536spring2026/borisov.pdf

https://jedcrandall.github.io/courses/cse536spring2026/borisov.pdf
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https://www.usenix.org/legacy/publications/compsystems/1996/spr_bishop.pdf

Fundamental issue is 
that something 
changed between 
when you checked 
the file and when you 
used it.

https://www.usenix.org/legacy/publications/compsystems/1996/spr_bishop.pdf
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Simply dropping privileges to open 
the file used to be problematic...
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https://www.usenix.org/legacy/events/sec02/full_pap
ers/chen/chen.pdf

https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf
https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf
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https://www.usenix.org/legacy/events/sec02/full_pap
ers/chen/chen.pdf

https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf
https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf
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https://www.usenix.org/legacy/events/sec02/full_pap
ers/chen/chen.pdf

https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf
https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf
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Old portable solution

● Parent had to fork a child
● Child drops privileges and opens the file

● Sends file descriptor back to parent through a 
UNIX domain socket



  

Now you can just use seteuid(), 
but you have to be careful of other 

concerns…

AI to the rescue! (?)



  



  



  



  



  

Caveats...

●  O_NOFOLLOW doesn’t prevent symlinks in the 
path, and doesn’t apply to hard links
– filename should not be used with root
– Creating files and directories is a lot trickier than 

what AI came up with above
– Doing things recursively requires openat() and 

working with file descriptors, starting at root (/)



  

https://michael.orlitzky.com/articles/posix_hardlink
_heartache.xhtml

https://michael.orlitzky.com/articles/posix_hardlink_heartache.xhtml
https://michael.orlitzky.com/articles/posix_hardlink_heartache.xhtml
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