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IPC and synchronization we’ve
already talked about

● IPC
– Named and unnamed pipes
– Sockets
– Files can be thought of as a form of IPC

● Synchronization
– Signals
– Futexes



  

What these slides cover

● Advanced IPC
– UNIX domain sockets
– System V and Sun RPC
– System V and POSIX message queues and shared memory

● Advanced synchronization
– System V and POSIX semaphores 
– NTSYNC
– inotify

● Microkernels and message passing, zero-copy
– D-Bus, XNU, Mach
– io_uring
– eBPF



  



  



  



  



  



  



  



  



  



  



  



  

Remote Procedure Calls (RPC)…



  



  



  



  

Message queues…



  



  

Message queues

● Can subscribe to channels, certain types of messages, etc.
– UNIX domain sockets are between two processes, but do the cool 

passing of file descriptors, which is more like the cool pi calculus kind 
of message passing we’ll cover later this semester

– Use POSIX message queues if you want priority, asynchronous 
mq_notify()



  



  

Shared memory...



  



  

Why POSIX instead of System V?

● memfd_create() means you can pass memory around 
through UNIX domain sockets



  



  

Synchronization...



  



  



  



  



  



  

Microkernels...



  

https://dl.acm.org/doi/pdf/10.1145/234215.234473

https://dl.acm.org/doi/pdf/10.1145/234215.234473
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A little MacOS history...
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https://en.wikipedia.org/wiki/Altair_8800
(1974)

https://en.wikipedia.org/wiki/Altair_8800
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https://en.wikipedia.org/wiki/Apple_I
(1976)

https://en.wikipedia.org/wiki/Apple_I
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https://en.wikipedia.org/wiki/Apple_II
(1977)

https://en.wikipedia.org/wiki/Apple_II
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https://en.wikipedia.org/wiki/Apple_Lisa
(1983)

https://en.wikipedia.org/wiki/Apple_Lisa
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https://en.wikipedia.org/wiki/NeXTcube
(1990)

https://en.wikipedia.org/wiki/NeXTcube
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https://en.wikipedia.org/wiki/NeXTSTEP

https://en.wikipedia.org/wiki/NeXTSTEP
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Have you heard of any of these?

● Pixar
● Doom
● Quake
● The World Wide Web
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NextSTEP

● Combination of Mach and FreeBSD
● Objective-C
● An object oriented application layer known as “kits”
● The “Dock” in the GUI
● First app store
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https://en.wikipedia.org/wiki/Mach_(kernel)
(1985 to 1994)

● Microkernel replacement for UNIX
● Started as a monolithic kernel and evolved into a 

microkernel
● Basis for…

● GNU Hurd
● XNU

● macOS, iOS, iPadOS, tvOS, and watchOS

https://en.wikipedia.org/wiki/Mach_(kernel)
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UNIX in the 1980s

● Everything is all about pipes
● Networking, device drivers, etc.

● A lot of complexity being added
● Aleph kernel at Univ. of Rochester … OS is modular and 

communicates over pipes
● Added shared memory

● Mach based on message passing
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https://en.wikipedia.org/wiki/Microkernel

https://en.wikipedia.org/wiki/Microkernel
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Microkernels you may use without knowing

● QNX in your dashboard
● L4 in the modem in your smartphone
● seL4 in airplanes, drones, military hardware
● HarmonyOS, Nintendo Switch, ATMs, robots, trains 
● Since 2008, Intel CPUs have a MINIX-based “Intel 

Management Engine” (Ring -3)
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Microkernels you may use without knowing

● QNX in your dashboard
● L4 in the modem in your smartphone
● seL4 in airplanes, drones, military hardware
● HarmonyOS, Nintendo Switch, ATMs, robots, trains 
● Since 2008, Intel CPUs have a MINIX-based “Intel 

Management Engine” (Ring -3)

With a few exceptions (e.g., Flock cameras run an 
outdated version of Android) everything that is 

spying on you is using a microkernel.



  52

Mach ports

● In Mac, everything from threads to semaphores is a port
● Port rights (send, receive, …) granted/mediated by 

kernel
● Marshal memory pointers between processes

● CoW tricks
● XPC (like D-Bus for Mac) is built on Mach ports
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Linux catching up to Apple: D-Bus

● Supports 1:1 request-reply for method calls and a 1:n publish-
subscribe model for signals

● Used by systemd, NetworkManager, GUIs (Gnome and KDE)
● E.g., send a message to start SSH, change sys configs, etc.
● Notify about a new network that is detected
● Interact with Bluetooth, WPA supplicant, modems
● Tell a window it got clicked on or dragged over
● Keyrings
● …
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Message passing vs. message queues

● Can pass file descriptors or other forms of capabilities
● In general, lots of types (errors, signals, security attributes, 
etc.), not just bytes+priority

● Service discovery and startup
● Large data over zero copy
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Other kinds of zero copy IPC and IPC-like things 
that are cool...
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https://ebpf.io/what-is-ebpf/

https://ebpf.io/what-is-ebpf/


  

Precursors/alternatives to eBPF

● BPF (Berkeley Packet Filter, before it was extended)
● DTrace

– Originally for Solaris, now FreeBSD, Windows, netBSD, macOS

● Linux alternatives
– LTTNg, perf, ftrace, SystemTap

● ETW in Windows
● ProbeVue in AIX



  

This work is licensed under a Creative Commons 
Attribution-ShareAlike 3.0 Unported License.

It makes use of the works of Mateus Machado Luna.
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