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System Calls



Interprocess Communication (IPC)
● Sockets

– Datagram or stream
● Pipes

– Named or unnamed
● Other ways for processes to communicate

– Command line arguments, shared memory, file I/O, etc.





Filesystem



File permissions



-rwxr-x---
● First is special designations (symlink, directory)
● Next triplet is user (u)
● Triplet after is group (g)
● Last triplet is others (o)
● r = read, w = write, x = execute
● Sometimes you'll see other things, like s for Set UID





Authentication in general
● Bishop, Computer Security: Art and Science... 

“Authentication is the binding of an identity to a 
principal.  Network-based authentication 
mechanisms require a principal to authenticate 
to a single system, either local or remote.  The 
authentication is then propagated.”



Authentication in general 
(continued)

● Bishop: “Authentication consists of an entity, the 
user, trying to convince a different entity, the 
verifier, of the user's identity.  The user does so by 
claiming to know some information, to possess 
something, to have some particular set of physical 
characteristics, or to be in a specific location.”

● Informally: something you know, something you 
have, something you are



2FA = 2-Factor Authentication
● Two of these:

– Something you know
– Something you have
– Something you are

● E.g., bank card plus PIN
● For Internet services, typically the first two
● Helps protect against phishing, for example



Basic Linux authentication
● Ties you (the identity) to your user ID (the 

principal), which is in turn tied to subjects (e.g., 
processes) and objects (e.g., files)

● Based on hashing
– Also salting
– Also shadowed password hashes



SHA-512

password

/etc/passwd

/etc/shadow

Salt

Compare

hash

hash

username

Match?  Yes or no.



Passwords
● Should be high entropy, algorithmic complexity
● Should be easy to remember

These requirements are in 
conflict with each other!

Password managers help.



Plagiarized from https://i.imgsafe.org/2bf87cbfe2.png



Time-memory tradeoff
● Rainbow tables can store lots of hash results 

compactly (precomputation)
● Just check if a user's hash might be in a hash 

chain, only recalculate it if so
● As a fall-back, just try every possible password 

(brute force)



Salting helps against 
precomputation.

Good passwords, system-imposed 
delays, shadowing help against 

brute force.



Shadowing the password file



What is a vulnerability?
● Management information stored in-band with regular information?
● Programming the weird machine?
● A failure to properly sanitize inputs?
● Mostly have one of two flavors:

– One process (can be through local or IPC) sends inputs to another 
process that trick it into accessing or changing something it shouldn’t.

– A process makes system calls to the kernel and tricks it in some way.



Can be local or remote, sometimes 
something else

● Send malicious input over a network socket to take 
control of a remote machine

● Give malicious input to a privileged local process to get 
escalated privileges for yourself

● Confuse the logic of an accounting mechanism
● Break the separation between web sites in a browser to 

get access to someone's bank credentials



Plagiarized from 
https://sites.psu.edu/thedeepweb/2015/09/17/captain-
crunch-and-his-toy-whistle/



Other examples of logic bugs or 
more general vulnerabilities?

● Werewolves has a couple
● Amazon shopping cart (there was an IEEE Symposium 

on Security and Privacy paper about this, but I can't find 
it)

● Pouring salt water or putting tabs from construction sites 
in Coke machines

● Getting a code out of a locked locker
● Other examples you know of?



SQL command injection 

SELECT * where username = '$u' and password = '$p'

$u = crandall
$p = abc123

SELECT * where username = 'crandall' and password = 
'abc123'



SQL command injection 

SELECT * where username = '$u' and password = '$p'

$u = bla' or '1' = '1' --
$p = idontknow

SELECT * where username = 'bla' or '1' = '1' --' and 
password = 'idontknow'



SQL command injection 

SELECT * where username = '$u' and password = '$p'

$u = bla' or '1' = '1' --
$p = idontknow

SELECT * where username = 'bla' or '1' = '1' --' and 
password = 'idontknow'



Wassermann and Su, POPL 2006



Cross-site Scripting (XSS)

Send a message in the WebCT platform:

Hi Professor Crandall, I had a question about the homework.  
When is it due?  p.s. <script>alert(“youve ben h@xored!”)</script>







Werewolves command injection

system(“echo $s > /path/to/pipe“)

$s = hi; chmod 777 ~/server.py

echo hi; chmod 777 ~/server.py > /path/to/pipe





Buffer overflows



https://en.wikipedia.org/wiki/Stack_buffer_overflow



Format string vulnerabilities

scanf(“%s”, string)
printf(string)

%500x%500x%12x\xbf\xff\xff\x2c%n



Memory corruption in general
● Buffer overflows on the stack and heap, format strings, 

double free()'s, etc.
● Easily the most well-studied vulnerability/exploit type
● Goal is often to execute code in memory
● See Shacham's ACM CCS 2007 paper for Return 

Oriented Programming
– Even with just existing code in memory, you can build a 

Turing-complete machine



Race conditions
● Often called Time-of-Check-to-Time-of-Use 

(TOCTTOU)
if (!access(“/home/jedi/s”, W_OK))
{
  F = open(“/home/jedi/s”, O_WRITE);
  … /* Write to the file */
}
else
{
  perror(“You don't have permission to write to that file!”)
}



Werewolves race condition

touch moderatoronlylogfile.txt
chmod og-rw moderatoronlylogfile.txt



Phishing

Image plagiarized from 
https://citizenlab.org/wp-content/uploads/2017/02/Ponytail-
Figure-1.png



Phishing
● Wide range of sophistication in terms of the 

social engineering aspect
– One end of the spectrum: “Plez logg in and changer 

you password, maam!”
– Other end of the spectrum: “The attached PDF is 

my notes from the meeting yesterday, it was nice to 
see you again!” (from someone you saw at a 
conference the day before)

2FA helps protect against phishing 
(but state actors can easily spoof your 
cell phone and get SMS messages)



Coming up...
● Covert channels, where processes communicate 

through channels not intended for communication
– Assumes collusion

● Side channels, where the sending process doesn’t mean 
to be sending

● File permissions are checked when the file is opened 
(and added to the file descriptor table of the process), 
not with every access!



man ...
● ls (ls -l is a useful flag), cd, pwd, chown, chgrp, 

chmod, stat, id, w, who, last, kill, ps, pstree, 
netstat, cat, less, sudo, watch, screen, fuser 



Some more things to read up on
● FIFO pipes (can be unnamed or named)
● The /proc/ filesystem
● Character devices (e.g., PTY, PTS, TTY)



Resources
● Computer Security: Art and Practice, Chapter 

12
● https://citizenlab.org/

https://citizenlab.org/
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Process Control Block

● State
● Saved registers
● Address space
● File descriptor table
● Signal information
● Much more…



  51

https://www.baeldung.com/linux/pcb
/* Simplified representation of the task_struct structure in Linux kernel */

struct task_struct {
    volatile long state;            // Process state (e.g., TASK_RUNNING, 
TASK_STOPPED)
    struct thread_info *thread_info;
    struct exec_domain *exec_domain; // Execution domain information 
(deprecated)
    struct mm_struct *mm;           // Memory management information (address 
space)
    struct fs_struct *fs;           // Filesystem information
    struct files_struct *files;     // File descriptor table
    struct signal_struct *signal;   // Signal handlers and signals pending
    struct sighand_struct *sighand; // Signal handling information
    ...
    /* Various other fields */
    ...
};

https://www.baeldung.com/linux/pcb


  52

https://linux-kernel-labs.github.io/refs/heads/master/lectures/processes.html

https://linux-kernel-labs.github.io/refs/heads/master/lectures/processes.html
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● TASK_INTERRUPTIBLE … Can be woken up by a signal.
● TASK_UNINTERRUPTIBLE … Can’t be woken up by a signal, 

e.g., is waiting for some special event
– Probably a kernel thread
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fork() and exec()

int pid = fork()

if (pid == 0) {

    exec(“/bin/ls”);

} else {

    waitpid(pid, &status, options);

}
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man fork
man clone3
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Illusions

● Create the illusion each process has its own CPU
– Context switch

● Create the illusion each process has its own memory
– Virtual memory

● Physical memory is divided into different virtual memory spaces
● We’ll discuss this more later in the semester

● Create the illusion each OS has its own physical memory and 
CPU
– Virtualization
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Context switches

● Reasons a CPU stops executing a process and starts executing 
code inside the kernel (e.g., interrupt handler or scheduler)
– Exceptions, e.g. … 

● Divide by zero
● System call (could also be placed under yield)

– Interrupts, e.g. …
● I/O event

– Yield
● I/O request or placed on some wait queue
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Simple schedulers

● FIFO, a.k.a., FCFS (First In First Out, or First Come First Serve)
– 1111111111222333333

● Turnaround time
– How long a process takes to complete
– Assume all processes are ready in sequence 1, 2, 3 at the beginning

● Average turnaround time = average(10, 13, 19) = 14 
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Simple schedulers (continued...)

● Shortest Job First
– 2223333331111111111
– Turnaround time improved

● Average(3, 9, 19) = 10.333... (less than 14)
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So, why not use Shortest Job First?
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Reason #1

● We can’t see into the future
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Reason #2

● Without preemption, it’s hard to get a good response time
– Response time: How long it takes the CPU to respond to a request 

made by a process
● E.g., you press a key, you’d like to see that letter on the screen
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Add a timer interrupt...

● …that, e.g., goes off every 10ms or 1ms
● Gives the scheduler a chance to schedule a new process, e.g., 

if there’s been some input and they’re out of the wait queue
● Round Robin scheduler

– Divide CPU time into slices
– E.g., each process gets two time slices

● 1122331123311331111



  64

Can do even better...

● If we could see into the future?
– Could improve response time by prioritizing (i.e., letting them skip in 

line) processes that are very likely to yield the CPU quickly
● Can predict future behavior based on past behavior
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Multilevel Feedback Queue

https://pages.cs.wisc.edu/~remzi/OSTEP/cpu-sched-mlfq.pd
f

https://pages.cs.wisc.edu/~remzi/OSTEP/cpu-sched-mlfq.pdf
https://pages.cs.wisc.edu/~remzi/OSTEP/cpu-sched-mlfq.pdf


  66

MLFQ

● Fernando Corbato’s Turing award is based on this
● Famously used in Solaris
● Modern schedulers are not always MLFQ’s but are based on 

the same ideas
● Priorities can also have a static element to them, in general

– man nice
● What about starvation?
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Linux Completely Fair Scheduler

https://svalaks.medium.com/linux-internals-completely-fair-scheduling-cfs-cpu-scheduler-algorithm-7412c08d2e37

https://svalaks.medium.com/linux-internals-completely-fair-scheduling-cfs-cpu-scheduler-algorithm-7412c08d2e37
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Linux CFS

● Picks process from left-most node in O(1) time
● Reinserts when a process is done in O(log(N)) time
● The more you yield the CPU, the more you stay to the left
● The more CPU you hog, the more you move to the right
● Priority is also part of the slice calculation
● Good tradeoff of throughput and responsiveness, no starvation
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CFS is now outdated, we’ll cover Linux’s EEVDF 
scheduler later in the semester
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Demo

● Parent on bottom never changes
– In a wait state

● CPU intensive (37445) stays pretty high all the time
● Memory intensive (37447) jumps back and forth
● I/O intensive (37446) usually the lowest



  76



  77



  78



  79



  80



  81



  82



  

UNIX

● Everything is a process or a file
– Process hierarchy

● File descriptor tables
– File hierarchy

● Pipes and other interprocess communication
● Concurrency

– Signals
– Wait queues
– fork() and exec()
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