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A bit about me...

 Associate Professor, SCAI and Biodesign Center
for Biocomputation, Security, and Society

* Research is about Internet Freedom, including:
- Internet censorship and censorship evasion
- Machine-in-the-middle attacks, adversarial networking
— Privacy, forensics, and a few other things









https://commons.wikimedia.org/wiki/File:Apple_Il_typical_configuration_1977.png



Welcome to Debian Linux 1.11%

his is the Debian Linux Boot Disk. On most systems, you can go ahead

nd press <{ENTER> to begin installation. You will probably want to try doing
hat before you try anything else. If you run into trouble, or if you already
have gquestions, press the function key <F1> for guick installation help.

ARMING: You =hould completely back up all of your hard disks before
proceeding. The installation procedure can completely and

irreversibly erase them! If you haven’t made backups yet, remove the
floppy from the disk drive and press <{RESET»> or <{Control-aAlt-Del>
to get back to your old system.

Debian Linux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law. For copyright information, press <{F5>.

his boot floppy installs the Linux kernel wversion 2.0.0.

ress <F1» for help, or {ENTER> to boot!?

hoot :

https://archive.org/details/debian_1.1



UNIX, C, and the Internet...

 UNIX was developed to run on anything
- Bell Labs, 1969 (Thompson and Ritchie)
— Contrast with TOPS10
* C provides direct access to hardware, virtually no
runtime environment
- Bell Labs, 1972-1973 (Ritchie)
— Contrast with COBOL



UNIX example...






i+ Terminal 0 = - @

jedi@mariposa:~$ cat /usr/share/dict/american-english | tr [a-z] [A-Z] | grep "MB$" | head -n 20

FIREBOMB
HONEYCOMB
jedigmariposa:~$ ||




TOPS10 example...



A TOPS-10 command primer
La————— |

But becomes:
:\> mkdir foo .¥ credir
i\ od foo Create directory: [,, foo]
:\FOO> dir Created DSKCO0:[42,42,
FOO] .SFD/PROTECTION:775

Create directory: "Z

. BBLBSIC

*op [y 000]

*nZ

EXIT

.dir

$SWLDDEM Directory is empty

https://www.slideshare.net/bhlarsen/the-pdp-10-and-me



https://commons.wikimedia.org/wiki/File:DECSystem10-KI10.JPG



CP/M GRAPHICS'"

Your ticket to success.
Take the lead in microcomputer applications with

EF um:ﬁt:m&m bc future,

GS)f.:a a logical extension &CFY’?A“W many
OEMs maﬂumtomndud:mmphbc device
I..I'CI C'nnmm with GSX allow your p to
hll:d kma.nd
CRT terminals.
E&MCP!M and G thhmvlm &
Inlsryiurynm- and data that has mai

J'M the most uw operating system in
microcomputer history,

W also supply GSS-KERNEL™ a library of
graphic cammands for drawing lines, polygons, and
text according to the emerging SO standard: GK5
[Craphical Kernet System . We also-ofter GS5-TLOT™
a libsrary designed o let you create bar graphs, pie
charts, histograrms, and scatter plots. Both of these
Litsraries can be linked with CBASIC® Compiler,
Pascal/MT + ™ PL/T and FORTRAN on 8~ and
16-bit systems. When you put it all together, the

gnphaimmlyis the muost
mt for development and
applications. Whether you mu\
applx:aﬂ.m developer, OEM or user of micro-

ers, call

:Research for your ticket to

success. (408) 649-5500, 160 Central Ave.
£ Grove, California 93950.

Coming saan! CF/M B3 International Confarence and
Exposition in San Francisco, January 21-23, 1983 For
more information about exhibiting call 617-735-2000.

GSS-KERNEL

GSSPLOT

m
DIGITAL
RESEARCH"

The-covsipm o CIE=

https://commons.wikimedia.org/wiki/File:CP%E2%81%84M_Ad, InfoWorld, _November_29, 1982.jpg






CAP cOwPUTER



https://en.wikipedia.org/wiki/CAP_computer

Who cares?

e Early computing
- Failed to create a separation between users
— Concurrency was handled via hardware support

* Today (Internet is prevalent)
— Security and privacy are very personal
- Users are in a “walled garden”, powerless
— Concurrent processes span continents
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ARSENAL CONSULTING

ARM YOURS
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ARSENAL CONSULTING REPORTS REVEAL ELECTRONIC
EVIDENCE- TAMPERING IN THE INDIAN BHIMA KOREGAON CASE.

See details about the compromise of multiple computers leading to
incriminating document deliveries.

oF @runnjnchrader
@ fursnehipoercom

READ THE
REPORTS

REPORT |
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REPORT IV

“We deliver
unrivaled
computer forensics
services & will
quickly become
part of your go to’
team.”

MARK SPENCER, PRESIDENT

Partners in Success

Arsenal Consulting provides exceptional computer forensics and
information security services to law firms, corporations, and
government agencies by leveraging the most powerful techniques




dlf'S TECHNICA BIZ&IT TECH SCIENCE POLICY CARS GAMING & CULTURE STORE FORUMS EEIENEN:E
Android app from China executed 0-day

exploit on millions of devices How The Callisto Protocal'

Gameplay Was Perfected Months
Before Rele
Fast-growing e-commerce app Pinduoduo had an EvilParcel stow-away. slote Release

DAN GOODIN - 3/27/2023, 5:31 AM




v QLink Wireless %
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Rain - Just Natural, Relaxing Rain Sounds
Calmsound

-

Bedroom Echo



https://www.amazonforum.com/s/question/0D56Q00008AmLsySAF/repeat-mode-option-is-missing-from-music-playing-on-alexa-app-ios-version

Key ?’s we’ll focus on this semester

* Who controls your devices?
- Who has root?
- Who needs root?

 How do we implement concurrency correctly Iin
our systems and programs?

— What does correcthess even mean?



Syllabus...

* Attendance
- Bring a Canvas-capable device and your ID starting next week

e Canvas vs. emall

e Exams

- Based on the homework assignments, which are based on the
lectures and readings

- Don’t think about the exams too much, and don’t be afraid to think,
engage, etc.



RED TEAMING.
PENETRATION TESTING.
OFFENSIVE SECURITY.

)

DEVILSEC https://discord.io/DevilSec
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