
  

1. The pipe wait state exploit...



  



  

You won’t be able to exploit it on a modern Linux 
distro.  You still need to use root or your own 
account to see the pipe_wait state and 
understand the basics of scheduling and wait 
states for the midterm.



  

2. The "pty permissions" vulnerability...



  



  

3. The server race condition...



  https://myaut.github.io/dtrace-stap-book/kernel/fs.html

https://myaut.github.io/dtrace-stap-book/kernel/fs.html


  

4. The command injection vulnerability...



  



  

(my advice is to comment this out for both the 
moderator and the attacker’s communication.py)



  

If you don’t comment it out for the attacker...



  



  

If you do it during discussion it doesn’t seem to 
work...



  



  

But if you do it during voting it seems to work...



  



  



  

5. The client ID attack...



  

Client ID attack won’t be on the midterm, you 
don’t have to do it for full credit on the homework.



  

Example question #1
● When a process yeilds the CPU to get some input but the input 

is not ready (e.g., because the process needs to wait for the 
user), what typically happens to the process in normal 
synchronous I/O?
– A. It gets placed in a wait queue
– B. It gets a SIGSEGV signal
– C. The kernel invokes the linker and loader (ld)
– D. None of the above



  

Example question #2
● During an exploit of the server race condition vulnerability in 

Werewolves, when does a file descriptor get created in the attacker 
process’s file descriptor table with the ability to read the moderator 
version of the log file?
– A. When the moderator server.py process forks a child 
– B. When the open() system call succeeds because the file exists
– C. When the game is over and the moderator server.py process 

closes the file
– D. None of the above
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