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Use case: Tor

● Overlay network that provides anonymity and censorship 
resistance

● Easy to use (Tor browser), open source, friendly to 
academics (and lots of data)

● Single threaded
● Uses epoll() for Linux and kqueue() for BSD flavors
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https://en.wikipedia.org/wiki/Tor_(network)
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Some metrics from
https://metrics.torproject.org/

...

https://metrics.torproject.org/
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Why Event-Based I/O?

● Multithreading can lead to a lot of errors, complexity
● Blocking is bad for performance

● Blocking means your process is put in a wait queue because 
of a system call you made, basically
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Outline

● pthreads
● UNIX signals
● poll and ppoll()
● select() and pselect()
● epoll()
● kqueue()
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poll()

● Wait for one or more file descriptors to become ready for 
use

● Positives
● POSIX (Portable Operating System Interface, from IEEE)

● can be used on Linux, BSD flavors, etc.
● Negatives

● Does not scale to many file descriptors
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https://github.com/raoulmillais/linux-system-programming/blob/master/src/poll-example.c

https://github.com/raoulmillais/linux-system-programming/blob/master/src/poll-example.c
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ppoll()

● A race condition can occur if there are any signal 
handlers registered; ppoll() atomically handles signals, 
applies a sigmask, and saves new incoming signals to 
the end

● More details below in description of pselect()
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select()

● Like poll(), but older and clunkier
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epoll()

● Negatives
● Not POSIX, Linux-specific
● Slightly more complex to use than poll()

● Positives

The Linux Programming Interface, section 63.4.5
https://suchprogramming.com/epoll-in-3-easy-steps/

https://suchprogramming.com/epoll-in-3-easy-steps/
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Examples from 
https://suchprogramming.com/epoll-in-3-easy-steps/

...

https://suchprogramming.com/epoll-in-3-easy-steps/
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Why is epoll() faster?
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https://en.wikipedia.org/wiki/Red%E2%80%93black_tree

https://en.wikipedia.org/wiki/Red%E2%80%93black_tree
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Edge- vs. level-triggered?
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https://en.wikipedia.org/wiki/Thundering_herd_problem

● “In computer science, the thundering herd problem 
occurs when a large number of processes or threads 
waiting for an event are awoken when that event occurs, 
but only one process is able to handle the event. When 
the processes wake up, they will each try to handle the 
event, but only one will win. All processes will compete 
for resources, possibly freezing the computer, until the 
herd is calmed down again.”

https://en.wikipedia.org/wiki/Thundering_herd_problem
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What is kqueue()?

● Similar to epoll(), but for BSD flavors
● “Kqueue allows one to batch modify watcher states and to retrieve 

watcher states in a single system call. With epoll, you have to call a 
system call for every modification. Kqueue also allows one to watch 
for things like filesystem changes and process state changes, epoll 
is limited to socket/pipe I/O only.”

--asomiv, https://news.ycombinator.com/item?id=3028687
● Linux has inotify()
● libuv and libevent support kqueue(), epoll(), and alternatives such as 

Solaris I/O completion ports, Windows IOCP, etc.

https://news.ycombinator.com/item?id=3028687
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Alternatives to epoll()/kqueue()

● io_uring()
● Uses shared memory and ring buffers
● Still good for network sockets, better for file I/O

● Solaris /dev/poll and event ports
● Windows I/O Completion Ports (IOCP)
● AIX pollset
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We’ve mentioned Solaris a few times, now 
seeing a difference from Linux vs. BSD, and 

we’ve largely ignored Windows this semester.  
Now’s a good time for a 5-minute digression into 

OS history...
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https://www.reddit.com/r/linux/comments/huhqrh/unix_family_tree/

https://www.reddit.com/r/linux/comments/huhqrh/unix_family_tree/
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https://www.tech-insider.org/windows/research/1998/images/figure_01.gif

https://www.tech-insider.org/windows/research/1998/images/figure_01.gif
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https://en.wikipedia.org/wiki/CP/M#/media/File:CPM-86.png

CPM - 1974

https://en.wikipedia.org/wiki/CP/M#/media/File:CPM-86.png
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[See the fulll letter at https://en.wikipedia.org/wiki/File:Bill_Gates_Letter_to_Hobbyists_ocr.pdf]

https://en.wikipedia.org/wiki/File:Bill_Gates_Letter_to_Hobbyists_ocr.pdf
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https://en.wikipedia.org/wiki/86-DOS#/media/File:86-DOS_running_assembler_and_HEX2BIN_(screenshot).png

QDOS - 1979

https://en.wikipedia.org/wiki/86-DOS#/media/File:86-DOS_running_assembler_and_HEX2BIN_(screenshot).png
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MS-DOS - 1981
https://upload.wikimedia.org/wikipedia/commons/b/b6/StartingMsdos.png

https://upload.wikimedia.org/wikipedia/commons/b/b6/StartingMsdos.png
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