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Outline

● Distributed Shared Memory
– Consistency models

● Remote Procedure Calls
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https://en.wikipedia.org/wiki/Distributed_shared_memory

https://en.wikipedia.org/wiki/Distributed_shared_memory
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But, we need some notion of consistency...
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https://en.wikipedia.org/wiki/CAP_theorem

https://en.wikipedia.org/wiki/CAP_theorem
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Consistency – every read sees the most recent 
write, or an error.

Availability – Every request received by a non-
failing node in the system must result in a 
response (not necessarily most recent).

Partition tolerance – The system continues to 
operate despite an arbitrary number of messages 

being dropped (or delayed).
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Two choices when failures happen

● Cancel the operation, at the expense of availability
● Proceed, but risk inconsistency
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Strict consistency...
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https://shashankbaravani.medium.com/consistency-models-in-distributed-systems-d64c134f84ce

https://shashankbaravani.medium.com/consistency-models-in-distributed-systems-d64c134f84ce
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Strict consistency



  11

Strict consistency
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Example: Gmail (spanner)
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What happens if you create a draft on device #1, 
edit the draft on device #2 but right after opening 
the draft the device goes offline, then start over 

again editing the draft on device #3
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What happens if you create a draft on device #1, 
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https://en.wikipedia.org/wiki/CAP_theorem

https://en.wikipedia.org/wiki/CAP_theorem
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Sequential consistency...
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Sequential consistency
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Sequential consistency
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https://en.wikipedia.org/wiki/Distributed_shared_memory

https://en.wikipedia.org/wiki/Distributed_shared_memory
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What if a node fails to respond?



  22

What if a node fails to respond?

A block of memory can simply become unavailable, 
because the tradeoff is towards consistency and 
partition tolerance.
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https://en.wikipedia.org/wiki/CAP_theorem

https://en.wikipedia.org/wiki/CAP_theorem
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What if we really care about availability and we 
want partition tolerance?  We have to relax 

consistency. 
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Causal consistency
https://www.usenix.org/system/files/login/articles/08_lloyd_41-43_online.pdf

https://www.usenix.org/system/files/login/articles/08_lloyd_41-43_online.pdf
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Causal consistency
https://www.usenix.org/system/files/login/articles/08_lloyd_41-43_online.pdf

https://www.usenix.org/system/files/login/articles/08_lloyd_41-43_online.pdf
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https://en.wikipedia.org/wiki/Vector_clock

https://en.wikipedia.org/wiki/Vector_clock
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https://lamport.azurewebsites.net/pubs/time-clocks.pdf

https://lamport.azurewebsites.net/pubs/time-clocks.pdf
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With causal consistency we can have both 
availability and partition tolerance.
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https://en.wikipedia.org/wiki/CAP_theorem

https://en.wikipedia.org/wiki/CAP_theorem
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We also want eventual consistency.
(Need some kind of conflict resolution).
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Consistency models

● Strict consistency
– All reads and writes in the same order for every process

● Sequential consistency
– Reads and writes for a process in order, all writes in FIFO order

● Causal consistency
– Potentially causal writes seen in same order
– Concurrent writes can be in a different order

● PRAM, many others...
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But, let’s step back and look at a more simple 
form of distributed computing…

RPC (Remote Procedure Calls)
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Remote Procedure Calls

● Basic idea: use something programmers are already familiar 
with (calling a procedure and it returning a value)
– Make distributed computation easy
– Not rocket science

● At least not on the surface
– Heavily used in practice
– Caller or callee can crash, doesn’t break everything

● https://jedcrandall.github.io/courses/cse536spring2024/birrell842.pdf

https://jedcrandall.github.io/courses/cse536spring2024/birrell842.pdf
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https://jedcrandall.github.io/courses/cse536spring2024/birrell842.pdf

https://jedcrandall.github.io/courses/cse536spring2024/birrell842.pdf
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https://en.m.wikipedia.org/wiki/Xerox_Star

https://en.m.wikipedia.org/wiki/Xerox_Star
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Terminology

● Marshalling (not in the paper, but implied).. packing and 
unpacking (unmarshalling) the parameters
– Necessary because of differences in machines, representations
– Think XML, JSON, protobuf, ASN.1, ...
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Where does the “this solves our concurrency and 
race conditions problem” part come?
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https://changlousys.github.io/CS4740/spring24/slides/Course5-RPC.pdf

https://changlousys.github.io/CS4740/spring24/slides/Course5-RPC.pdf
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RPC semantics

● At least once
● At most once
● Exactly once
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At least once
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At most once
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What about exactly once?
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Two Generals' Problem

● https://en.wikipedia.org/wiki/Two_Generals%27_Problem

https://en.wikipedia.org/wiki/Two_Generals%27_Problem
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Two Generals' Problem

● A1 and A2 need to agree on when to attack
● Same as A and B in our example unambiguously knowing the 

state of their own connection (open, half-open, closed?), and 
other state about the connection
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RPC

● RPC is not rocket science
– But when you dig into the exact semantics, it is complicated

● However, it’s how much of distributed computing is done...
– Java, Go, Python, Rust, .NET…
– NFS, SunRPC, D-Bus, SOAP, WCF, DCOM, Google’s protobufs, 

Google Web toolkit
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Why not just use RPC all the time?
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Disadvantages to RPC

● Multicast and broadcast are not well supported
● Caller blocks until they get a response, unless they fork a 

thread but then they need to again think about concurrency 
issues

● What if a process is physically moving?
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Can we use semaphores, mutexes,
RPC, etc. for this?

https://dl.acm.org/doi/pdf/10.1145/151233.151240

https://dl.acm.org/doi/pdf/10.1145/151233.151240
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Coming up...

● Message passing
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