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A bit about me…

● Associate Professor, SCAI and Biodesign Center 
for Biocomputation, Security, and Society

● Research is about Internet Freedom, including:
– Internet censorship and censorship evasion
– Machine-in-the-middle attacks, adversarial networking
– Privacy, forensics, and a few other things
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Plagiarized from 
https://sites.psu.edu/thedeepweb/2015/09/1
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Take out your cell phone...

● What OS is it running?
● Who’s in control of the software on it and what it 

does with your private data?
● Open your apps and scroll through them

– Any that you don’t know much about (e.g., who developed 
it)?

– Any that you’ve ever had problems before that seemed to 
be software errors?

● Concurrency



  

“How many of you have broken no laws 
this month? That's the kind of society I 
want to build. I want a guarantee - with 
physics and mathematics, not with 
laws - that we can give ourselves real 
privacy of personal communications.”

John Gilmore



  

This semester is all about the operating 
systems you use (both in your pocket and 

remote servers), and how they can be 
made more secure and reliable.  And, 

especially, how operating systems define 
who’s in control of your private data.



  

Why study “Advanced Operating 
Systems?”
● I/O queues, shared memory, multithreading, etc. 

can make or break whatever code you’re writing
– Machine learning or AI
– Web apps
– Embedded devices

● Even if a library takes care of things for you, you 
should understand how

● Security and privacy, hacker mindset 



  

UNIX, C, and the Internet...

● UNIX was developed to run on anything
– Bell Labs, 1969 (Thompson and Ritchie)
– Contrast with TOPS10

● C provides direct access to hardware, virtually no 
runtime environment
– Bell Labs, 1972-1973 (Ritchie)
– Contrast with COBOL



  

UNIX example...



  



  



  

TOPS10 example...
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Who cares?

● Early computing
– Failed to create a separation between users
– Concurrency was handled via hardware support

● Today (Internet is prevalent)
– Security and privacy are very personal
– Users are in a “walled garden”, powerless
– Concurrent processes span continents





  



  



  



  

How you can help

● Hacker mentality
– Whether or not you agree with the hacker manifesto

● Give up preconceived notions
– “Dining philosophers?  Pi calculus?  I thought operating 

systems class would be practical, useful stuff.”
– “I don’t need to know this stuff, I just want to graduate 

so I can fulfill my destiny of doing X.”
● Come to class, do the reading, …



  

For Thursday (January 15th)...

● Read the hacker manifesto
● Listen to the Malicious Life podcast episode about 

Operation Sundevil



  



  



  

This work is licensed under
a Creative Commons Attribution-ShareAlike 3.0 Unported License.

It makes use of the works of
Kelly Loves Whales and Nick Merritt.


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36

