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man lsof
man stat
man dd
man df

man losteup
man lsblk

man mkfs.ext4
man mount
man rm

man strings



  

https://msreekan.com/tag/block-device/
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Digital forensics
● According to Wikipedia, you could be looking for: attribution, alibis and 

statements, intent, evaluation of source, document authentication
● File carving (e.g., bifragment gap carving)

– Electron microscopes
● Memory forensics (Volatility)
● Network forensics (PCAPs, NetFlow records, NIDS logs)
● Database forensics
● Timestamps in document or log file analysis
● Steganography
● Digital forensic processes
● Benford's law



  

Forensics tools

● File carvers
– E.g., Scalpel and foremost

● Log parsers
● Parsers/viewers for different kinds of files

– SQLite, EXIF, etc.
● Linux commands that might be useful:

– file, exif, sqlite3, losetup, mount, dd, ssdeep, grep, 
strings



  

File carving

Alessio Sbarbaro User_talk:Yoggysot - Own work



  

Memory forensics



  

man netstat



  

Some slides borrowed from…
https://students.mimuw.edu.pl/ZSO/Wyklady/06_
memory2/BuddySlabAllocator.pdf

https://students.mimuw.edu.pl/ZSO/Wyklady/06_memory2/BuddySlabAllocator.pdf
https://students.mimuw.edu.pl/ZSO/Wyklady/06_memory2/BuddySlabAllocator.pdf


  



  

Buddy heap vs. slab allocator

● Buddy heap
– For grabbing 4KB pages at a time, contiguous

● Slab allocator
– For grabbing 4KB pages at a time for common data 

structures



  



  



  

https://unix.stackexchange.com/questions/385323/is-the-size-of-inodes-fixed
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Think about this while reading the reading 
assignment…

Suppose a process (Pegasus malware, VPN, Tor, etc.) wants 
to keep network activity from being logged to the hard drive.  

How hard is it to guarantee that?
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