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The dawn of computer
viruses/worms

 “Worm” came from John Brunner's The Shockwave Rider in 1975, “virus”
not coined until 1983

— Creeper in 1971 for TENEX systems (Reaper)
- ANIMAL in 1975

- Elk Cloner in 1981 (Skrenta)

- Morris Worm in 1988

- Code Red in 2001

* “Virus” coined by Cohen in 1983 (“Information only has meaning in that it
IS subject to interpretation”)

* A“worm” uses a computer network as its main mode of propagation
— Also alarming to people in 2001: staying in memory and never going out to disk


https://web.eecs.umich.edu/~aprakash/eecs588/handouts/cohen-viruses.html

Malware gets personal

* Brain PC virus in 1986
Goal was to protect their

copyright

Displacement
0000(0009)
0016(0019)
0032(0020)
0048(0030)
0064(0049)
0080(0050)
0096(0060)
0112(0079)
0128(0080)
0144(0099)
0160 (00A8)
0176(0080)

Hex codes

FA E9 44 01 34 12 00 07 14 00 01 60 00 00 00 20

20 20 20 20 20 20 57 63 6C 63 6F 6 b5 20 74 6F
20 74 68 65 20 44 75 6E 67 65 6F 6F 20 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
20 20 20 20 20 20 20 20 20 20 26 20 20 20 20 20
20 28 63 23 20 31 39 38 36 20 42 61 73 69 74 20
26 20 41 6D 6A 61 64 20 28 70 76 74 29 20 4C 74
b4 2E 20 20 20 20 20 20 20 20 26 20 20 20 20 20
20 42 52 41 49 4E 20 43 4F 4D 50 55 94 45 52 20
33 45 52 96 43 43 45 53 ZE 2E 37 33 30 20 4E 49
o 41 4D 20 42 4C 4F 43 4B 20 41 4C 4C 41 4D 4!
20 49 51 42 41 4C 20 54 4F 57 4E 20 20 20 20 20

ASCIT value
-0Jo4gomo
Welcome to
the Dungeon

(c) 1986 Basit
& Anjad (put) Lt

d.

BRAIN COMPUTER
SERVICES.. 730 NI
Z? b LUCK ﬂLLﬁHH

R
i
!
P

B
AL
0132(00C0) 20 20 20 20 20 20 20 20 20 20 20 4C 41 48 4F 52 E-PAKIST ML?H%%
0208(0BDO) 45 2D 50 41 4B 49 53 54 41 4E 2E 2E 50 48 4F 48 i 230?9? 443248
. 0Z24(00E0) 42 20 3 34 33 30 37 33 31 20 34 34 33 32 34 3B “,aaeae’
Infected maChIneS 0240(00F0) 2C 32 38 30 35 33 30 2E 20 20 20 20 20 20 20 20

worldwide
 Amiga viruses (late 1980’s)

e MSOffice Macroviruses
(1995 to 2003ish)



https://en.wikipedia.org/wiki/Brain_(computer_virus)#/media/File:Brain-virus.jpg
https://en.wikipedia.org/wiki/Amiga_500#/media/File:Amiga500_system.jpg

Macroviruses

e Natural evolution in the wild
— “ON ERROR RESUME NEXT”


https://bontchev.nlcv.bas.bg/papers/macidpro.html

Where Is all of this going?

(From viruses and worms to “flying Trojans”)

* Propagation
— 0 day exploits
* In servers, web browsers, other programs...
— Social engineering, waterhole attacks

- “Zero-click”
« Command and control, persistence

— Network communication
— Capabilities on the system
- Privilege escalation

e Stealth (not leaving tracks)



Outline of examples

“Reflections on Trusting Trust”

- Example of a Trojan Horse

Cohen

- Self-replication and self-propagation

Elk Cloner

- Stealthy? Targeted?

Code Red and other worms from the 2000s
- Infect as many servers as possible, as fast as possible
Botnets

- Command and control

Stuxnet

- Stealthy and targeted

Pegasus

- A“flying Trojan”

XZ backdoor



Reflections on Trusting Trust (1984)

 ATrojan Horse Is hidden malicious logic in a
program or system

compile(s)
char »5;
|
if{matchis, “pattern1”)) |
compile (“bug1”);
returm;
|
ifimatchis, “pattem 27)) |
compile ("bug 27);
reElurT;

:

FIGURE 3.3.


https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf
https://www.cs.cmu.edu/~rdriley/487/papers/Thompson_1984_ReflectionsonTrustingTrust.pdf

Computer Viruses: Theory and
Experiments (1984)

* “Information only has meaning in that it is subject
to interpretation”

program contradictory-virus:=
{...
main-program:=
{if ~D(contradictory-virus) then
{infect-executable;
if trigger-pulled then do-damage;
}
goto next;
}
}


https://www.cnsr.ictas.vt.edu/QEpaper/cohen.pdf



https://en.wikipedia.org/wiki/Apple_II

Elk Cloner (1981)

Boot # Behavior

10th Overwrote the reset vector so that pressing
CONTROL-RESET enters the Monitor pro-
gram instead of DOS.

15th Modified the video mode so that the text on
the screen was inverted.

20th Wrote to the speaker, causing a brief click
to be heard.

25th Modified the video mode so that the text on
the screen flashed.

30th Rearranged the characters that represent the
file type of a file when the CATALOG com-
mand was executed

28¢h Madifiad  tha  walua  that  ranracantad

(from https://arxiv.oré/pdf/ZOO?.15759.pdf)




Elk Cloner (continued)

LNE Progrdin 1nsteda.)

50th

Modified the reset vector so that press-
ing CONTROL-RESET caused the Elk Cloner
poem to be displayed.

55th

Modified a constant in the diskette calibra-
tion code, causing the sound the disk calibra-
tion process made during the boot process to
change. [4]

60th

Same as the 55th boot except that a different
value was written to the constant in the disk
calibration code.

65th

Overwrote the first instruction of the DOS
command handler with a jump to the Mon-
itor routine, so that the disk booted into the
Monitor.

T0Oth
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(from https://arxiv.oré/pdf/ZOO?.15759.pdf)




Elk Cloner poem
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Code Red (2001)

GET /default.ida NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN%u9090%u6858%ucbd3/u
7801%u9090%u6858%ucbd3’%u7801%u90907%u6858%ucbd3%u7801%u9090%u90909

u8190%u00c3%u0003%u8b00%ub31b%ub3f£%u0078%u0000%u00=a 200 190



Interprocess Communication

* Sockets
— Datagram or stream
* Pipes
- Named or unnamed
e Other ways for processes to communicate

- Command line arguments, shared memory, file 1/O,
etc.



https://www.cybereason.com/blog/w
hat-1s-code-red-worm
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https://www.cybereason.com/blog/what-is-code-red-worm
https://www.cybereason.com/blog/what-is-code-red-worm
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From: https://www.cs.ucf.edu/~czou/research/codered.pdf



Slammer (2003)

Aggregate Scans/Second in the 12 Hours
After the Initial Outbreak
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Over 75K machines in 10 minutes.
(From: https://www.caida.org/catalog/papers/2003_sapphire/)



Witty Worm (2004)

rand(){
# Note that 32-bit integers obviate the need for
# a modulus operation here.
X = X * 214013 + 2531011;
return X; }
srand(seed){ X = seed; }
main(){
1 srand(get_tick_count());
2 for (i=0; i < 20,000; ++i)
3 dest_ip < rand()[g...15]||rand()o...15];
4 dest_port < rand()[o...15];
5 packetsize < 768-+rand()o...g];
6. packetcontents «— top of stack;
7 sendto();
8 if(open(physicaldisk, rand()[13...15)))
9. overwrite_block(rand()[o...14) ||0x4€20);
10, goto 1;
3 K else goto 2; }

Figure 2: Pseudocode of the Witty worm

From: https://www.icir.org/vern/papers/witty-imc05.pdf



Botnets (mid-2000s)

* Early command-and-control was based on IRC
and dynamic DNS

- Easy to take down
* Switched to fast-flux
- Peer-to-peer, load balancing, redirection

* Today’s C&C Is more sophisticated, and there Is
an entire market surrounding botnets



Stuxnet (discovered 2010)




Stuxnet

* Attacked the Iranian nuclear program
* Multiple ways of spreading

* Attempt to limit spread, several attempts
* Not as buggy as typical malware

* Attacked very specific centrifuges with a very
specific frequency


https://en.wikipedia.org/wiki/Stuxnet

Pegasus spyware (released 2016)
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https://en.wikipedia.org/wiki/Pegasus_(spyware)
https://en.wikipedia.org/wiki/Trojan_Horse#/media/File:RomanVirgilFolio101r.jpg
https://en.wikipedia.org/wiki/Pegasus#/media/File:Bellerophon_riding_Pegasus_and_killing_the_Chimera,_Roman_mosaic,_the_Rolin_Museum_in_Autun,_France,_2nd_to_3rd_century_AD.jpg
https://en.wikipedia.org/wiki/Pegasus#/media/File:Bellerophon_riding_Pegasus_and_killing_the_Chimera,_Roman_mosaic,_the_Rolin_Museum_in_Autun,_France,_2nd_to_3rd_century_AD.jpg
https://en.wikipedia.org/wiki/Pegasus#/media/File:Bellerophon_riding_Pegasus_and_killing_the_Chimera,_Roman_mosaic,_the_Rolin_Museum_in_Autun,_France,_2nd_to_3rd_century_AD.jpg

Pegasus

» Supposedly for law enforcement, antiterrorism
efforts, etc.

* Often used against civil society

— Full control of the infected system, including calls,
microphone, camera, messages, passwords, files,
etc.

- Can be used to plant evidence

* Often delivered via sophisticated zero-click zero-
day exploits



Pegasus examples

 Ahmed Mansoor in 2016 (first technical analysis of
Pegasus by the Citizen Lab and Lookout Security)

 Many more examples from Mexico, Saudi Arabia,
Bahrain, Jordan, and more...

 Bhima Koregaon 16


https://citizenlab.ca/2016/08/million-dollar-dissident-iphone-zero-day-nso-group-uae/
https://citizenlab.ca/tag/pegasus/
https://www.arsenalexperts.com/
https://netalert.me/bhima-koregaon.html

Targeted threats

e Stealthy, targeted, sophisticated (socially and/or
technically), well-resourced

* Different methods of delivery

— Social engineering (targeted email)
- Waterholing attacks
- MITM attacks (I expect this to be a future trend)

* Threat to civil society all over the world
- See, e.q.,


https://tibcert.org/

https://www.usenix.org/conference/usenixsecurityl4/technical-sessions/presentation/hardy
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https://www.usenix.org/conference/usenixsecurity14/technical-sessions/presentation/hardy

Phishing

From: "Dropbox Notification" <dropbox.noreplay@gmail.com>
Date: Dec 7, 2016
Subject: You have 1 new file in your inbox

o I
& <
*
Hi I

You have received a new document in your inbox, view the file "¢laduw 8 3¢ e Jauall 6,5 30.pdf" on Dropbox.

Image plagiarized from https://citizenlab.org/wp-
content/uploads/2017/02/Ponytail-Figure-1.png



Phishing

* Wide range of sophistication in terms of the
social engineering aspect

— One end of the spectrum: “Plez logg in and changer
you password, maam!”

— Other end of the spectrum: “The attached PDF is
my notes from the meeting yesterday, it was nice to
see you again!” (from someone you saw at a
conference the day before)

2FA helps protect against phishing
(but state actors can easily spoof your
cell phone and get SMS messages)



Unspecified telco apps...

* Many cell phones come with apps preinstalled by the
telco

* Many such apps in a particular region of the world
contain a Software Development Kit (SDK) to save
the telco money

- If you try to dial the phone number of the telco’s tech
support, it will redirect you to an Internet IP address

Instead (IP PBX)

* List of phone number to IP mappings comes signed
by the vendor of the SDK



https://arstechnica.com/security/2024/04/what-we-know-about-the-xz-utils-backdoor-that-almost-infected-the-world/


https://arstechnica.com/security/2024/04/what-we-know-about-the-xz-utils-backdoor-that-almost-infected-the-world/

XZ Outbreak (CVE-2024-3094)

s e e e e e e e s e e AR S el o AN e e et Gt M LA \‘
i XZ Utils is a collection of open-source tools and libraries for the XZ compression format, that are used i
i for high compression ratios with support for multiple compression algorithms, notably LZMA2. i
N e el S e e e L s e e e T S B e e T e o e e e e e e L S e e ,

i On Friday 29th of March, Andres Freund (principal software engineer at Microsoft) emailed oss-
i security informing the community of the discovery of a backdoor in xz/liblzma version 5.6.0 and 5.6.1.

PR opened in oss-fuzz to Obfuscated/encrypted stages binary backdoor
disable ifunc for fuzzing hidden in two test files:
builds. Allegedly to mask the || e tests/files/bad-3-corrupt_lzmal.xz
malicious changes. » tests/files/good-large_compressed.lzma.

JiaT75's first commit

Repository:
» to the XZ repo

https://qithub.com/tukaani-project/xz

- o...___,.-"" O-.. - o.._-,.-""- oq\hh-’o
2024-02-16

Malicious “build-to-host.m4” file added

D it 2023-07-08 2024-03-09

- - o'
2021 i
_ _ 2023-06-28
User Jia Tan (JiaT75)

creates his Github Account Potential infrastructure testing:
liblzma: “Add ifunc implementation
to crebY_fast.c."

xz/libzma

package release.

Packaged in the final releases J

0 __[I —
= L{_ "

Cithetitiitinn +a 1iInfrAre Int

to .gitignore, later incorporated to the v5.6.0 & v5.61



Ll

'he MY macro is executed during the build (7

yrocess and runs the malicious code below.

L)

Packaged in the final releases J
f__——_——_—_—_———_——_—_—_———_—
/—»testslfileslbad-s-corrupt_lzmaz.xz _b.'
Substitution to uncorrupt
malformed XZ file y > L Y4
e 0x09 (\t) are replaced with 0x20 *Uncorrupted*

Read Bytes

0x20 (whitespace) are replaced with 0x09
Ox2d (-) are replaced with Ox5f
Ox5f () are replaced with Ox2d

J

bad-3-corrupt_lzma2.xz

el Stage 1- Bash File
5.6.0 ® Bytesincomment: 8k F3 5A F7 2E 68 (A BC
L ® Custom substitution (byte value mapping)
e Bytesin comment: E5 55 §9 87 24 O4 D 17
v5.6.1 * Checkif script running on Linux

® Custom substitution (byte value mapping)

tests,’files/good-large__comp[essed.lzma

\ 2
1.Decompress the file with xz -dc

2.Remove junk data from the file using multiple head tool calls
3.pPortion of the file is discarded (contains the binary backdoor)

J.Use custom substitution cipher to decipher the data /

| 5.Deciphered data is decompressed using xz -F raw --lzmal -dc |

Stage 2 - Bash File




Stage 2 - Bash File

" v5.6.1 Extension Mechanism @ 2
1 v5.6.0 Backdoor extraction l.Search Files: use grep -broaF in tests/files/ for b .._)-
An .o file extracted « integrated into compilation/linking s""::i":re?;“' o|_ig-v “fle_nam e;ﬁps:i::signature" _.

l.Extract « decipher tests/files/good-large_compressed.lzma
2.Manipulate output with: LC_ALL=C sed "s/\(.\)/\I\n/g"
2.If Found:

3,Decrypt using AWK script (RCY-like)
e 9 P a.Save first offset + 7 as $start

Y.Decompress with xz -dec --single-stream (ks s
5.Binary backdoor stored as liblzma_la-crebY-fast.o b.Save second file's offset as $end
3.Next Steps:

liblzma_la-crc64-fast.o is then added @ Sk @FROGGER _

b."jViAa%", "%.RIZ"

No files with the signatures were
found, however it highlights the
framework's potential modularity for

b.Decipher with custom byte mapping

s Datirint b iy ol THoOMAas Roccia

to the compilation/linking process!



More resources

* Cryptovirology by Young and Yung

* The Art of Computer Virus Research and
Defense by Szor

* Practical Malware Analysis by Honig and
Sikorski

* http://www.forensicswiki.org/wiki/Tools
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