Message Passing and Microkernels

CSE 536 Spring 2026
jedimaestro@asu.edu



Message passing vs. RPC

* Message passing

Procedure not directly invoked
by name

Can be asynchronous, and
typically is

Multicast and broadcast are
pretty natural to the abstraction

Models of message passing (like
n calculus) incorporate physics,
are decentralized

* RPC

Have to specify name of
procedure you're calling

Can be non-blocking, i.e.,
asynchronous

Not really a way to multicast
or broadcast

Need a central database of
[type, instance] pairs



Two notes

 RPC is a specific case of message passing

- Message passing libraries often offer RPC API built on top of message
passing

* Message passing means a lot of different things to a lot of different
people
— Object oriented people ... It's about modularity

- Distributed computing people ... It's a beautiful model of concurrency
— Microkernel people ... It's about robustness

— Supercomputing people ... It's about throughput



* “In computer science, message passing is a technique for
iInvoking behavior (i.e., running a program) on a computer.”

* “The Invoking program sends a message to a process (which
may be an actor or object) and relies on that process and its
supporting infrastructure to then select and run some
appropriate code.”

* “Message passing differs from conventional programming where
a process, subroutine, or function is directly invoked by name.”


https://en.wikipedia.org/wiki/Message_passing

Synchronous message passing

 When two objects are running at the same time, e.g., in Java or
Smalltalk

e “Synchronous messaging is analogous to a synchronous function
call; just as the function caller waits until the function completes,
the sending process waits until the receiving process completes.”

 E.g., Circle, Square, and Rectangle are subclasses of Shape,

send any Shape a message to calculate its own area, wait for the
result



Isn’t that just object oriented programming with
polymorphism?



Asynchronous message passing

“With asynchronous message passing the receiving object can be
down or busy when the requesting object sends the message.”

“Continuing the function call analogy, it is like a function call that returns
Immediately, without waiting for the called function to complete.”

Requires storing and retransmitting data

Buffer gets full?

- Block (can deadlock), --or--
- Drop messages



Same semantics tradeoffs as RPC

At least once
e At most once
* Exactly once



A major advantage of message passing IS
multicast and broadcast...



//scatter rows of first matrix to different processes
MPI_Scatter(a, N*N/size, MPI INT, aa, N*N/size, MPI_INT,O0,MPI COMM_WORLD) ;

//broadcast second matrix to all processes
MPI Bcast(b, N*N, MPI INT, O, MPI_COMM WORLD) ;

MPI_Barrier (MPI_COMM_WORLD) ;

//perform vector multiplication by all processes
for (1 = 0; 1 < N; i++) {
for (j = 0; j < N; j++) {
sum = sum + aal[j] * b[J][1i];
}

ccli]
sum = 0;

}

sum;

MPI_Gather(cc, N*N/size, MPI_INT, c, N*N/size, MPI_INT, 0, MPI_COMM_WORLD) ;

MPI_ Barrier (MPI_COMM_WORLD) ;
MPI_Finalize();
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https://stackoverflow.com/questions/41575243/matrix-multiplication-using-mpi-scatter-and-mpi-gather

http://www.hector.ac.uk/cse/distributedcse/reports/cp2k02/cp2k02/node8.htmi

Procd s e,

J\(—TJ,-J‘T L gt st S ey

Proch EH i = 2 EREE R

Proc 6 :::::::'.f,
Proc 7 IIlllill’ili
Proc 8
Procy SESE
Proc10_ : v

Proc11 HEEEEEEE
EEEEEEEE'

Proc 13 -------.’E
Proc 14 N

il
I-IIIE
LRG> EE B

v along y-dimension

perform 1D-FFT
lal

ALL

WITHIN
EACH
sub-group

to get data over

Z-dimension
locally

Pl

perform 1D-FFT
along z-dimension
(b]

EETWEEN
sub-groups

to get data over
¥x-dimension

locally

J

X

| i
EREETC
AGENGE T
A
EEEEE=E
e
A T =1 |

-i-ﬁngu'g%‘
Ammman
EEEEEE
perform 1D-FFT
along x-dimension

(cl



http://www.hector.ac.uk/cse/distributedcse/reports/cp2k02/cp2k02/node8.html

Hadoop

 Message-passing/shared-nothing model
- e.g., “shuffling” in MapReduce

https://www.geeksforgeeks.org/big-data/map-reduce-in-hadoop/
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https://www.geeksforgeeks.org/big-data/map-reduce-in-hadoop/

https://en.wikipedia.org/wiki/SOAP

POST /InStock HTTP/1.1

Host: www.example.org

Content-Type: application/soap+xml; charset=utf-8
Content-Length: 299

SOAPAction: "http://www.w3.0rg/2003/05/soap-envelope”

<?xml version="1.0"7>
<soap:Envelope xmlns:soap="http://www.w3.0rqg/2003/05/soap-envelope"
xmlns:m="http://www.example.org">
<soap:Header>
</soap:Header>
<soap:Body>
<m:GetStockPrice>
<m:StockName>T</m:StockName>
</m:GetStockPrice>
</soap:Body>
</soap:Envelope>
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https://en.wikipedia.org/wiki/SOAP

Another advantage of message passing Is
mobillity...
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Can we use semaphores, mutexes, etc. for this?
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https://dl.acm.org/doi/pdf/10.1145/151233.151240

1t calculus

names X, Yy, 2, ...

action terms A ::= xz.P send 2 along x
xy.P receive any y along x
terms P = A  + .- + A, alternative action (n 2 0)
P | P composition
vyP restriction
P replication

(the occurrences of y are binding)

basic rule of computation xy.Plyl | Xz.P, - Pzl | P,
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CARltalk, switch) = talk word. CAR(talk, switch)

switch + switch t. switch s. CARI(t, s)

CONTROL

NETWORK = v talk, v switch, - (CAR(talk,, switch,) | STATION, | --- | CONTROL)
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In operating systems...

* Message passing is an Interprocess Communication
(IPC) mechanism

« Special semantics and memory protection

* Ordering of events is based on messages

* No need for mutexes, shared memory and semaphores, etc.
* But you can for speed

« Multicast and broadcast
« Security and reliability benefits?
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A little MacOS history...
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https://en.wikipedia.org/wiki/Altair_8800
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customers needed to supply their own.
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https://en.wikipedia.org/wiki/Apple_I
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https://en.wikipedia.org/wiki/Apple_II

https://en.wikipedia.org/wiki/Apple_Lisa
(1983)
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https://en.wikipedia.org/wiki/Apple_Lisa
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(1990)
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https://en.wikipedia.org/wiki/NeXTcube

ttps://en.wikipedia.org/wiki/NeXTSTEP

File Viewer

Ady. Netinfo.rif

dy will be based initially on
with a development team
kinly of engineers from NeXT, headed by Avadis Tevanian, formerly head of
at NeXT.

il run an all current Power PC Macintoshes. The initial release for developers
ppenStep API{Application Programming Interface), which is part of the
perating system, and the user interface also from NeXTSTEP, with minor

pken from the Macintosh System 7 interface. The full release of Rhapsady

er adaptations ofthe userinterface, will include additional toolkits from
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https://en.wikipedia.org/wiki/NeXTSTEP

Have you heard of any of these?

Pixar

Doom

Quake

The World Wide Web

27



|~

o
© PSR S

=g . .!'F'_f'ilx_.“f_’f__'.-q.., w—-- W%

s




NextSTEP

Combination of Mach and FreeBSD

Objective-C

An object oriented application layer known as “kits”
The “Dock” in the GUI

First app store
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(1985 to 1994)

Microkernel replacement for UNIX

Started as a monolithic kernel and evolved into a
microkernel

Basis for...

- GNU Hurd

« XNU
* macOSs, iI0S, iPadOSs, tvOS, and watchOS
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https://en.wikipedia.org/wiki/Mach_(kernel)

UNIX in the 1980s

Everything is all about pipes
Networking, device drivers, etc.
* Alot of complexity being added

Aleph kernel at Univ. of Rochester ... OS is modular and
communicates over pipes

* Added shared memory
Mach based on message passing

31



https://en.wikipedia.org/wiki/Microkernel

Monolithic Kernel Microkernel
based Operating System based Operating System
AL System Call
/

Application Device

IPC Driver

Hardware Hardware
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https://en.wikipedia.org/wiki/Microkernel

Supposed benefits of microkernels

« More modular

* Acrash in part of the OS doesn’t crash the system?
* Plug and play parts of the OS?

« Makes muiltiple CPUs and distributed computing easier
Based on message passing
* More secure?

Filesystem, etc. can be in userspace
What about transitivity?
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Truth (?) about microkernels

« Context switches will always be expensive
« TLB flushes, virtualization
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Mach ports

In Mac, everything from threads to semaphores is a port

Port rights (send, receive, ...) granted/mediated by
kernel

Marshal memory pointers between processes

CoW tricks
XPC (like D-Bus for Mac) is built on Mach ports
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Message passing summary

- Easy way to do IPC and concurrency

- Advantages over...
* Pipes?
« Stream sockets?
« Datagram sockets?
 Distributed shared memory?

- Beautiful academic theories if you need them
« Mobility

« Supercomputing
 RPC can’t broadcast and muilticast
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Another real example: D-Bus

« Supports 1:1 request-reply for method calls and a 1:n publish-
subscribe model for signals

» Used by systemd, NetworkManager, GUIs (Gnome and KDE)
E.g., send a message to start SSH, change sys configs, etc.
Notify about a new network that is detected
 Interact with Bluetooth, WPA supplicant, modems

Tell a window it got clicked on or dragged over
Keyrings
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QDBusViewer - =

File Help

Session Bus System Bus

- Methods -
f— b org.freedesktop.DBus.Peer
Services - |~ v org.freedesktop. Accounts
F Userllz/
org.bluez ~ User1000/

org.freedesktop.Accounts - Drg;:;"iﬁiﬁ?ng -DBus.Properties

org.freedesktop.Avahi Method: GetAll

Method: Set
org.freedesktop.ColorManager Signal: PropertiesChanged

v org.freedesktop.DBus.Introspectable

org.freedesktop.DBus = org.freedesktop.DBus.Peer

Method: Ping
org.freedesktop.fwupd Method: GetMachineld
org.freedesktop.login1 = v org.freedesktop. Accounts. User

Connected to D-Bus.

Received reply from :1.12

Arguments: "ce91caf6376626acl06d3beebdd26654"
Received reply from :1.12

Arguments: "ce91caf6376626acl06d3bee6dd26654"
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jedi@tortuga: ~

:~$ dbus-monitor ——sessionD




jedi@tortuga: ~

string "active-on-seats"”
variant array [
string "seat0"

]

]

)
dict entry(
string "libreoffice-impress.desktop”

array [
]

)

dict entry(

string "google-chrome.desktop”
array [

]
)

dict entry(
string "libreoffice-calc.desktop™

array [
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