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Filesystem TOCTTOU is a type of race condition

https://jedcrandall.github.io/courses/cse536spring2026/borisov.pdf

https://jedcrandall.github.io/courses/cse536spring2026/borisov.pdf
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https://www.usenix.org/legacy/publications/compsystems/1996/spr_bishop.pdf

Fundamental issue is that 
something changed between 
when you checked the file 
and when you used it.

https://www.usenix.org/legacy/publications/compsystems/1996/spr_bishop.pdf


  4

Simply dropping privileges to open the file used 
to be problematic...



  5



  6

https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf

https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf
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https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf

https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf
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https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf

https://www.usenix.org/legacy/events/sec02/full_papers/chen/chen.pdf
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Old portable solution

● Parent had to fork a child
● Child drops privileges and opens the file

● Sends file descriptor back to parent through a UNIX domain socket



  

Now you can just use seteuid(), but you have 
to be careful of other concerns…

AI to the rescue! (?)



  



  



  



  



  

Caveats...
●  O_NOFOLLOW doesn’t prevent symlinks in the 

path, and doesn’t apply to hard links
– filename should not be used with root
– Creating files and directories is a lot trickier than 

what AI came up with above
– Doing things recursively requires openat() and 

working with file descriptors, starting at root (/)



  

https://michael.orlitzky.com/articles/posix_hardlink_heartache.xhtml

https://michael.orlitzky.com/articles/posix_hardlink_heartache.xhtml
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