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Overview

● Review (ECB and CBC mode)
● Why different block cipher modes?
● Stream ciphers (RC4 and WEP as an example)
● CTR mode
● Message authentication

– HMAC
– Galois Counter Mode



  



  



  



  



  



  

Why different block cipher modes?
● Simplicity, security

– API and lack of education drives many decisions about cipher modes
● Malleability

– Can be good (error correction, deniability)
– Can be bad

● Parallelism
● Random access
● Authentication
● Patents?



  

Stream ciphers...



  
https://commons.wikimedia.org/wiki/File:Stream_cipher.svg
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WEP encryption

“Wired Equivalent Privacy”
-Have to be physically in a building to plug in, have to know the passphrase to join 
WiFi (or do you?)

RC4, 40-bit key, 24-bit IV

Following are from: 
https://jedcrandall.github.io/courses/cse468fall2022/wep/198fbe890b6
92e5296fcf7ad1b015e653ec9.pdf

https://jedcrandall.github.io/courses/cse468fall2022/wep/198fbe890b692e5296fcf7ad1b015e653ec9.pdf
https://jedcrandall.github.io/courses/cse468fall2022/wep/198fbe890b692e5296fcf7ad1b015e653ec9.pdf


12



13



14

rc4-3.py

Possible to create statistical biases in the Key Scheduling 
Algorithm (KSA)

More info:
https://www.youtube.com/watch?v=2o3Hs-JDWLs

https://www.youtube.com/watch?v=2o3Hs-JDWLs


  

Message authentication codes...
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Example: HMAC

● Can make a MAC based on a key, K, and a secure hash 
function, H

● Why not just use MAC = H(key || message)?



  

Example: HMAC

● Can make a MAC based on a key, K, and a secure hash 
function, H

● Why not just use MAC = H(key || message)?
– Length extension attacks

● People tried other things like MAC = H(key || message || key)
– Also has problems



  

https://en.wikipedia.org/wiki/HMAC



  

What to authenticate?

● Plaintext?
● Ciphertext?
● Metadata?

– E.g., message number, sender, receiver, etc.



  

Gallois counter mode...



  

Why GCM?

● Both confidentiality and authenticity (integrity)
● Super fast

– CPU pipeline reasons
– Parallelism

● Compare to CBC

● IVs of arbitrary length
● Stream cipher

– Based on Counter Mode



  



  https://commons.wikimedia.org/wiki/File:GCM-Galois_Counter_Mode_with_IV.svg



  

This work is licensed under a Creative Commons 
Attribution-ShareAlike 3.0 Unported License.

It makes use of the works of Mateus Machado Luna.

I (Jed) also stole many images from Wikipedia.
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