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A bit about me...

 Associate Professor, SCAI and Biodesign Center
for Biocomputation, Security, and Society

* Research is about Internet Freedom, including:
- Internet censorship and censorship evasion
- Machine-in-the-middle attacks, adversarial networking
— Privacy, forensics, and a few other things









https://commons.wikimedia.org/wiki/File:Apple_Il_typical_configuration_1977.png



Welcome to Debian Linux 1.11%

his is the Debian Linux Boot Disk. On most systems, you can go ahead

nd press <{ENTER> to begin installation. You will probably want to try doing
hat before you try anything else. If you run into trouble, or if you already
have gquestions, press the function key <F1> for guick installation help.

ARMING: You =hould completely back up all of your hard disks before
proceeding. The installation procedure can completely and

irreversibly erase them! If you haven’t made backups yet, remove the
floppy from the disk drive and press <{RESET»> or <{Control-aAlt-Del>
to get back to your old system.

Debian Linux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law. For copyright information, press <{F5>.

his boot floppy installs the Linux kernel wversion 2.0.0.

ress <F1» for help, or {ENTER> to boot!?

hoot :

https://archive.org/details/debian_1.1



5-minute history of crypto...

CODE

DAVID KAHN
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https://en.wikipedia.org/wiki/Voynich_manuscript#/media/File:Voynich_Manuscript_(32).jpg



https://en.wikipedia.org/wiki/Enigma_machine#/media/File:Enigma_(crittografia) - Museo_scienza_e_tecnologia_Milano.jpg



https://www.cryptomuseum.com/crypto/usa/cvas/index.htm



https://www.philzimmermann.com/EN/essays/WhylWrotePGP.html



This semester, we'll...

* Spend a lot of time on: * Not on:




Why?

* The Signal protocol covers all the basics (hash
functions, symmetric crypto, asymmetric crypto,
authentication, etc.), things that are important to

privacy (deniable encryption, perfect forward secrecy,
double ratchet, zero-knowledge proofs, etc.), and
touches on other subjects (e.g., blockchain).

e Closer to my research area than bitcoin.



I’m not a crypto researcher, but my research
touches on crypto from time to time...
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Let C be the RSA encryption of 128-bit AES key k
with RSA public key (n, e). Thus, we have

C =k° (mod n)
Now let (' be the RSA encryption of the AES key
ky = 2%k
i.e., k bitshifted to the left by b bits. Thus, we have
Cy =k (mod n)
We can compute (', from only C' and the public key, as

Cy = C(2°* mod n) (mod n)
= (k° mod n)(2°° mod n) (mod n)
= k2" (mod n)
= (2"k)¢ (mod n)

=k (mod n)
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& woodward & deepthroat

The flowerpot thing is kind of
b | stupid, should we just use LINE to
The flowerpot thing is kind of stupid, should decide when and where to meet
we just use LINE to decide when and where since it had end-to-end encryption
to meet since it had end-to-end encryption by default?
by default? 2:03 PM

v vmion
x Veah, that's fini. oL Yeah, that's fine,
3:03 PM

- W S0 you have those documents for
~ ¥+ Soyou have those decuments for me now? B menow? —
x w Read
304 PM Z:04 PM

Can you meet me at the Lincoln memorial - Canyou meet me at the Lincoln
on Sahwd:];;a: 8am and wear a red hat and ~ memorial on Saturday at 8am and
carry a Rubik's cube? wear a red hat and carry a Rubik's

@ cube?
1 3:04 PM
Read

Ea 204 PM
- -~ That worked out well
! That worked out well
1 ‘Yeah | agree - 205 PM
305 PM

45 O
1 3106 PM

v This week work
That seemed to work out OK | think we can z

use this to communicate locations from .
mm now on, is that okay? i Can you meet me at the Lincoln

memorial on Saturday at 8am and
wear a red hat and carry a Rubik's
cube?




Session ID

Length

content type:
Clienthello

16 03
ae 58
05 20
9d 75
cl Z2c
28 00
00 9d
10 00 Oe
03 00/01
74 00| 00

01
cb
/@ |
55
co
6b
00

Record Handshake Handshake

Length type: (CH) length
02 00 01 00 01
d4 33 88 34 bb
ed 85 67 d0 eb
b7 fa le 7a a7
30 00 9f cc a9
el 23 cO 27 00
9¢ OO 0 3c
OO 7 00

b 7
0 00 Oc
00 00 Qb

00

Servername List Servername Servername

Length

Type Length

-
b6
c8
74
cC
67
00
77
00
09

03 03
f1 45
bf ff
34 09
a8 cc
c0 Oa
35 00
2e 62

0a|00
08 |68

SNI

Ciphersuites
Length

21
83

65
la
29
00
2b
00
& 4
2e
17

99
26
16
3e
cO
3
01
63
00

Compression Extension
Length

Method
Length

6d

Bl 73 OO

6d 00 00
00 18

00

Extension Type:

Servername Length

cd4 6c¢C
13 01
24 cO0
00 33
00 00

Extension



Syllabus...



RED TEAMING.
PENETRATION TESTING.
OFFENSIVE SECURITY.

)

DEVILSEC https://discord.io/DevilSec
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