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A bit about me…
● Associate Professor, SCAI and Biodesign Center 

for Biocomputation, Security, and Society
● Research is about Internet Freedom, including:

– Internet censorship and censorship evasion
– Machine-in-the-middle attacks, adversarial networking
– Privacy, forensics, and a few other things



  



  



  

https://commons.wikimedia.org/wiki/File:Apple_II_typical_configuration_1977.png



  
https://archive.org/details/debian_1.1



  

5-minute history of crypto...



  
https://en.wikipedia.org/wiki/Voynich_manuscript#/media/File:Voynich_Manuscript_(32).jpg



  
https://en.wikipedia.org/wiki/Enigma_machine#/media/File:Enigma_(crittografia)_-_Museo_scienza_e_tecnologia_Milano.jpg



  

https://www.cryptomuseum.com/crypto/usa/cvas/index.htm



  

https://www.philzimmermann.com/EN/essays/WhyIWrotePGP.html



  

This semester, we’ll...
● Spend a lot of time on: ● Not on:



  

Why?
● The Signal protocol covers all the basics (hash 

functions, symmetric crypto, asymmetric crypto, 
authentication, etc.), things that are important to 
privacy (deniable encryption, perfect forward secrecy, 
double ratchet, zero-knowledge proofs, etc.), and 
touches on other subjects (e.g., blockchain).

● Closer to my research area than bitcoin.



  

I’m not a crypto researcher, but my research 
touches on crypto from time to time...



  



  



  



  



  

Syllabus...
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