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Finite Fields

● Message authentication – Galois Counter Mode
● AES S-boxes
● Elliptic curve cryptography
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What is a field

● “In mathematics, a field is a set on which addition, subtraction, 
multiplication, and division are defined and behave as the corresponding 
operations on rational and real numbers do.” 

--Wikipedia
● In cryptography, we often want to “undo things” or get the same result two 

different ways
– Math!

● On digital computers the math you learned in grade school is not good 
enough
– Suppose we want to multiply by a plaintext, and the plaintext is 3. Great!
– Now the decryption needs the inverse operation.  Crap!
– 1/3 is not easy to deal with (not even in floating point or fixed point)
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What kind of field do we want for crypto?

● Should be integers
● Should be finite
● Should be efficient in digital logic

– Even for software implementations
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Good YouTube videos...

● https://www.youtube.com/watch?v=Ct2fyigNgPY
● https://www.youtube.com/watch?v=ColSUxhpn6A
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Field

● Commutative
a + b = b + a
a * b = b * a

● Associative
(a + b) + c = a + (b + c)
(a * b) * c = a * (b * c)

● Identity
0 != 1, a + 0 = a, a * 1 = a 

● Inverse
a + -a = 0
a * a-1 = 1

● Distributive
a * (b + c) = (a * b) + (a * c)
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Integers mod 100

● Commutative?  Associative?  Identity?
● Inverse?
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Integers mod 100

● Commutative?  Associative?  Identity?
● Inverse?

– Sometimes there is one, e.g., 3 and 67 (201 % 100 = 1)
– Sometimes not, e.g., 5
– Integers mod 100 is not a finite field!
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Integers mod 101

● Commutative?  Associative?  Identity?
● Inverse?

– Every number 0 < i < 101 has a multiplicative inverse
● Co-prime to 101, because 101 is prime 

– Integers mod 101 is a finite field!
● True of any prime number
● In general pk where p is prime and k is positive integer
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GF(2)

● Want to define a field over 2k possibilities for a k-bit number
● 2 is prime, all other powers of 2 are not

– Need to use irreducible polynomials
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https://jedcrandall.github.io/courses/
cse539spring2023/miniaesspec.pdf
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Why does AES use a finite field?



  

DES (16 rounds, 64-bit blocks, 56-bit key)



  



  

How to make S-boxes

● (Have to be invertible if not a Fiestel structure)
● Out of thin air? (DES)
● Randomly? (tricky)
● π? (Blowfish)
● Galois multiplicative inverses? (AES)



  

Tiny Encryption Algorithm (TEA), Feistel structure with 
64 rounds



  

AES is very efficient in both hardware and software

● Gallois multiplication built into hardware
● Different word sizes (8-bit, 16-bit, 32-bit, 64-bit)
● Lots of time-space tradeoffs

– E.g., rolling operations into the S-boxes
● Lots of parallelism
● Not a Fiestel structure

– No need to leave half a block untouched every round
● 10, 12 or 14 rounds

– Corresponds to 128-, 192- or 256-bit keys


	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15
	Page 16
	Page 17
	Page 18
	Page 19
	Page 20
	Page 21
	Page 22

