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Why assign a paper full of 
terminology we haven’t covered?

● Creates a “need-to-know”



  

Terminology basics we’ll be 
covering...

● Secure hash function
● Symmetric crypto (block or stream)
● MAC and HMAC
● Asymmetric crypto (key exchange, signatures)



  

terminology

Why is email harder?



  

More terms in the paper...
● Malleable encryption
● Repudiability
● Perfect forward secrecy
● Others?



  

Historical context
● Paper is from 2004

– “...Internet has grown over the last decade…”
● Today Signal and chat programs using Signal’s 

protocol (like WhatsApp and Viber) are more 
common
– If you’re really nerdy, you can run OTR 3 on XMPP



  

Why stream (or OTP) vs. block?
● OTP == one-time-pad
● Speed
● Malleability – can be good or bad
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