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RSA padding is not optional

● Security of RSA completely breaks down without 
padding

● Optimal Assymetric Encryption Padding (OAEP) solves 
this problem

● Random oracle model
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State of BAT Browsers circa 2016

● UCBrowser and Baidu Browser used purely symmetric crypto
● Reverse engineer APK, passively decrypt on the wire

● QQ Browser used a 128-bit RSA modulus
● Factor in <3 seconds with Wolfram Alpha, passively decrypt on 

the wire
● Some other details not relevant to this lecture

● Peculiar TEA-based algorithm for all three
● Insecure update mechanisms 
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QQ Browser

● WUP requests
● >10% of the apps in the Tencent app store make WUP 

requests
● Used to send telemetry, etc., back to the server, request and 

download updates, etc.
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Basic protocol for WUP request encryption

● Client chooses a “random” 128-bit AES key
● Session key

● Client encrypts that with the server’s RSA public key
● Using textbook RSA

● Client encrypts the WUP request with the AES session key
● Client appends the encrypted WUP request to the RSA-

encrypted AES session key
● Sends it to the server
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WUP server

● Receives the request from the client
● Uses its private key to decrypt the AES session key
● Uses the AES session key to decrypt the WUP request
● If decryption succeeds, responds with a WUP response 

that is encrypted with the same AES key
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Assumptions

● RSA modulus is 1024 bits
● Versions ≤6.3.0.1920 had 128 bits

● Entropy pool for randomness, and not ASCII-ified
● Versions ≤6.5.0.2170 used srand(time())
● Versions ≤6.3.0.1920 ASCII-ified the key (<253 entropy)

● Textbook RSA
● Versions >6.5.0.2170 might do padding? (can’t remember)
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Padding oracle attack

● Eve eavesdrops a WUP request from Alice to Bob
● Eve replays slightly modified versions of the WUP 

request’s RSA ciphertext (chosen ciphertext attack), 
learning one bit at a time of the RSA plaintext (the AES 
session key)

● Once the AES session key is recovered, Eve can 
decrypt Alice’s WUP request
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https://en.wikipedia.org/wiki/
Daniel_Bleichenbacher

● Bleichenbacher-style attack published in 1998
● Chosen ciphertext attack
● Padding oracle attack

● 0x00 0x02 [non-zero bytes] 0x00 [M]
● 2-17 to 2-15 probability a random ciphertext has this format 

when decrypted with RSA
● https://crypto.stackexchange.com/questions/12688/can-you-

explain-bleichenbachers-cca-attack-on-pkcs1-v1-5
● Takes a few million connections

https://crypto.stackexchange.com/questions/12688/can-you-explain-bleichenbachers-cca-attack-on-pkcs1-v1-5
https://crypto.stackexchange.com/questions/12688/can-you-explain-bleichenbachers-cca-attack-on-pkcs1-v1-5
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A much simpler attack (on QQ Browser)

● https://arxiv.org/abs/1802.03367
● Not necessary at the time we discovered it
● May or may not be applicable today
● Good for pedagogical purposes

https://arxiv.org/abs/1802.03367
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c × 2127e
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By the 128th step...
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Offline attacks are possible for smaller key sizes
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QQ’s padding is vulnerable

● Padding scheme is “ignore all but the lowest order 128 
bits”

● Other padding schemes that are more sophisticated 
could still be vulnerable

● How do we know if a padding scheme is good enough?
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Next lecture

● Random oracle model
● Optimal Asymmetric Encryption Padding (OAEP)
● Indistinguishability
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