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Outline

● What is a side channel?
● Differences in computation time
● Differences in power consumption
● Differences in cache behavior
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A side channel

https://commons.wikimedia.org/wiki/File:Domino%27s_Pizza_delivery_scooter_in_Southern_Taiwan_20070220.jpg
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According to Wikipedia
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How I prefer to think about side channels...

● A covert channel is “not intended for information transfer 
at all” (Lampson, B.W., A Note on the Confinement 
Problem. Communications of the ACM, 
Oct.1973.16(10):p. 613-615.).

● A side channel, unlike a traditional covert channel, does 
not assume any collusion between sender and receiver.  
Rather, the sender is leaking the information on accident 
or is tricked into doing so.
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Differences in computation time...
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https://en.wikipedia.org/wiki/Montgomery_modular_multiplication
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Dragonblood attacks on WPA3

● Slides plagiarized from… 
https://papers.mathyvanhoef.com/wac2019-slides.pdf

https://papers.mathyvanhoef.com/wac2019-slides.pdf
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Differences in power consumption...
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16 rounds of DES (smart card)
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Rounds 2 and 3 of DES
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Any difference?

y = (x >> 1) | ((x & 1) << 27) y = x >> 1

if (x & 1 == 1):

y = y | (1 << 27)

Note: this is a 28-bit rotation for DES key scheduling.
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Individual clock cycles
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Differences in cache behavior...



  

Modular exponentiation

153189 (mod 251)

Naive way: multiply 153 times itself 189 times.
Won’t work for, e.g., 2048-bit numbers, 

especially for the exponent



  

Better way (all mod 251)

1530 = 1

1531 = 153

1532 = 66

1534 = 89

1538 = 140 

15316 = 22

15332 = 233

15364 = 73

153128 =  58



  

Better way

● 189 in binary is 0b10111101
● 189 = 1*27 + 0*26 + 1*25 + 1*24 + 1*23 + 1*22 + 0*21 + 1*20

● 153189 (mod 251) = 153(128+0+32+16+8+4+0+1) (mod 251)
 = 153128 * 15332 * 15316 * 1538 * 1534 * 1531 (mod 251)

 = 58 * 233 * 22 * 140 * 89 * 153 (mod 251)

 = 73
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http://www.daemonology.net/papers/htt.pdf
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Parting thoughts

● Implementations should be constant time, constant 
power, etc.

● Elliptic curves?  Quantum resistant?
● Especially hard if the attacker can modulate the power, 

clock, etc.
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