
  

Syllabus...



  

Discussion of the ConceptDoppler paper...



  

Preview: OSI model
● Layer 1: Physical
● Layer 2: Link
● Layer 3: Network (think IP routing)
● Layer 4: Transport (TCP, UDP, etc.)
● Layers 5 and 6: Session and Presentation
● Layer 7: Application (e.g., HTTP)



  https://commons.wikimedia.org/wiki/File:Firewall.png



  

https://censoredplanet.org/throttling



  
https://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/atlas/more_isp_maps.html



  



  



  



  



  



  



  

Things to think about...
● What assumptions did the authors make that 

maybe they shouldn’t have?
● What if they measured from many places in 

China instead of to many places in China?
● Other problems with methodology?
● Statefulness of TCP, other evasion possibilities



  
https://www.nouahsark.com/img/great_wall/maps/great-wall-of-china-history-map.php



  
https://en.wikipedia.org/wiki/Internet_censorship_in_China#/media/File:Topology_of_the_Chinese_firewall.svg



  

Passive and Active Measurements (PAM) 2011...



  



  



  

Privacy Enhancing Technologies (PETS) 2015...
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