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Alternatives to Netfilter
● FreeBSD

– IPFW, natd, IPFILTER, PF
● Russia’s TSPU

– Appears to be a custom implementation and not one of the above
● SOCKS proxies in user space, instead of NAT

– Used by Tor, ShadowSocks, etc.
● Great Cannon?  Great Firewall?

– I don’t know one way or the other (maybe user space stack, or based on  
Linux, combination of both… who knows?)
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NAT == Network Address Translation
● Typically between private and public

– 192.168.0.0/16, 10.0.0.0/8, and 172.16.0.0/12 are private
– 127.0.0.0/24 is loopback
– Most of everything else is public (i.e., routable)

● Bogon filtering
– Internet routers drop packets to/from private IPs (mostly)

● Most of the times you use the Internet you’re going through multiple 
layers of NAT
– E.g., access points, VPNs, Carrier Grade NAT (CGNAT)



  
https://en.wikipedia.org/wiki/Network_address_translation#/media/File:NAT_Concept-en.svg



  
https://en.wikipedia.org/wiki/Carrier-grade_NAT#/media/File:CGN_IPv4.svg



  

Routing

● Also called “Layer 3” or “Network Layer”
● Internet routers build routing tables and apply them

– Using, e.g., BGP
● Hosts also have a lot of routing logic

– Firewalls, munging, load balancing, multihoming, VPN, etc.



  

Normal Linux...



  



  



  

https://linuxhint.com/configure-nat-on-ubuntu/



  

Normal Linux with a VPN...



  



  

Android...



  



  

ip rule list



  

iptables -L



  



  



  

Firewall

https://en.wikipedia.org/wiki/Firewall_(computing)#/media/File:Firewall.png



  

Stateful vs. stateless

● Stateful has to refer to conntrack (or something like it)

● Stateless does not need to refer to conntrack



  

conntrack

https://blog.cloudflare.com/conntrack-tales-one-thousand-and-one-flows/



  

Network Intrusion Detection System

● NIDS
– Can be in-path or on-path
– Can be passive or active

● Log a report, inject RSTs, drop, ...
– Anomoly-based vs. rule-based
– Sometimes the line between firewall and NIDS is not clear

● Typically firewalls operate in layers 3 and 4 and are in-path, typically NIDS 
operates in layers 3 through 7 and are on-path



  

Snort rule examples from 
https://cyvatar.ai/write-configure-snort-rules/ ...

https://cyvatar.ai/write-configure-snort-rules/


  



  



  

Firewalls and Deep Packet Inspection (DPI)
● Dual use technology

– Network access controls
– Security monitoring and response
– Load balancing
– NAT
– VPNs
– Surveillance (“userid=*, longlat=*”)
– Censorship (“falun”)
– Throttling (“twitter.com”)
– Targeted attacks (“HTTP GET cbjs.baidu.com/js/o.js”)



  

This work is licensed under a Creative Commons 
Attribution-ShareAlike 3.0 Unported License.

It makes use of the works of Mateus Machado Luna.
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