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“Privacy is an inherent human right, and a
requirement for maintaining the human condition
with dignity and respect.”

— Bruce Schneier (2009). Schneier on Security, p. 69, John Wiley & Sons.



0—0 “No one shall be subjected to arbitrary interference
5o’ with his privacy, family, home or correspondence,
AN nor to attacks upon his honour and reputation.
“o—o~ Everyone has the right to the protection of the law

o0 against such interference or attacks.”

00 — United Nations Universal Declaration of Human Rights, Article 12.



Crypto Wars and related events

* Phil Zimmerman and PGP, crypto exports

* Operation Sundeuvil

* Clipper Chip (Clinton administration)


https://en.wikipedia.org/wiki/Pretty_Good_Privacy#Criminal_investigation
https://en.wikipedia.org/wiki/Bernstein_v._United_States
https://www.cybereason.com/blog/malicious-life-podcast-operation-sundevil-and-the-birth-of-the-eff
https://www.cybereason.com/blog/malicious-life-podcast-operation-sundevil-and-the-birth-of-the-eff
https://www.eff.org/pages/mitch-kapor-john-barlow-interview
https://www.mattblaze.org/papers/eesproto.pdf

What were the Crypto Wars about?

* |n the context of this talk:

* Fears that government restrictions would weaken the ability
of individuals to use strong cryptography for private
communications.

* Fears that simply having or using specific software would be
criminalized.



Current state of affairs

« U.S. and “the West” — Crypto wars are now about platforms and apps, e.qg.,
EARN IT Act, Tik Tok bans, end-to-end messaging apps

« China — Encryption allowed, restricted by SNI (Server Name Indicator, i.e.,
platforms and apps)

* Russia — Also SNI-based censorship, and the government is a trusted
certificate authority


https://en.wikipedia.org/wiki/EARN_IT_Act
https://en.wikipedia.org/wiki/Restrictions_on_TikTok_in_the_United_States
https://en.wikipedia.org/wiki/Blocking_of_Twitter_in_Brazil#Blocking
https://www.reuters.com/technology/uk-us-hold-private-talks-resolve-apple-encryption-order-bloomberg-news-reports-2025-03-13/
https://gfw.report/publications/usenixsecurity23/en/
https://diwenx.com/assets/files/tspu-imc22.pdf
https://keep.lib.asu.edu/items/193350
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(Encrypted Client Hello, or ECH, is a way to hide the Server Name Indicator, or SNI)

In November 2024, Russia began blocking Cloudfiare's implementation of
Encrypted Client Hello (ECH), a privacy-focused extension of the TLS protocol.
“This technology is a means of circumventing restrictions on access to
information banned in Russia. Its use violates Russian law and is restricted by
the Technical Measure to Combat Threats (TSPU)," the statement by the Russian
Internet regulator read.


https://adguard-dns.io/en/blog/encrypted-client-hello-misconceptions-future.html

What this lecture is about: if you get past SNI
filtering (e.g., with a VPN), can encryption hide
which apps and platforms you’re using, or hide

the fact that you’re using a VPN?
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ScrambleSuit: A Polymorph Network
Protocol to Circumvent Censorship

Philipp Winter Tobias Pulls Juergen Fuss

Karlstad University Karlstad University Upper Austria University of
Applied Sciences


https://censorbib.nymity.ch/pdf/Winter2013b.pdf

obisproxy

ScrambleSuit

ScrambleSuid

l Tar client \ 1

Figure 2: ScrambleSuit is a module for obfsproxy
which provides a SOCKS interface for local applica-
tions. The traffic between two obfsproxy instances
is disguised by ScrambleSuit.

Censor
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How many of you have broken no laws this month?
That's the kind of society | want to build. | want a
guarantee - with physics and mathematics, not with
laws - that we can give ourselves real privacy of
personal communications.

---John Gilmore



“apps and platforms” - “protocols”



Two approaches

* Try to look nothing like the banned
protocol that you are

* Try to look like a protocol that everyone is
using that is not banned



Fingerprinting Obfuscated Proxy Traffic with Encapsulated TLS Handshakes

Diwen Xue* Michalis Kallitsis' ~Amir Houmansadr ¥ Roya Ensafi*
*University of Michigan "Merit Network, Inc. * University of Massachusetts Amherst

USENIX Security 2024
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Detecting VPN Traffic through Encapsulated TCP Behavior

Michelina Hanlon Gerry Wan
Stanford University Stanford University
Anna Ascheman Zakir Durumeric
Stanford University Stanford University

e 3WHS: The presence of a three-way SYN, SYN-ACK, ACK
handshake to open the connection (RFC 9293, Section 3.5).

e 500MsACK: The presence of an ACK packet generated with-
in 500 ms of the arrival of a data segment (RFC 9293, Section
3.8.6.3).

e 2RMSS: The presence of an ACK packet generated after
the receival of 2xRMSS bytes of data, where RMSS is the
maximum segment size (MSS) specified by the TCP endpoint
receiving the segments (RFC 9293, Section 3.8.6.3).
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The Discriminative Power of Cross-layer RTTs

in Fingerprinting Proxy Traffic

Diwen Xue Robert Stanley  Piyush Kumar Roya Ensafi
University of Michigan
{diwenx, rsta, piyushks, ensafi}@umich.edu
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Fig. 2: Protocol layerings in Direct vs. Proxied Connections.
In proxied connections, transport sessions terminate at the proxy,
whereas the application layer connection remains end-to-end. ¢
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Is Custom Congestion Control a Bad Idea for Circumvention
Tools?

Diwen Xue
University of Michigan
Ann Arbor, Michigan, USA
diwenx @umich.edu

Piyush Kumar
University of Michigan
Ann Arbor, Michigan, USA
piyushks@umich.edu

Wayne Wang
University of Michigan
Ann Arbor, Michigan, USA
wswang @umich.edu

Ayush Mishra Anonymous Roya Ensafi
ETH Ziirich University of Michigan
Ziirich, Switzerland Ann Arbor, Michigan, USA
aymishra @ethz.ch ensafi@umich.edu
(FOCI 2025)
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https://witestlab.poly.edu/blog/tcp-congestion-control-basics/
https://witestlab.poly.edu/blog/tcp-congestion-control-basics/

Does the DPI need to be nearly perfect w.r.t.
false positives and false negatives?

Can shut down VPNs at critical times
Can collect data about connections over a long period of time

— correlate with other data (like financial or social graph information)?
Can use laws as a deterrent

Can perform active probing, forensic analysis of confiscated devices,
etc.

- E.g., in Brazil: daily fine of fifty thousand reals (US$9,104) for users who
bypass the ban with a VPN


https://censorbib.nymity.ch/pdf/Wails2024a.pdf

OpenVPN is Open to VPN Fingerprinting

Diwen Xue, Reethika Ramesh, and Arham Jain, University of Michigan;

Michalis Kallitsis, Merit Network, Inc.; ). Alex Halderman, University of Michigan;

Jedidiah R. Crandall, Arizona State University/Breakpointing Bad; Roya Ensafi,
University of Michigan

https://www.usenix.org/conference/usenixsecurity22/presentation/xue-diwen
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Online Website Fingerprinting: Evaluating Website
Fingerprinting Attacks on Tor in the Real World

Giovanni Cherubin, Alan Turing Institute; Rob Jansen, U.S. Naval
Research Laboratory; Carmela Troncoso, EPFL SPRING Lab

https://www.usenix.org/conference/usenixsecurity22/presentation/cherubin
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Websites vs. webpages

* Website fingerprinting is knowing that you’re going to
, webpage fingerprinting Is
knowing that you’re going to

* Device fingerprinting, browser fingerprinting, etc. are
also an issue for VPNs and Tor.


https://en.wikipedia.org/
https://en.wikipedia.org/wiki/Operation_Sundevil

Is there hope?



Requirements for traffic obfuscation

* Has to support the protocols above it, in terms of sending
the amount of information needed at the times needed

e Has to not have an obvious signature that can be banned
— Diversity over time and across individuals

e Has to look like the network flows In the natural
environment



French Flag Model
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https://www.researchgate.net/figure/The-Fre
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Distance from Morphogen Source


https://www.researchgate.net/figure/The-French-Flag-model-for-positional-information-Based-on-Wolpert-1969_fig6_301250801
https://www.researchgate.net/figure/The-French-Flag-model-for-positional-information-Based-on-Wolpert-1969_fig6_301250801
https://www.researchgate.net/figure/The-French-Flag-model-for-positional-information-Based-on-Wolpert-1969_fig6_301250801

Adult Initial Pattern Stable Pattern

Two morphogens Gradients 2D pattern More complicated

https://www.wired.com/2011/02/turing-patterns/

Spots and stripes Labyrinth



https://www.wired.com/2011/02/turing-patterns/

https://censorbib.nymity.ch/


https://censorbib.nymity.ch/
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