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How do you know who you're talking to when you
do encryption?

Authentication and non-repudiation

What If your private key gets stolen?

Forward secrecy and future secrecy



Check out...

https://media.ccc.de/v/25¢3-3023-en-making_the_theoretical_possible

Also check out:
https://www.win.tue.nl/hashclash/rogue-ca/


https://media.ccc.de/v/25c3-3023-en-making_the_theoretical_possible
https://www.win.tue.nl/hashclash/rogue-ca/
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Certificate Viewer: breakpointingbad.com

General Details

Issued To
Common Mame (CN) breakpointingb
Organization (0)
Organizational Unit (OU)
Issued By
Common Name (CN)
Organization (0)
Organizational Unit {OU)
Validity Period

Issued On Thursday, December 22, 2022 at 10:57:13 PM

Expires On Wednesday, March 22, 2023 at 10:57:12 PM

Fingerprints
SHA-256 Fingerprint 8105 41 BO 19 8B 06 9C 90 20 7F B3 EE 60 2E AB

BD 64 25 F9 D8 DE 87 7D FD 70 34 AC F9 F5 DE 92
SHA-1 Fingerprint €195 59 2C 66 12 BC 36 71 7E 99 C9 60 98 12 DA

We are a non-profit founded in 20

combined experience focusing on




Certificate Viewer: breakpointingbad.com

General  Details

Issued To

Commaon Name (CN)
Organization (Q)
Organizational Unit (OU})

Issued By

Commaon Name (CN)

Organization (0)

Organizational Unit (OU)
Validity Period

Issued On

Expires On

Fingerprints

breakpointingbad.com
<Mot Part Of Certificates
<Mot Part Of Certificates

R3
Let's Encrypt
<MNot Part Of Certificate=

Thursday, December 22, 2022 at 10:57:13 PM
Wednesday, March 22, 2023 at 10:57:12 PM

SHA-256 Fingerprint 8105 41 B0 19 8B 06 9C 90 20 7F B3 EE 60 2E AB
BD 64 25 F9 D& DE 87 70 FD 70 34 AC F9 F5 DE 92

SHA-1 Fingerprint C19552 2C 66 12 BC 36 71 7E 99 €9 60 95 12 OA
Bg 02 1D &7



breakpointingbad.com
Certificate Fields

« breakpeintingbad.com
« Certificate
Version
Serial Number

Certificate Signature Algorithm

Issuer
« Validity
Mot Before
Field Value

04:Be 280 FD:B3:AC:F1:34:37:27:94:9F: F5:A8: 541 2:ER

Export...



breakpointingbad.com

Certificate Fields

+ breakpointingbad.com
« Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
- Validity

Mot Before

Field Value

PKCS #1 SHA-256 With RSA Encryption



Certificate Fields

w breakpointingbad.com
« Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
- Validity

Mot Before

Field Value

CN=R3
0 = Let's Encrypt
C=USs



breakpointingbad.com

Certificate Fields

Certificate Signature Algorithm
Issuer
- Validity
Not Before
Not After
Subject
+ Subject Public Key Info

Subject Public Key Algorithm

Field Value

3/22/23, 10:57:12 PM MST

Export...



breakpointingbad.com

Certificate Fields

Certificate Signature Algorithm
Issuer
- Validity
Mot Before
Mot After
Subject
= Subject Public Key Info

Subject Public Key Algorithm

Field Value

CN = breakpointingbad.com



breakpointingbad.com

Certificate Fields
Not After
Subject

+ Subject Public Key Info
Subject Public Key Algorithm
Subject's Public Key

+ Extensions
Certificate Key Usage

Extended Key Usage

Field Value

Modulus (2048 bits):

DC DA FO 96 47 5C 62 91 27 27 AD B2 95 EE 3D 51
CF26 EB EC 27 EE ED 2E oF DA 1D BF 83 2F 12 FO
EA CC9s 5B 8C C1 3E A1 Ce 46 90 4D E5 93 20 E1
SCo9B 62 BE B2 3A7F 77 7C 85 CB 8C F3 OF B9 0D
38 26 90 0N 39 &C FF F4 RS AD 0A 94 75 AA F9 41



Certificate Fields

w breakpointingbad.com
« Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
= Validity

Mot Before

Field Value

Y8 ZF 52 F3 bH 5E bU BL 18 2L 93 &2 BB LS &1 L
40 B4 OF 53 D9 BD BA 22 F9 52 90 76 37 FO C4 56
31 F8 8D C7 Bs 21 3E FB OF 83 BB A7 CF F3 B4 A1

Public Exponent (17 bits):
01 00 01

Export...



Certificate Hierarchy

= Builtin Object Token:ISRG Root X1
» R3

breakpointingbad.com

Certificate Fields

Subject’s Public Key
= Extensions
Certificate Key Usage
Extended Key Usage
Certificate Basic Constraints
Certificate Subject Key ID
Certification Authority Key ID
Authority Information Access
Field Value

Critical
Is not a Certification Authority



Why hash functions?

* Speed
« Symmetric crypto is generally faster than asymmetric
« Hashes are generally faster than either

* Error detection (e.g., checksum)
* Security and privacy



Why cryptographic hash functions?

Unique identifier for an object
Integrity of an object

- E.g., message authentication codes
Digital signatures

Sign the digest
* E.g., 1024-bit RSA, 100MB message, 256-bit digest

Passwords
Proof of work



https://fen.wikipedia.org/wiki/Message_authentication_code
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https://en.wikipedia.org/wiki/HMAC

| i_pad | xor [EOIPad | xor
i key pad | [ okeypad ||
64 bytes 64 bytes
<= 64 bytes <= 64 bytes :
i key pad message
_ SHA1 - 1st pass
SHA1 - 2nd pass
64 bytes
20 bytes :



https://en.wikipedia.org/wiki/HMAC

Input

Fox

cryptographic
hash
function

Hash function example

Digest

DFCD
696C

3454
24D9

BBEA 788A
7009 cA99

751Aa
2D17

The red fox
jumps over
the blue dog

cryptographic
hash
function

0086
ACC?

46BB
6CD1

FB7D CBE2
90B1 EEGE

823cC
3ABC

The red fox
jumps ouer
the blue dog

cryptographic
hash
function

8FD8
76B1

7558
7979

7851 4F32
ODA4 AEFE

D1C6
4819

The red fox
jumps oevr
the blue dog

cryptographic
hash
function

FCD3
D401

7TFDB
coa9

5AF2 C6FF
7D9A 46AF

915F
FB45

The red fox
jumps oer
the blue dog

cryptographic
hash
function

8ACA
1799

D682
7D88

D588 4c75
BCF8 92B9

4BF 4
6A6C

By User:Jorge Stolfi based on Image:Hash_function.svg by Helix84 - Original work for Wikipedia, Public
Domain, https://commons.wikimedia.org/w/index.php?curid=5290240




0O What makes a hash function cryptographic?

OO + One-way function
OO « Deterministic (same input, same output)

O O -« Infeasible to find message that digests to specific hash value

OO * Infeasible to find two messages that digest to the same hash

O O. -+ Avalanche effect (small change in message leads to big
O O changes in digest---digests seemingly uncorrelated)

00 « Still want it to be quick



Example algorithms

« MD5: 128-hbit digest
+ seriously broken
« SHA-1: 160-bit digest
* not secure against well-funded adversaries
« SHA-2: 224 to 512 bit digest
« Merkle-Damgard construction
« SHA-3: 224 to 512 bit digest

« Sponge construction
« adopted in August of 2015

« CRC32: not cryptographic, very poor choice



Example algorithms

-28-bit digest, seriously broken

« SHA-1: 160-bit digest, not secure against well-funded
adversaries

. 224 to 512 bit digest, adopted in August of 2015
* CRC32: not cryptographic, very poor choice



Property #1

* Pre-image resistance

* Given h, it should be infeasible to find m such that h =
hash(m)

Neither MD5 nor SHA-3 are broken in this way, but
MD5 digests are small.



Property #2

« Second pre-image resistance

- Given a message m, it should be infeasible to find
another message m, such that...
hash(m.) = hash(m,)

Neither MD5 nor SHA-3 are broken in this way, but
MD5 digests are small.



Property #3

 Collision resistance

- It should be infeasible to find two messages, m,
and m, such that...
hash(m,) = hash(m,)

SHA-3 is not broken in this way, MD5 broken in
seconds on your laptop, SHA-1 with $100K or so.



Wang Xiaoyun

* Tsinghua University

« Contributed a lot of ideas
to cracking MD5, SHA-O,
and SHA-1




0O Length extension attack

—
jedigmariposa:~$ echo "password='1DEnr45#d3'&donut=choc&quantity=1" | md5sum
91a9fc74a98997dba291a26a91c9648e -

jedigmariposa:~$ echo "password='1DEnr45#d3'&donut=choc&quantity=100" | md5sum

8fdd2d4515bcba887b1b80a653f21e0c -

"password:= 'sdonut=choc&quantity=1" | md5sum

91a9fc74a98997dba291a26a91c9648e -
jedi@mariposa:~$ echo "password-| N Sdonut=choc&quantity=100" | md5sum
8fd@2@ﬁ515bcba887b1b8@a653f21e@c -

o — O MD5 and SHA-1 vulnerable, SHA-2 basically is, SHA-3 is not



Length extension attack

* One issue is If the attacker doesn’t know the password

* Another issue is if the password is different but the
attacker finds a collision later on



MD5

Pad to multiple of 512 bits
4 rounds
4 32-bit words at a time

Concatenate them at the
end for a 128-bit digest

F is non-linear, varies by
round

Fig. 1. One MD5 step

A B C D
v P, T
[]: F —T—
v =
Mi—DEH
v
Ki—+HH
L 2
<<
h
.
[Ny
A B C D
Round (i) F(X.Y, Z) q
0 (XAYIV(-X AL i
1 (XAZ)VYA-Z) | (Bxi+ 1) mod 16
2 (Xal¥Yas) i[d =1+ 5) mod 16
3 (Y @& (X v -Z)) (7 = i) mod 16

http://koclab.cs.ucsb.edu/teaching/cren/project/2008/savage.pdf




SHA-3

Sponge construction, 1600 bits of internal state

absorbing | squeezing

Po P P-1 | Zo VA
|
A T R IS
I 0 > —» :> > .
X |
|
f f £l f f
Cl|OF— > > > —» — > > I
|
v \_/ \_/ \_/ : _/ 4

https://en.wikipedia.org/wiki/SHA-3



Birthday attack

* Probability of collision is 1 in 2", but the expected
number of hashes until two of them collide is sqgrt(2")=2"2

 Why? Third try has two opportunities to collide, fourth has
three opportunities, fifth has six, and so on...



24 people, same birthday?

( 1 ) Young Jﬂélgrizra Anders
Worden Sep 24 . Ot 17 Armstrong
Feb7 : " Aug 5
Swigert i ; Bean
Aug 30 Mar 15
Stafford Borman
Sep 17 Mar 14
Shepard \ Cernan
Nowv 18 Mar 14
Scott , Collins
Jun 6 Ot 31
Schmitt” ‘Conrad
Jul 3 Jun 2
Roosa ' Duke
Aug 16 Oct 3
Mitchell Evans
Sep 17 . MNowv 10
MattinN : Gordon
Mar 1 . Oct b
Lovell —— Haise
Mar 25 Mar 17 Nov 14

https://commons.wikimedia.org/wiki/File:Birthday_attack_vs_paradox.svg



Chosen-prefix collision attack

- Given two prefixes p, and p,, find m_ and m, such that
hash(p,|Im,)=hash(p.||m.)

* pl and p2 could be domain names in a certificate,
Images, PDFs, etc. ... any digital image.



Ingredients for a practical chosen prefix attack
on MD>5

* Collision attack on MD5

« That works for any initialization vector (so you can put bits in
front)

* Length extension attack
So you can put identical bits on the end
« Birthday attack

So you can bridge the prefix to a block that meets the
requirements of the collision attack



MD5 collision attack by Wang and Yu

Fig. 1. Omne MDE5 step

A B C D
["'j= I3 ﬂ"'\_r""\_
L 4 =
Mi—bE‘a
| i | Sagns
Cp = (0.0,0.0,2% 0,0,0.0,0.0,2',0.0,2%,0) E;
and {:
7 = (0,0,0,0,2%,0,0,0.0,0,0, —215, 0,0, 251, 0) e
A B C D
Round (i) F{X. ¥, Z) q
0 (XAYIV(=XAZ) i
1 (XAZ)W(Y A-Z) | (Bxi+ 1) mod 16
2 (Xae¥YaZ) i3 xi+5) mod 16
3 (Y & (X Vv-Z)) (7 = i) mod 16

http://koclab.cs.ucsb.edu/teaching/cren/project/2008/savage.pdf



An example

Both have digest 79054025255fbla26e4bc422aef54eb4

d131ddB2c5ebeecd693d9a0698aff95c2fcab58712467eab4004583eb8fb7 89
55ad340609f4b30283e488832571415a085125e8f7cdc99fd91dbd f280373c5b
d8823e3156348f5baebdacd436c919c6dd53e2b487dad3fd02396306d248cdab
e99f33420f577eeBce54b67080280d1ec69B821bcbbaBB39396T9652be 72270

d131dd@2c5ebeecd693d9a0698aff95c2fcab50712467eab4004583eb8Tb7 89
55ad34060974b30283e488832571415a085125e8f7cdc99fd91dbd7280373c5b
d8823e3156348f5baebdacd436c919c6dd53e23487dal3fd02396306d248cdab
e99f33420f577eeBce54bb7080280d1ect9821bcbbaBB39396T965abeTT72a70

https://www.mscs.dal.ca/~selinger/md5collision/



Short Chosen-Prefix Collisions for MD5
and the Creation of a Rogue CA Certificate

Marc Stevens', Alexander Sotirov?,

Jacob Appelbaum?®, Arjen Lenstra*®, David Molnar®,
Dag Arne Osvik*, and Benne de Weger”



legitimate website rogue CA certificate

certificate
serial number | serial number
commercial CA name commercial CA name
validity period validity period

chosen prefixes rogue CA name
1024 bit RSA public key

v3 extensions

domain name

S Ua=TRUE
2048 bit RSA public key collision bits
| S
. v3extensions | identical suffixes
“CA = FALSE”®

Fig. 1. The to-be-signed parts of the colliding certificates






root CA

intermediate CA's

M M N N E N N B B B B B N B M .

Slide from MD5 Considered Harmful Today, Creating a
rogue CA certificate by Sotirov et al.



OTR and Signal...



* "On the record": all that is said can be quoted and
attributed.

* "Unattributable": what is said can be reported but
not attributed.

* "Off the record": the information Is provided to
Inform a decision or provide a confidential
explanation, not for publication.


https://en.wikipedia.org/wiki/Source_(journalism)

https://www.theguardian.com/film/2014/oct/11/citizenfour-review-snowden-vindicated-poitras-nsa-journalism



TOP SECRET/SIFORCON/MNOFORN

» - ﬁ
C ‘ E Hotmail k0K nge HAMe talk 1 Tube!
MBIl facebook >

YaHoO! < AOL b mail &

asisuney Dates When PRISM Collection A
Began For Each Provider

PRISM Program Cost: ~
$20M per year

I I | I | |
2007 2008 2009 2010 2011 2012 2013

TOP SECRET/SIVORCON/NOFORN




OTR

* Off-The-Record messaging

e 2004, Nikita Borisov, lan Goldberg, Eric Brewer.
"Off-the-Record Communication, or, Why Not
To Use PGP”

* (PGP is from 1991, basically RSA for email)



Co

nversation Options Send To OTR %

() Bob

(02:57:44 PM) Attempting to start a private conversation with
otr bob@jabber.org/Home...

should authenticate this buddy.

started.

(02:58:10 PM) otr_bob@jabber.org has not been authenticated yet. You

o) (02:58:11 PM) Unverified conversation with otr bob@jabber.org/Home

&l Font 2! Insert

A Unverified

https://otr.cypherpunks.ca/help/3.2.0/authenticate.php?lang=en




Requirements, OTR vs. TLS...

Forward secrecy
- Both OTR and TLS care, for different reasons

Deniable authentication a.k.a. off-the-record
- TLS doesn’t care about this, OTR does

Future secrecy
- TLS doesn’t care about this, OTR does it by accident

Out-of-order messages, parties offline for long periods of time, groups...
— TLS doesn’t need to worry about any of these, nor does OTR (Signal does)



Off-The-Record (OTR) Messaging

Based on Diffie-Hellman and AES, and originally SHA-1
- There are new versions

Deniable Authentication

- “Off the record” in journalism
Forward secrecy

- Ephemeral key exchange

Future secrecy (not a design goal, but has it)



Deniable Authentication

* Concept of “malleabllity”

* Basic idea has two parts:

- Hash the decryption key for a message, use the
nash digest as an authentication key

- Reveal the authentication key in the next message



Forward secrecy

* |f Alice or Bob’s key is compromised, past
messages cannot be decrypted by the
adversary



Ratchet in saliling...

https://lwww.westmarine.com/harken-snubbair-ratcheting-drum-19471861.html



Forward Secrecy (ratchet)

Alice

https://signal.org/docs/specifications/doubleratchet/



Future Secrecy

* Future secrecy Is not the same as forward secrecy,
and is In fact sometimes called backward secrecy

* If a private key is compromised, the attacker needs
to intercept every message thereafter or else the
crypto will “self heal”

* We get this for free because of the Diffie-Hellman
key exchange every time we ratchet in OTR



Signal

* Multiple devices, some or all can be offline for
long periods of time

* Group messages



A -

https://www.cnbc.com/2021/01/12/how-to-use-signal-instead-of-whatsapp.html



Typical authentication

Verify Safety Number

30030 73005 65874
8555 83814 88358

22378 EI ‘E' 1? I:rl 27718

LL 70

To verify the serurity of your end-to-end encryption with Tony
Cheeseburger compare the numbers above with their
device.

W You have not verified your safetv number with Tony Chees

Mark as verified




Silent Circle SCIMP ratchet

Alice Master Key Bob Master Key

Key 1 Message 1

Message 1 Key 1

¢

Key 2 Message 2

¢

Key 3 Message 3

Key 4 Message 4

¢
!



Tradeoffs

Both have forward secrecy, but SCIMP’s is better

- In synchronous case, can ratchet and delete old key right away if
Bob acknowledges it and ratchets, too

OTR ratchet not great for multiple devices, devices that go
offline

SCIMP ratchet leaves key material around for a long time if
messages are lost or out of order

OTR ratchet “self heals”, i.e., future/backward sececy



& <& & &
g& ¥ 37 &7 Jo
o b b o

1,B1

ﬁE,M S

https://en.wikipedia.org/wiki/Double_Ratchet_Algorithm



X3DH

K, IKg
IK = Identity Key N
EK = Ephemeral Key 1
SPK = Signhed Pre-Key
OPK = One-Time Pre-Key A 2
EK, —3 SPKg
SK = KDF(DH1 || DH2 || DH3 || DHA4) 3
Alice’s first message encrypts the two on H“n.._._
the left, authentication for Bob’s SPK TS
comes from the signature. .
OPKg

Deniability?



Z.ero Knowledge Proofs

Used for forming groups in Signal

“a method by which one party (the prover) can prove to
another party (the verifier) that a given statement is true
while the prover avoids conveying any additional
Information apart from the fact that the statement is
iIndeed true”

(also the
source of the following images and examples)

60


https://en.wikipedia.org/wiki/Zero-knowledge_proof

61



62
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Example with discrete log

* g‘modp=y
« Peggy wants to prove she knows x
- Each round, Peggy computes C = g"'mod p
« She generates r randomly
* In each round, Victor can ask for...
* r --or--
* (X+r)mod (p-1)

gx+nmed®-Ymod p = g*g" mod p = Cy mod p

64



The Hacker News

Home Data Breaches Cyber Attacks Vulnerabilities Webinars Store Contact Q =

&

- Monitor your web services _ 2
!i i! . for cyber threats with the _ Sign Up Now

CrowdSec CrowdSec Console

Signal Messenger Introduces PQXDH Quantum-Resistant Encryption

f Sep 20,2023 & THN Encryption / Privacy

Foster
collaboration
between
ITOps and
SecOps using
Endpoint
Central.

Manal;aEnqini:ﬂ\

Endpoint Central




& What is Messaging LayerSsec. x | +

<« — (& & messaginglayersecurity.rocks

Two key differences with Signal:
-Federated
-No deniability

Messaging Layer
Security (MLS)

L3 MLS

Messaging Layer Security (MLS) is an
IETF working group building a modern,
efficient, secure group messaging
protocol.

View My GitHub Profile



Resources


https://signal.org/blog/advanced-ratcheting/
https://en.wikipedia.org/wiki/Off-the-Record_Messaging
https://en.wikipedia.org/wiki/Double_Ratchet_Algorithm
https://signal.org/docs/specifications/doubleratchet/
https://signal.org/docs/specifications/x3dh/
https://www.youtube.com/watch?v=7WnwSovjYMs
https://en.wikipedia.org/wiki/Global_surveillance_disclosures_(2013%E2%80%93present)
https://en.wikipedia.org/wiki/Global_surveillance_disclosures_(2013%E2%80%93present)
https://thehackernews.com/2023/09/signal-messenger-introduces-pqxdh.html

EX?O‘J\NC%\/PTQ\/\}EOLOQY

DE. ADAM L. YOUNe DE. MOTI YUNG

68



CRYPTOGRAPHY AND DATA SECURITY

69



Cryptography Engineering by Ferguson et al.

Design
Principles
and Practical
Applications

Niels Ferguson
Bruce Schneier
Tadayoshi Kohno
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