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For gcd (greatest common divisor)

● https://en.wikipedia.org/wiki/Euclidean_algorithm

https://en.wikipedia.org/wiki/Euclidean_algorithm
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https://stackoverflow.com/questions/11175131/code-for-greatest-common-divisor-in-python

https://stackoverflow.com/questions/11175131/code-for-greatest-common-divisor-in-python
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Extended Euclidean Algorithm

● https://en.wikipedia.org/wiki/Extended_Euclidean_algorithm
● https://crypto.stackexchange.com/questions/5889/calculating-rs

a-private-exponent-when-given-public-exponent-and-the-modul
us-fact

https://en.wikipedia.org/wiki/Extended_Euclidean_algorithm
https://crypto.stackexchange.com/questions/5889/calculating-rsa-private-exponent-when-given-public-exponent-and-the-modulus-fact
https://crypto.stackexchange.com/questions/5889/calculating-rsa-private-exponent-when-given-public-exponent-and-the-modulus-fact
https://crypto.stackexchange.com/questions/5889/calculating-rsa-private-exponent-when-given-public-exponent-and-the-modulus-fact
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Multiplicative inverses for finite fields...
● Find d = e-1 for a finite field mod p:

– sp + te = gcd(p, e)
– sp + e-1e = 1

● t = d = e-1, can throw away s
● Easier way that you already did on Exam 1: Fermat’s little 

theorem
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ap mod p = a (mod p)
ap-1 mod p = 1 (mod p)
ap-2 mod p = a-1 (mod p)
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https://mathlesstraveled.wordpress.com/2017/12/12/fermats-little-theorem-proof-by-necklaces/

https://mathlesstraveled.wordpress.com/2017/12/12/fermats-little-theorem-proof-by-necklaces/
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Finite fields mod p
● Inverse is just ep-2

● So why study the Extended Euclidean algorithm?  Because 
we can’t do signatures with Diffie-Hellman, since Fermat’s little 
theorem is an easy way to find multiplicative inverses.

● Same is true of any finite field, so RSA uses ring theory:
– n = pq where p and q are prime
– φ(n) = (p – 1)(q – 1) is Euler’s totient function, which counts 

the  numbers less than n that are co-prime to n
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