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A bit about me…

● Associate Professor, SCAI and Biodesign Center 
for Biocomputation, Security, and Society

● Research is about Internet Freedom, including:
– Internet censorship and censorship evasion
– Machine-in-the-middle attacks, adversarial networking
– Privacy, forensics, and a few other things
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Thought experiment

● Imagine that people are selected in a lottery every 
day (could be you, a family member, a friend, a 
coworker, a journalist whose work you admire…)
– All of their crypto on all of their devices is 

compromised or disabled in some way
– They’re not informed
– Potential attackers are informed

● Criminal organizations, competing companies, malicious 
individuals, former romantic partners, governments, ...



  

“How many of you have broken no laws 
this month? That's the kind of society I 
want to build. I want a guarantee - with 
physics and mathematics, not with 
laws - that we can give ourselves real 
privacy of personal communications.”

John Gilmore



  

This semester is all about the relationship 
you (and the people and organizations you 

care about) have with the ISPs that 
connect us to the Internet. 



  

Why study “Advanced Network 
Security?”



  

Why study “Advanced Network 
Security?”

https://www.flickr.com/photos/feuilllu/46700983592

https://www.flickr.com/photos/feuilllu/46700983592


  

Why study “Advanced Network 
Security?”

https://www.flickr.com/photos/feuilllu/46700983592

https://citizenlab.ca/2015/04/chinas-great-cannon/

https://www.flickr.com/photos/feuilllu/46700983592
https://citizenlab.ca/2015/04/chinas-great-cannon/


  

Why study “Advanced Network 
Security?”

https://www.flickr.com/photos/feuilllu/46700983592

https://citizenlab.ca/2015/04/chinas-great-cannon/

https://ensa.fi/papers/tspu-imc22.pdf

https://www.flickr.com/photos/feuilllu/46700983592
https://citizenlab.ca/2015/04/chinas-great-cannon/
https://ensa.fi/papers/tspu-imc22.pdf


  



  

https://en.wikipedia.org/wiki/Deferent_and_epicycle

Giordano Bruno

https://en.wikipedia.org/wiki/Deferent_and_epicycle


  

https://en.wikipedia.org/wiki/Joseph_Fourier

https://en.wikipedia.org/wiki/Joseph_Fourier


  

Network security and French dudes who 
died in the early 1830s…
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Lectures given 1983 through 1986...

“Another similar problem deals with 
factorization: I give you a number m, and 
tell you that it is the product of two primes, 
m=pq. … It is possible to build our 
ignorance of the general solution of this 
mathematical problem into a ciphering 
message. … The moment some clever guy 
cracks it … we’d better find another one.” 
(page 91)

“What can be done, in these reversible 
quantum systems, to gain the speed 
available by concurrent operation has not 
been studied here.” (page 210)
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Ways crypto/privacy and/or apps 
can be taken away
● Quantum computers
● The crypto was bad in the first place
● Security vulnerabilities render the crypto moot
● Targeted malware
● Enforced in the network

– E.g., TSPU or Great Firewall



  

How you can help

● Hacker mentality
– Whether or not you agree with the hacker manifesto

● Give up preconceived notions
– “FFTs?  Information theory?  Ring theory?  Quantum 

physics?  I thought network security class would be 
practical, useful stuff.”

– “I don’t need to know this stuff, I just want to graduate so 
I can fulfill my destiny of doing X.”

● Come to class, do the reading, …



  

For Thursday (January 15th)...

● Read the hacker manifesto
● Listen to the Malicious Life podcast episode about 

Operation Sundevil



  



  



  

This work is licensed under
a Creative Commons Attribution-ShareAlike 3.0 Unported License.

It makes use of the works of
Kelly Loves Whales and Nick Merritt.
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