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● Some of these slides are from 
https://community.torproject.org/training/resources/

● See also
– https://community.torproject.org/onion-services/setup/

https://community.torproject.org/training/resources/
https://community.torproject.org/onion-services/setup/


A few of my Tor use cases...











Tor in a nutshell

https://en.wikipedia.org/wiki/Onion_routing
https://theconversation.com/tor-upgrades-to-make-anonymous-publishing-safer-73641

https://en.wikipedia.org/wiki/Onion_routing
https://theconversation.com/tor-upgrades-to-make-anonymous-publishing-safer-73641


Why are we learning about Tor?
● Brings together many concepts from the course

– Encryption, anti-censorship and NIDS evasion, 
privacy, anonymity, etc.

● A basic network security tool that many people 
use for many different things
– i.e., a “critical infrastructure”



torproject.org

Introduction 
to Tor
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Connecting through HTTP

Image source: eff.org
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Connecting through HTTPS

Image source: eff.org
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Connecting through VPN

Image source: eff.org
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Connecting through Tor

Image source: eff.org
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Who can see 
your activity 
through HTTPS 
and what can 
they see?

Image source: eff.org
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Who can see 
your activity 
through Tor and 
HTTPS and what 
can they see?

Image source: eff.org



torproject.org

Different ways of defining Tor

● Tor ⇒ free software created at NRL starting 2001/2.
● Tor ⇒ an open network of ~9,500 nodes – anyone can 

join!
● Tor ⇒ a browser that connects you to the Tor network.
● Tor ⇒ a US non-profit formed in 2006.
● Tor ⇒ a community of volunteers, researchers, 

developers, trainers, advocates from all over the world.
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● It’s Tor (not capitalized).
● The goal is to have a way to use the internet with as much privacy as 

possible:
a. by routing traffic through multiple nodes; and
b. by encrypting traffic multiple times – hence the term “onion routing”.

● Tor provides anonymity, which mitigates against both surveillance and 
censorship.

Fighting the Internet’s original sins
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Private 
citizens Anonymity Activists

Businesses

Governments

It’s traffic 
analysis 

resistance!

It’s privacy! It’s reachability!

It’s network 
security!
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Director of the NSA and CIA
General Michael Hayden

“
We kill people 
based on 
metadata
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Two sides of the same coin

● Censorship and surveillance go hand-in-hand.
● In order to block access to an online service, censors 

need to spot when users want to access said service.
● Anonymity grants protection from surveillance and 

censorship.
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● Just like any other browser (Chrome, Firefox, 
Safari, Yandex) except it does not expose 
traffic.

● Traffic is encrypted and bounces through 
three random volunteer-run nodes called 
relays.

● When using Tor Browser, we don’t know who 
you are or what you’re visiting.

What is Tor Browser?
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Tor Browser on Android
Developed by the Tor Project

https://www.torproject.org/download
/

 

Onion Browser on iOS
Developed by the Guardian Project

https://onionbrowser.com/ 

https://www.torproject.org/download/
https://www.torproject.org/download/
https://onionbrowser.com/
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A growing network of relays

● Tor relays and bridges are run by volunteers 
from around the world, including 
individuals, NGOs, and companies.

● They form the backbone of the Tor network.
● Today we count: 7000+ relays and 2660+ 

bridges.
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● Direct access to Tor may be blocked by some 
Internet Service Providers and governments.

● Tor Browser includes circumvention tools for 
getting around these blocks called bridges.

● Bridges are relays that are private and harder 
to block: https://bridges.torproject.org/

Bypassing censorship of the Tor 
network

https://bridges.torproject.org/
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● SecureDrop and GlobaLeaks are tools for 
whistleblowers to communicate securely 
with journalists.

● Newsrooms around the world have set up 
their own whistleblowing platforms to 
receive leaks securely.

Secure whistleblowing

https://securedrop.org/
https://www.globaleaks.org/
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● Ricochet Refresh is an instant messenger 
that routes all messages through Tor.

● Nobody knows who you're talking to, or 
what you're talking about.

● Supported by Blueprint for Free Speech: 
https://www.blueprintforfreespeech.net/ 

Anonymous peer-to-peer 
messaging

https://www.blueprintforfreespeech.net/
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Introduction 
to Onion 
Services 
(.onion)
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● Onion Services are online services that are 
only available through the Tor network.

● An Onion Service connects to a rendez-vous 
node/relay inside the Tor network; and the 
user wanting to connect to it does the same.

● As a user, you never leave the Tor network 
when visiting an Onion Service.

● Onion Services provide end-to-end 
encryption: both visitor and website use Tor 
(without HTTPS).
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Visiting the Intercept’s site on Tor Browser vs. visiting the 
Intercept’s onion service
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● Just like any other website, you need to know 
the address of an onion service in order to 
reach it.

● The .onion address is automatically generated, 
so there is no need to purchase a domain.

● An onion address is a string of 56 random 
letters and numbers followed by ".onion".

.onion addresses
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Censorship resistance
● Both location and IP address of an Onion Service 

are hidden, making it difficult to censor or 
identify who runs the service. Used to be called 
“hidden services”.

● Tor exit nodes can block websites (rare), Onion 
Services never exit the Tor network.

● It’s the most censorship-resistant 
technology available out there as long as the 
Tor network is reachable.



torproject.org

● When you use the Tor network to browse the web you are 
not sending any information by default of who you are or 
where you are connecting from.

● The Onion Services use the Tor network to eliminate 
information about where they are situated.

● Using them eliminates all metadata that may be 
associated with the service otherwise.

Metadata obfuscation and 
elimination



torproject.org
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Popular Onion Services
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1. Censorship resistance as long as the user has access 
to Tor.

2. End-to-end encryption between user and website.
3. Contributing to the decentralization of the web.
4. Tor network sustainability.
5. Protection of sources, whistleblowers, and journalists.
6. Opportunity to educate users about privacy by design.
7. Metadata obfuscation and elimination.

Benefits of Onion Services
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Regular Website Website Over Tor Onion Service
Censorship 
Resistance:

Poor
Website can easily be 
censored

Good
Censorship still possible via 
exit nodes

Very good
Accessible as long as Tor is 
reachable, address not 
censorable

Privacy 
Safeguards:

Very poor
Minimal safeguards: HTTPS, 
no tracking, hosting 
jurisdiction, etc.

Good
Data correlation is not an 
eliminated risk

Very good
End-to-end encryption for 
user and service, anonymity 
for both

Metadata 
Elimination:

Poor
Data about online activity 
recorded by websites and 
entities passing traffic

Good
Data about online activity 
can be recorded by website 
if user logs in and identifies 
themselves

Very good
Metadata logging eliminated 
on both ends, but website 
can record data if user logs 
in

Comparison



Now some slides from…
https://community.torproject.org/onion-service
s/overview/

https://community.torproject.org/onion-services/overview/
https://community.torproject.org/onion-services/overview/




















Switching gears… Why do you need 
something like Tor, a VPN, or ShadowSocks 

to evade censorship?
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https://adguard-dns.io/en/blog/encrypted-client-hello-misconceptions-future.html

(Encrypted Client Hello, or ECH, is a way to hide the Server 
Name Indicator, or SNI)

https://adguard-dns.io/en/blog/encrypted-client-hello-misconceptions-future.html


OONI
● Open Observatory of Network Interference:

https://ooni.torproject.org
● Country-level reports of specific censorship tools 

in use on certain websites
● View their reports: https://explorer.ooni.org/
● Or use your own OONI Probe to test websites: 

available in App Store and Google Play.

https://ooni.torproject.org/
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If you get past SNI filtering (e.g., with a VPN or 
Tor), can encryption hide which apps and 

platforms you’re using, or hide the fact that 
you’re using a VPN or Tor?



What do you do when 
Tor is blocked?



I downloaded Tor Browser, but it 
won’t connect

If this screen 
takes a long 
time and does 
not connect, 
you may need 
a bridge or 
pluggable 
transport



Bridges and pluggable transports
● Bridges are relays that are not listed publicly
● Get bridges directly from Tor Browser (moat)
● Or from the website https://bridges.torproject.org 

or send an email to bridges@torproject.org from 
a Gmail, or Riseup.net account

● Or get a bridge address from a trusted person
● Pluggable transports can be used like bridges to 

disguise Tor traffic (also called “built-in bridges”)

https://bridges.torproject.org/


Bridges and pluggable transports



Request 
a bridge



Or select a built-in bridge



Pluggable transports
• obfs4: makes Tor traffic look random; works in 

many situations including China (if not, try meek).
• meek-azure: makes it look like Microsoft traffic; 

works in China.
• snowflake: proxies traffic through temporary 

proxies using WebRTC (under development). 
https://snowflake.torproject.org



obfs4 = ScrambleSuit, basically
● https://arxiv.org/pdf/1305.3199.pdf

https://arxiv.org/pdf/1305.3199.pdf










meek
● “Domain fronting”
● Use a Content Distribution Network the censor 

won’t block
– Costs money
– Censors have a business relationship with CDNs



https://snowflake.torproject.org/

https://snowflake.torproject.org/
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“apps and platforms” → “protocols”



Two approaches

● Try to look nothing like the banned 
protocol that you are

● Try to look like a protocol that 
everyone is using that is not banned



USENIX Security 2024





FOCI 2024





NDSS 2025





(FOCI 2025)



https://witestlab.poly.edu/blog/tcp-congestion-control-basic
s/

https://witestlab.poly.edu/blog/tcp-congestion-control-basics/
https://witestlab.poly.edu/blog/tcp-congestion-control-basics/


Does the DPI need to be nearly perfect 
w.r.t. false positives and false negatives?

● Can shut down VPNs at critical times
● Can collect data about connections over a long period of time

– https://censorbib.nymity.ch/pdf/Wails2024a.pdf
– correlate with other data (like financial or social graph information)?

● Can use laws as a deterrent
● Can perform active probing, forensic analysis of confiscated devices, 

etc.
– E.g., in Brazil: daily fine of fifty thousand reals (US$9,104) for users who 

bypass the ban with a VPN

https://censorbib.nymity.ch/pdf/Wails2024a.pdf








Websites vs. webpages
● Website fingerprinting is knowing that you’re 

going to https://en.wikipedia.org, webpage 
fingerprinting is knowing that you’re going to 
https://en.wikipedia.org/wiki/Operation_Sundevi
l

● Device fingerprinting, browser fingerprinting, 
etc. are also an issue for VPNs and Tor.

https://en.wikipedia.org/
https://en.wikipedia.org/wiki/Operation_Sundevil
https://en.wikipedia.org/wiki/Operation_Sundevil


Takeaways
● You should check out Tor

– Also check out OONI
● Tor hidden services are cool
● Designing privacy, anonymity, and anti-

censorship tools is a fascinating research 
problem
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